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Security Challenges for Cloud or Fog Computing-Based Al Applications

Amir Pakmehr, Andreas A[Smuthl Christoph P. Neumannl Gerald Pirkl

Security challenges for Cloud or Fog-based machine leaming services pose several concems. Securing the underlying Cloud or Fog services is essential, as successful
attacks against these services, on which machine leaming applications rely, can lead to significant impairments of these applications. Because the requirements for Al
applications can also be different, we differentiate according to whether they are used in the Cloud or in a Fog Computing network. This then also results in diffierent
threats or attack possibilities. For Cloud platforms, the responsibility for security can be divided between different parties. Security deficiencies at a lower level can have a
direct impact on the higher level where user data is stored. While responsibilities are simpler for Fog Computing networks, by moving services to the edge of the network,
we have to secure them against physical access to the devices. We conclude by outlining specific information security requirements for Al applications.
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