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Bridging Al and Social Computing to Mitigate
Socio-Cognitive Threats

Nitin Agarwal, Ph.D.
Maulden-Entergy Chair and Donaghey Distinguished Professor
Director, COSMOS Research Center
University of Arkansas — Little Rock
Faculty Fellow, University of California, Berkeley
Fellow of IARIA, ARA, AAOC, IEEE, ACM
nxagarwal@ualr.edu
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o Vanguard in the field of Social Computing & Socio-
Cognitive Threat Mitigation

million in grants

« Develop tools to understand digital behaviors and forecast

trends to achieve social good journal and conference
publications

o Develop and establish partnerships (university-industry-
government), alliances, standards, and policies books

« Promote and disseminate research, training, and education

. . . best d
« Work with US government agencies and allies to protect =S (PO CASIS S

our nation from adversaries .
research citations

o Accelerate industry adoption and incubate
commercialization opportunities

NATO

& recognized

Winl®

COSMOQOS tools
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« Mitigating cognitive threats &

enhancing community resiliency 8COSMOS

« Combating Al-generated and 56,000,000 “ % %
amplified influence campaigns e )

« Toxicity, polarization, terrorism :000:0 § ; 3

« Social movements and collective 52,000,000 =
action #1000 : I I

« Smart and connected health &S & P

Arkansas
Research
Alliance

37 grants as Pl (total $69 million and $30
million to UALR/COSMOS)
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« Mitigating cognitive threats &
enhancing community resiliency

« Combating Al-generated and
amplified influence campaigns

« Toxicity, polarization, terrorism

« Social movements and collective
action

« Smart and connected health

37 grants as Pl (total $69 million and $30
million to UALR/COSMOS)

70

60

50

40

m Conference Publications
m Journal Articles

M Book Chapters

m Books

26 Best Paper Recognitions

I ¢
3 2 I
1

"oo 0, <o
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COSMOS Publications
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66
1
47
1 39
23 23 2
] i I I I I 16
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8COSMOS

Cllnbrot lmfoS cial Media
Behavioral Studies




COSMOS

Collaboratorium for Social Media and
Online Behavioral Studies

Statewide research center
headquartered in the University of
Arkansas - Little Rock, USA

100+ members (Canada, USA, St.
Vincent & The Grenadines, Germany,
France, Turkey, Nigeria, Iraq, Pakistan,
India, Nepal, Bangladesh)

v

Funding $30 million from US Army, Navy, k :
Air Force, DARPA, NSF. % 7 8 COSMOS

https://cosmos.ualr.edu/
6
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UA New space for COSMOS!
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o Characterizing multimedia information
environment tactics (TTPs) and impact Rhesiop e sisiev mprrues®
el undermine, influence or modify human
assessment [S5 million from US DOD - 2023] decsion-making.

o Characterizing coordinated cognitive attacks | F—————
thrOUgh collective action-based framework [SS eee——E— [ E—

million from US DOD - 2024] Cognitive Effects
VN S [
! Modus Operandi

« Characterizing information actors (producers and
consumers) engaged in cognitive attacks [S5
million from US DOD - 2025]

Cognitive Neuroscience Cognitive & Behavioral Social & Cultural Science

(Interventions at Individual Science (Trust & Relational

/ Societal Level) (Psychological Interventions) Interventions)

NATO Security & Defence, NWCC, Legal and Ethical Frameworks (ELSEI)

NATO HFM ET-356 House Model for CogWar framework.

Prof. Nitin Agarwal InfoWare 2026 Congress, Valencia, Spain
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o Characterizing multimedia information
environment tactics (TTPs) and impact

Developing Socio-computational Approaches to Mitigate Socio-cognitive

assessme nt [S 5 m | | I | on fro m U S D O D - 2 O 2 3 ] Security Threats in a Multi-platform Multimedia-rich Information

Environment

o Characterizing coordinated cognitive attacks Ml Bty Chiran Wispiab oo of nformtion Seisce

. . Founding Di{ector, COSMOS R'esearch Center
through collective action-based framework [S5 28015 Untoesin e Lok Aok, 7220
UNITED STATES

million from US DOD - 2024] agarval@uale

ABSTRACT

° C h a ra Cte ri Z i n g i n fo r m a t i O n a Cto rs ( p ro d u Ce rs a n d Growing weaponization of social media is influencing peacekeeping, tactical, operational, and strategic

operations. At the strategic and operational levels, social media platforms that are manipulated by adversarial

H ] ipaig hift international and regional opini bout th ili lidi ili
CO n S u m e rs) e n ga ge d I n Cog n Itlve atta C ks [$5 operations l'c;llr:lsrelgon. At the tac;zical level, social medi;Z :’“trt ; “Sf [Za:lllt;trmyﬁ)‘rci-alrrevausle:ig;ooj;;nr;;fz

susceptible targets to disrupt or delay military operatmns through protests or other “non-lethal” resistance.

11 Narratives can be easily ipulated and i ed by bots, trolls, and other mﬂuence operation TTPs.
m I I I I 0 n fro m U S D O D = 2 O 2 5] Moreover, most users of social media cannot or will not differentiate b I and legitil
accounts. Since such influence operation TTPs can be employed clandestinely in a low-cost, low-risk context,
military leaders can expect to encounter an increased amount of adversary-generated Al-amplified social
media-driven propaganda. Furthermore, socio-cognitive threats are increasingly becoming — (1) a collective
phenomenon and (2) multimedia online information environment centric. This study aims to advance social,
behavioural, and culrurul science and enhance situation awareness and sensemaking (HFM ET-356 House
Model) by d ing evaluati measurmg and predicting the cognitive threat level/impact of the
adversarial information campaigns to str resiliency further. The models and approaches
presented in this study are validated and de ated in real-world use cases (e.g., COVID-19, the Indo-
Pacific region). A multi-model multi-theoretic approach is developed that blends computational modelling, big

P
‘social’ data, and social science theoretical principles to characterize adversarial information campaigns
conducted in an integrated online information envir (OIE). Specifically, the research identifies key
actors, groups/mobs, narratives, TTPs (and their impact), in mainstream platforms as well as emerging and
multimedia-rich platforms to characterize information actors (producers and consumers) and campaign

dynamics for proactive decision-making to miti; « itive threats.

NATO STO-MP-HFM-361 Symposium on
Mitigating and Responding to Cognitive Warfare

Prof. Nitin Agarwal InfoWare 2026 Congress, Valencia, Spain
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Are we Ready?

FOREIGN
FAIRS

SE EMBER/OCTOBER 2024

‘The Perils of Isolationism
CONDOL A RICE

Losing the Wars of the Future
MARK MILLEY AND ERIC SCHMIDT

‘What Was the Biden Doctrine?

JESSICA MATHEWS

Hamilton’s Revenge
WALTER RUSSELL MEAD

ouble With Al

RICHARD H

The Autocratic Allure
BEVERLY GAGE

COSMOS

Prof. Nitin Agarwal

Return to Table of Contents

America Isn't

Ready for the Wars
of the Future

And They'’re Already Here

MARK A. MILLEY AND ERIC SCHMIDT

n the battlefields of Ukraine, the future of war is quickly becom-

ing its present. Thousands of drones fill the skies. These drones

and their operators are using artificial intelligence systems to
avoid obstacles and identify potential targets. A1 models are also helping
Ukraine predict where to strike. Thanks to these systems, Ukrainian sol-
diers are taking out tanks and downing planes with devastating effective-
ness. Russian units find themselves under constant observation, and their
communications lines are prone to enemy disruption—as are Ukraine’s.
Both states are racing to develop even more advanced technologies that
can counter relentless attacks and overcome their adversary’s defenses.

MARK A. MILLEY served as the Chairman of the Joint Chiefs of Staff from 2019 to 2023.
Heis a Visiting Professor at Princeton University and Distinguished Fellow in Residence at
the Georgetown University S

y School of Foreign Service.

ERIC SCHMIDT is Chair of the Special Competitive Studies Project and former CEQ
and Chair of Google. He is a co-author, with Henry Kissinger and Daniel Huttenlocher, of
The Age of AL And Our Human Future.

FOREIGN AFFAIRS

Tllustration by Sam Green

27
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m Are we Ready

Return to Table of Contents

America Isn't

But the character of war is changing both rapidly and fundamentally.
The United States must change and adapt, as well, and American

| Washington won’t get it exactly right—but it must get it less wrong
|than its enemies.”

llllllllllllll

EEEEEEEEEEE

Illustration by Sam Green

Prof. Nitin Agarwal InfoWare 2026 Congress, Valencia, Spain
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e Mitigating Cognitive T
ROCK : COSMOS

. Cognitive is categorized as the 6th and newest warfighting domain after land, sea, air,
space, and cyber

. Influence operations: Anti-US and allies (e.g., NATO, EU)

Dragoon Ride  Trident Juncture Brilliant Jump Anakonda Trident Juncture  Baltic Operations
2015 2015 2016 2016 2018 2019

e  Social media channels for US Air Force Public Affairs Office
e  Terrorist groups campaigns for recruitment, radicalization, and raising funds.
. Indo-Pacific region (Australia, Indonesia, Malaysia, Philippines, Singapore, Taiwan)

. Pandemic: COVID-19 scam busting & awareness (Arkansas AG, FVEYS, NATO)

Prof. Nitin Agarwal InfoWare 2026 Congress, Valencia, Spain
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Real-time influence assessment

Raising and Rising Voices in Social Media

Nitin Agarwal, Merlyna Lim & Rolf
Wigand
)
d

T
e Tt St

P — il i
e BUSINESS & INFORMATION i il
e SYSTEMS ENGINEERING ethodabin it Kisng

s

S Scolrs
International L’wﬁnﬂu on.
Mitan,

&) Springer

Prof. Nitin Agarwal

o © o <9
Vaccine Tracker Influence Analysis
Trackers / Vaccine Tracker / Dashboard / Influence Analysis
O Kearch Bloggers 10000 B0
Slav Kornik & Phil Heidenreich 4000
Tamerra Griffin
2000
Andrew Russell
Julia Reinstein 0
2008 2010 2012 2014 2016 2018 2020
Jesse Ferreras
Influence Total posts  Most Used Keyword Overall Sentiment Comments
Mercedes Stephenson .
Very High 20 told Neutral 226,391
Keywords of Katie J.M. Baker and 2 others ® Activity Vs Influence of Katie J.M. Baker ®
donald  biden money
continues  forces #o O
federal ower cni
. china long
continues g -
vorder  America  russia
L]
obama L]
security L attack a
fase LTUMP
200 " Jason Leopold
biden Activity 29
people Influence 2173.4
o L]

federal china rssia  russian

Influential Posts of Katie J.M. Baker

Olsearch
Post Title Influence Score

About Buzzfeed 013

AMan Attacked An Asian Woman Taking Out sl

Trash At Night She Now Has Chemical Burns

Here S Why Facebook has been Marking 011

About the Coronavirus As

About Buzzfeed 012
Showing 1 t0 10 of 500 enteries < Next >

InfoWare 2026 Congress, Valencia, Spain

21730 21732 21734 21736 21738 21740

(O]

How Oil Industry Videos Have Skirted
Canadian Campaign Discl Rules

The Supreme Court on Monday refused to take up the
Trump administration s that placed statewide limits on
Tocal law enforcement cooperation with federal
authorities The Trump had
asked the Supreme Court to review a lower court s
opinion upholding the California Values Act Justices
Clarence Thomas and Samuel Alito two of the court s
conservative justices voted to hear the case Under the
law SBlocal police are barred from notifying US
Immigration and Customs Enforcement ICE that they are
holding a suspect They are also barred from transferring
a detainee to ICE custody unless that person has been
convicted of  felony under California law had been
iailed for a felonv within the nast vears or served time in

COSMOS

GBlog

Under no circumstances should you make an attempt to retrain ass thinkers on head thinking

NATO Porn: My anaconda do not My anaconda do not My anaconda do
not want none Unless you got buns, hun. - Or: Capybara Staring into the
abyss

fyou in great truth machine Enter "Anaconda", you get 1A-hardcore-porn displayed : In 1 the
Focus with "NATO United maneuvers" Anaconda ": Upon doing so the West's reluctance from" and on 3 Nicki
Minaj performing Anaconda . Let's start with 3 , - but I push precaution times Fischers latest commentary on
the current fuss around the Sexualstrafrecht a ( Fischer in law / tIME online, June 7, 2016 ); - Not that I me
einhandle by referring to the video the accusation that I encouraged men - their origin is the;

Anaconda also - on
sexual violence. (Pop & Porn is actually also another problem, since Cher began in the '70s, performing in
underwear.) View on YouTube - you must be the not view all: daily only once! This raises the question of
what buns the NATO make so hot that they can get out the Anaconda ; - Especially as: The Great
Anaconda moves ashore rather lazy ... it moves sinuously ... and geared .... using its forked tongue . What
still raises the question of what NATO under assistant westcoast promotional one to this because not
unproblematic, if has not thought even treasonous name for the maneuver!?! this will not be clarified. He will not
think about sex for the conqueror , but maybe he had this in mind: anaconda devouring capybara The answer is
more likely in 1: NATO United maneuvers "Anaconda" - now puts the West his hesitancy from
Wednesday, 08.06. 2016 19:54 - from FOCUS online expert Klaus trowel (media magnate) A fine example of
cross-media-fuck (... as we daily experience it in the news: the search network of ... how Funke Mediengruppe
reports ...) - if the ass is large enough, in which one wants to crawl:: the "media mogul" who runs a blog ( Think
desired - the trowel blog way for common sense and a bit more freedom.! ) where he as Jesse Hughes ( "Eagles
of Death Metal") for its right-wing Bratze praises ( from one who falls off the grid, because it is not a good
person), is an expert on international relations by! That is nevertheless amazing. As I said on 1in search engine
for keyword Anaconda ! Fuck me running! Quite apart from the grubby NATO Porn is useful to take a larger
context in the view: Who is the fucking capybara ??

iaj - Anacanda LEGENDADO)

Minha anaconda nao

A picture of Anaconda eating an animal

and video of Nicki Minaj's Anaconda

song on the blog mocking the Anakonda

2016 exercise. 11
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Raising and Rising Voices in Social Media

Nitin Agarwal, Merlyna Lim & Rolf
Wigand

BUSINESS & INFORMATION
SYSTEMS ENGINEERING

&) Springer
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Vaccine Tracker Influence Analysis

Trackers / Vaccine Tracker / Dashboard / Influence Analysis

O kearch Bloggers

B0

10000
Slav Kornik & Phil Heidenreich 4000
Tamerra Griffin
2000
Andrew Russell
Julia Reinstein 0
2008 2010 2012 2014 2016 2018 2020
Jesse Ferreras
Influence Total posts  Most Used Keyword Overall Sentiment Comments
Mercedes Stephenson .
Very High 20 told Neutral 226,391
Keywords of Katie J.M. Baker and 2 others ® Activity Vs Influence of Katie J.M. Baker ®
donald  biden money
continues  forces 800 O
federal ower cni
. china
continues ; -
vorder  America  russia
L]
obama .
security South m attack 400
trade t r u p
; 200 [ Jason Leopold |
biden ® | Activity 29
people Influence 2173.4
o L]

federal china rssia  russian

Influential Posts of Katie J.M. Baker

21730 21732 21734 21736 21738 21740

(O]

Olsearch How Oil Industry Videos Have Skirted
) Canadian C: ign Discl Rules
Post Title Influence Score
About Buzzfeed 012
The Supreme Court on Monday refused to take up the
Trump administration s that placed statewide limits on
About Buzzfeed 013 local law enforcement cooperation with federal
authorities The Trump had
AMan Attacked An Asian Woman Taking Out o asked the Supreme Court to review a lower court s
‘Trash At Night She Now Has Chemical Burns - opinion upholding the California Values Act Justices
Clarence Thomas and Samuel Alito two of the court s
Here § Why Facebook has besn Marking on conservative justices voted to hear the case Under the

About the Coronavirus As Spam

About Buzzfeed

‘Showing 11010 of 500 enteries <

law SBlocal police are barred from notifying US
Immigration and Customs Enforcement ICE that they are
holding a suspect They are also barred from transferring
0.12 a detainee to ICE custody unless that person has been
convicted of  felony under California law had been
iailed for a felonv within the nast vears or served time in

InfoWare 2026 Congress, Valencia, Spain

Marucha.wordpress.com —
another highly influential blog
during Anakonda 2016 exercise
is ridiculing Polish government’s
policy on accepting refugees and
further called US Army
participation in Anakonda
exercise as INVASION. The blog
had several provocative impages
and espoused conspiracy
theories.

This blog was also one of the
most influential during Brilliant
Jump exercise.

COSMOS
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Warsaw Anti NATO Demonstration 2016 July gth

No to war - no to NATO P

Vaccine Tracker Influence Analysis

Trackers / Vaccine Tracker / Dashboard / Influence Analysis

International Network to delegitimize NATO
O Kearch Bloggers 10000 B0

Katie J.M. Baker

8000

pNEIN ZUM RIEE

Jason Leopold 6000

Internationales Netzwerk zur Delegitimie

Slav Konik & Phil Heidenreich

Tamerra Griffin

2000
Andrew Russell
Julia Reinstein 0 Home  Actons around NATO Summitsw ~ Network No to war - Noto NATO . Materials and documents  Women against NATO
2008 2010 2012 2014 2016 2018 2020
Jesse Ferreras Home-- Page 1
Mercedes Stephenson Influence Total posts  Most Used Keyword Overall Sentiment Comments
Very High 20 told Neutral 226,391
International Demonstration Warszawa 09-07-2016
Keywords of Katie J.M. Baker and 2 others ® Activity Vs Influence of Katie J.M. Baker ®
Money for the hungry not for tanks
donald t_hiden BT )
forces
fodora ok : . No to War and NATO Bases
continugs’ . 2
vorder America  russia £ Moscow Has Already Been - We Do Not Want Washington
O °
e trumMp™ = @ Yes to Refugees and international solidarity
bide | 200 Jason yl-;;wld Saturday July 9th at 12:00 City center of Warszawa
L people (_influence 21734 | Wit Polih and IntmnatonalSpeakers ofthe Alterative Summit
ow o e
foderal china russia  russian 2730 21732 21734 21736 21738 21740 Informal peace gathering in the evening
Confinue reading -
Influential Posts of Katie J.M. Baker 0) e
: Bl How Oil Industry Videos Have Skirted A Call For Actions Warszawa 8-10 July 2016
Raising and Rising Voices in Social Media Post Title Influence Score C ¢ D Ruses . o
— ” during the NATO Slermu ufWars:w July 892016
The Supreme Court on Monday refused to take up the No to War - No to Militarism - Yes to Refugees
Trump administration s that placed statewide limits on
Nitin Agarwal, Merlyna Lim & Rolf About Buzzfeed local law enforcement cooperation with federal

Wigand authories The Trump had No to NATO Bases | No to the Defence Missile Shield | No to Arms Race| Disarmament -
A Man Attacked An Asian Woman Taking Out CEE N R O U ER0 Welfare Not Warfare | Refugees Welcome Here ] Solidarity with peace and anti-war movements
Trash At Night She Now Has Chemical Burns opinion upholding the California Values Act Justices
Clarence Thomas and Samuel Alito two of the court s . e ol
T T Here  Why Facabok ha been Marking e e e etlipiatedplogrn i s Scoie
RIS AFTSNEORATI 'SYSTEMS ENGINEERING Methiodviogical Approach m s About the Coronavirus As Si i i izers:
- - AL Immigration and Customs Enforcement ICE that they are i e R s 2 5
holding a suspect They are also barred from transferring Effata 0 Poland, Social ], Stop the War Initiative Poland, Warsaw Anarchist Federation, Workers Democracy
Er e About Buzzfeed a detainee to ICE custody unless that person has been Poland, International Network No to War - No to NATO
o convicted of a felony under California law had been ’ . v :
- ey v —— The next NATO summitis planned to take place in Warsaw on 89 July. This summitwill be held duing a peiod of wars, heightened globalinstabiity and
Best Publication | ‘Showing 1t 10 of 500 enteries < Next > conflict. The wars raged by the West in the Middle East and Afghanistan have left hundreds of thousands dead; destroyed these countries' infrastructure and
Awarded: December 2013 for stabilty ‘The temorism that he the ible legacy of these conficts.
fiolars Consortium, Continue reading —+

f Gt
International Conference on.
“Milan, Italy Posedm Engin, NATO Summt2016 Warsan

&) Springer 1 1
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Vaccine Tracker Influence Analysis
Trackers / Vaccine Tracker / Dashboard / Influence Analysis
0 earch Bloggers 10000 B0
Slav Kornik & Phil Heidenreich 4000
Tamerra Griffin
2000
Andrew Russell
Julia Reinstein 0
2008 2010 2012 2014 2016 2018 2020
Jesse Ferreras
Influence Total posts  Most Used Keyword Overall Sentiment Comments
Mercedes Stephenson .
Very High 20 tol Neutral 226,391
Keywords of Katie J.M. Baker and 2 others ® Activity Vs Influence of Katie J.M. Baker ®
donald_ biden money
continues  forces 800 O
federal ower cni
. china _|on
continues 9 -
vorder  America  russia
L]
obama .
security SOUth attack 400
Yese tYUM
S e 20 [ Jason Leopold
biden americar ® | Activity 2
people Influence 2173.4
law 0o e e

federal china rssia  russian

Influential Posts of Katie J.M. Baker

Olsearch
Post Title Influence Score
About Buzzfeed 013

AMan Attacked An Asian Woman Taking Out

Trash At Night She Now Has Chemical Burns o

Here S Why Facebook has been Marking 011

About the Coronavirus As Spam

About Buzzfeed 012
‘Showing 1t 10 of 500 enteries < Next >
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How Oil Industry Videos Have Skirted
Canadian Campaign Discl Rules

E e grren

The Supreme Court on Monday refused to take up the
Trump administration s that placed statewide limits on
Tocal law enforcement cooperation with federal
authorities The Trump had
asked the Supreme Court to review a lower court s
opinion upholding the California Values Act Justices
Clarence Thomas and Samuel Alito two of the court s
conservative justices voted to hear the case Under the
law SBlocal police are barred from notifying US
Immigration and Customs Enforcement ICE that they are
holding a suspect They are also barred from transferring
a detainee to ICE custody unless that person has been
convicted of  felony under California law had been
iailed for a felonv within the nast vears or served time in

COSMOS

=3 ©
How A British Blogger Became An
Unlikely Star Of The Ukraine Conflict
— And Russia Today

Graham Phillips has become a fixture on Kremlin television and a micro-celebrity on
the streets of Ukraine.

Max Seddon
BuzzFeed News World Correspondent

Graham Phillips has won internet noterlety for his guerrilia field reports from eastern Ukraine for Kremlin TV.

Via Face

00k eurokharkiv

11
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; 10000 B0

. 3 g 5
g g &
— 6000 ® ® g - - ® %
Slav Kornik & Phil Heidenreich o s €9 %E F T e g <
lav Komik & Phil Heidenreicl ) —_ R~ = - - B = — v
4000 5 & ¢ E:wghg‘é‘gmg‘h ‘mggb T 2
Tamerra Griffin ® & = o = 5 =2 @ 5 £ S O o E [ © = <
2000 Egswmgégngcut::n.%—m?.’g"’ £ = =
Andrew Russel ogaﬁgseadggdgggggﬁg’,,“iggg.gg
2 @ s < o © - & c ER
Julia Reinstein 0 :gg-,mEéE.:,fg_gg-g::mgwEo'E_ggﬁs—m
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Jesse Ferreras o g = = = 3 ® S & 2 0 0 ¥ &8 ® 2 8 § 5§ & 0 & T
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Mercedes Stephenson Influence Total posts  Most Used Keyword Overall Sentiment Comments
Very High 20 told Neutral 226,391
Keywords of Katie J.M. Baker and 2 others (0} Activity Vs Influence of Katie J.M. Baker (0}
donaid  biden
continues &0 O
federal , dmwc, i
continues _ w00
voder America  FuUSSIa
O .
south attack 400
200 Jason Leopold
Activity 29
people Influence 2173.4
o L]
federal n730 272 W74 2736 2738 21740
N Influential Posts of Katie J.M. Baker (0]

L I How Oil Industry Videos Have Skirted
P Pabnriued
Raising and Rising Voices in Social Media Post Title C: C: Rules

Influence Score

Slave Komik & Phil Heidenveich || May 18,2018 )[4 Comments
AAbout Buzzfeed
The Supreme Court on Monday refused to take up the

Trump administration s that placed statewide limits on

Nitin Agarwal, Merlyna Lim & Rolf USILE R o 013 Iocal law enforcement cooperation with federal

Wigand immigration authorities The Trump administration had
A Man Attacked An Asian Woman Taking Out on asked the Supreme Court to review a lower court s
Trash At Night She Now Has Chemical Burns - opinion upholding the California Values Act Justices

Clarence Thomas and Samuel Alito two of the court s

O —— conservative justices voted to hear the case Under the

e BUSINESS & INFORMATION

L I Here S Why Facebook has been Marking 011
e SYSTEMS ENGINEERING Ao the Corecarinis Spam law $B local police are barred from notifying US
somran Immigration and Customs Enforcement ICE that they are
holding a suspect They are also barred from transferring
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Raising and Rising Voices in Social Media

Nitin Agarwal, Merlyna Lim & Rolf
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Vaccine Tracker Influence Analysis

Trackers / Vaccine Tracker / Dashboard / Influence Analysis
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Influential Posts of Katie J.M. Baker
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About Buzzfeed 013
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Trash At Night She Now Has Chemical Burns g
Here S Why Facebook has been Marking 011

About the Coronavirus As Spam
About Buzzfeed 012
‘Showing 1t 10 of 500 enteries < Next >
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Total posts

2012 2014 2016 2018 2020
Most Used Keyword
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Overall Sentiment Comments

Neutral 226,391
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You([TH)

‘e‘ separatists.”
4y WHISTE
L R BIOWED

A YouTube channel with
several Anti-NATO
propaganda videos. The

A blog using YouTube video to spread anti-
NATO propaganda suggesting NATO’s
troops obstructing Russian operations in

A blog using YouTube video to spread
anti-NATO propaganda by suggesting
NATO is waging war against Syrian

“US will provide weapons
to NATO Commandos to
attack Ukrainian

COSMOS

China Tracker Domain Analysis

Trackers / China Tracker / Dashboard / Domain Analysis > Jan 05 2020 - Jun 122021
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China Tracker Related Videos

Views

43K

Related Videos

& Newtape shows Trump campaign aides discussing possibilily of Nword tape.

“The Most Minimalist Phorie

Erdogaris Long Amm' The Turkish Nationals Kichapped' From Europe
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REBEL Influence Campaigns: Designated domains for controversial subjects to draw
traffic to main site. Orchestrated use of Twitter hashtags and cross media 5 s © 8 o o
-media campaigns to drive traffic to designated domains.

AIGNS ___CAMPAIGNS . ! ©
-y F - - ‘ FeA by '.:‘ ;
‘ % TRUDEAU* ; : Y ‘ CAgg,c}’lgN ' SECTION13
M USTRESI G N . 1 L £ ‘ ‘ T O T I N ‘I“.;;";e {;ipr::y.:m ;,;, 000 www.cnn.com
.COM ‘ f g :COM | .COM : o
AN Domains o)

Google  weresoryndacom v Q
@hews Dvdes @vops i Moe egs T

www.therebel.media —

it

Google Adsense: 2971918791097124 Facebook Pixel: 1631440890439366  Google Analytics: 59791339

m WW‘N
therebel com

We're sorry India - Justin Trudeau is an
embarrassment

EZRA LEVANT

DRDC
& s pysterpoop dareantn e @
WERESORRY™ 3 M
il ¥V o RDDC
291 fake websites created using “Built with API” service AT ' _— Canads

with anti-Trudeau narrative. One such fake website
“‘weresorryindia.com” amplifies anti-Trudeau narrative S —
suggesting he is not a friend of the Canadian-Indian Frly. ke . ok ! vl VELLWEL
community. The website tops the results in search engines . S
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Computational propaganda tactics on YouTube detected using a groundbreaking multimedia processing approach based on color theory.
Research received Best Paper award at the International Conference on Human and Social Analytics (HUSO), Oct.18-22,2020

Capitol Riot

Video ID: OM5vaF2kzPA Video ID: GsCmudyXY2o Crowd amplification tactic successfully manipulated Video barcode technique has been
Title: China vs US The War in the Title: China vs US The War in the B “« ” . .

South China Sea already Start South China Sea already Start YOUTUbe S sea.\rch res.ults. . Hot News” - a prommer\t channel transitioned to YouTubeTracker
Channel: Breaking News TV Channel: DOT COM US disseminating anti-US videos related “South China Sea”

conflict — shows up at top of the search results.
Middle East Tracker
South China Sea eate 2 ast Edted .

ge navy ships naglagyag sa South China Sea kasama ang US Navy

qag 52 South China Sea kasama ang US Navy. Please leave you

0O R OO MU A

/ N US AND PHILIPPINES DEPLOYING ROCKETS TO DETER BEING'S
d . 'MILITARISATION' IN SOUTH CHINA SEA

New

A LT

Similar videos detected on different YouTube channels

. south china sea : Duterte just threatened to go on a "suicide mission®
using barcode approach. Below, network of channels a'\’“ / .n,
identified deploying crowd amplification tactic. “\ ; m} B oo cr 3 ks s s S8y v
55t Hot News My ~onll Video barcode technique allows us to
Proud..Philippine Navy ships sail alongside US warship in South China Sea . . . .
(photo) navigate interesting narrative elements
. G - ST for a collection of videos pertaining to an
South China event (above) or a single video (below) -
:\glg"\';l‘;;g Post hinese ?::ansec:ma Has Confirmed That it is Preparing For The War in The South wl :“,m .lm - ‘T‘ ,‘rﬁﬁ
o = G = w
us _ i Ultimat Network ‘ l l
Mi“tary & ILT;a € (CGTN) F south china sea : Philippines’ President Duterte Tells China to "Lay Off* "
- 43 Bl lsland
Fing % 5 - ..»4... ] My Trackers
G PHTV DOT COM 3 T LT
us
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T ey—
Capitol Riot

Strengthening Australia’s Information Warfare Capabilitie Page |25

7—‘:,,_ THE UNIVERSITY OF South Korea (Arirang News). Two channels of note — Defence Flash News and CIS News Network

SYDNEY — are YouTube-based organisations based in the US and India respectively.
= . Defence’s military exercises with US and its allies and
St ren gt h enin g Au St ral 1a’s deteriorating relations with China dominated
Information Warfare YouTube comments

Capabilities in Fighting
Foreign Interference and
Propaganda

Strategic Policy Grants Program 2020
Department of Defence

Aim Sinpeng
The University of Sydney

Nitin Agarwal
University of Arkansas, Little Rock

Justin Hastings
The University of Sydney

o —
T T et G T T N R Tl‘\mﬂﬁ

impeachment George Floyed Broxit Biden Reform

30 July 2021
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Coordinated bloggers

Asia-Pacific Bloggers

GlobalResearch Blogge
Mondalisation Bloggers

Anti-West/anti-US Indo-pacific bloggers

Prof. Nitin Agarwal

Coordinated YouTubers

Multi criteria optimization formulation
to identify disinformation spreaders.
(Alassad, Agarwal, et al., 2021)

Central European Journal of Idgr)hffymg ti
Operations Research, Springer misintormation
4. spreaders

YouTube COVID-19 misinformation video-user
network

COVID-19 misinformation and
conspiracy theory YouTubers

InfoWare 2026 Congress, Valencia, Spain

Sorted on effectiveness ‘

COSMOS

Coordinated Twitter users

Michigan lockdown protest network
#LetMiPeopleGo, #Mileg, #Endthelockdown,
#MichiganProtest; April 1 to May 20; 16,383 tweets;
3,632 nodes; 382 groups (focused on 5 most powerful
groups)

Research showed powerful coordination among

conspiracy groups calling for protest and actions
against Gov. Whitmer. FBI later unraveled a plot to

kidnap Gov. Whitmer.
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COSMOS

Connective Action

Processes Collctiv identiy Mobilization et Control (C) Power (P) Interest (I) SP>=
|
N Threshold
gl Value
5 |
| <)
2  Importance (Im)
=
!
Factors Relational Environmental
. )
maxz 8 ( .
X = . AMOdUIa_my vs# Tweets Communities | [Political No. of No. of | No.of | Modularity | Average Average DCFM
Subject to — o Michigan Anti-quarantine Protests fategory | Usersin | Nodes | Edges Weighted | Betweennes§ | Power
§; ={d¢, < d; <dd3 < - < d} —dg Vi, j 2 06 6000 Each Degree Centrality
df = Z my Vi 3) Community
'] 0s 5000
a5 =2 vi @ Operation Gridlock Largest Right 459 510 | 526 | 0294 1.457 0 90.88
L1 = C 0.4 4000 Community
D¢ = ;z dj ) Armed Protests at State Capitol
i=1 03 3000 Second Right 152 284 419 0.578 2.771 0 77.12
Dk < df < DY Vi (6) . Community
o = (# of Triangles) X 3 Vi )
'~ # of Connected Triples of Nodes o2 w0 Third Right 212 269 | 322 0.468 1.792 0 280.98
1 8) Community
L=_Y gf
ACg = "Z i o1 Armed Protests at State Capitol 1000
i=1
ACk < af < ACY vi ©) ) . Fourth Left 78 204 | 491 | 0422 9.779 24.26 10.36
. 2 - - C ity
Coimxk = Cs; vi an S22 2 5283333235338 3TIFSEEISSIIFTIZTESIES Fifth Left 115 243 | 339 0.608 7.683 0.16 28.94
T . EEE I e 2 2 A v v i i i i i .
F={c0, %% 0} Vik  (12) Community
s=—Modularity  ====# Tweets <===CommNet User Count Table Y1 - Top 5 Largest Modularity-Based Communities

Elsevier Journal of Information Processing and Management. Springer’s Central European Journal of Operations Research. Journal of Computational and Mathematical
Organization Theory, Journal of Social Network Analysis and Mining. (2020, 2021, 2022, 2023, 2024)
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Search Army University Q

s ARMY UNIVERSITY PRESS

HOME PUBLISH WITH US + SPECIAL TOPICS BOOKS JOURNALS v EDUCATIONAL SERVICES ABOUT v

&R DEFENCE
& Research and Books STRATECIC
e COMMUNICATIONS

The official journal of the
NATO Strategic Communications Centre of Excellence

AL

TV, Twitter, and Telegram: Al-Shabaab's Attempts to Influence Mass Media.
Soviet Economic Gaslighting of Latvia and the Baltic States.
The role of historical narratives in extremist propaganda.

- Humour as a Communication Tool: the Case of New Year's Eve Television in Russia. 1 ST
THE - DEEP ¢ PERCEPTIONS Russian Information Space, Russian Scholarship, and Kremlin Controls.
LONG HAUL MANEUVER RElI‘\II‘.IETY Examining Strategic Integration of Sacial Media Platforms in Disinformation Campaign Coordination. D I G I T A L H Y D R A .
we PR e When People Don't Know What They Don't Know: Brexit and the British Communication Breakdown. °
P Data Rights and Population Control: Human, Consumer, or Comrade? gﬁfgg Il.ll‘-IYF(I)hlglpﬂlx'lqﬁ).“%msL FNFE

4 PR o 6
; . s
- 8 -

Blogs, Fake News, and
Influence Operations.
Digital Hydra: False

Examining Strategic Integration of
Social Media Platforms in
Disinformation Campaign

Large-Scale Combat Operations Book Set

Published by Army University Press, in 7 volume book set on Coordination. Journal of NATO Information Online as a
Large-Scale Combat Operations, in the book titled “Perceptions Defence Strategic Weapon, NATO StratCom
are Reality: Information Operations” (AUSA) Communications COE.
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N /

Volume 2 | Spring 2017

DEFENCE ,
STRATEGIC

From bots > botnets > social bots

R COMMUNICATIONS
‘\,, A URL : s The official journal of the
N> . NATO Strategic Communications Centre of Excellence

STRATEGIC COMMUNICATIONS [N INTERNATIONAL RELATIONS:
13

PRACTICAC TRAPS AND ETHICAL PUZ;

“HACKING! INTO THE WEST: RUSSIA'S ‘ANTI-HEGEMONIC' DRIVE
AND THE STRATEGIC NARRATIVE OF FENSIVE

THE RUSSIAN PERSP ECTIVE ON INFORMATION WARFARE: CONCEPTUAL ROOTS
AND POLITICISATION IN RUSS(AN ACADEMIC, POLITICAL, AND PUBLIC DISCOURSE

EXAMINING THE USE OF BOTNEFS AND THEIR EVOLUTION IN PROPAGANDA DISSEMINATION

PUTIN, X, AND HITLER ~PROPAGANDA AND THE PATERNITY DF PSEUDO DEMOCRACY
THE SIGNIFICANCE AND LIMITATIONS OF EMPATHY IN STRATEIC COMMUNICATIONS
BRITAIN'S PUBLIC WAR STORIES: PUNCHING ABOVE I1S WEIGHT OR VANISHING FORCE?
ACLOSER LOOK AT YEMEN

'WEAPONISED HONESTY: COMMUNICATION STRATEGY AND NATO VALUES

Mutual reciprocity. No mutual reciprocity.

T X Organizational hierarchy.
IFYFM & FMIFY Coordination in information network

Core and peripheral bots

Examining the Use of

Botnets and their Evolution

in Propaganda

Dissemination. Journal of

altlally NATO Defence Strategic
@ ‘ Communications

Crimean Invasion 2014 Dragoon Ride 2015 Trident Juncture 2015 ISIS Propaganda 2016
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Modylg\rily <0.107
Nndes 10 (31 250/) gini = 0.666

Detecting coordination among Twitter social bots B 09
IEEE Transactions on Computational Social
Systems (TCSS), 2021. o I e

Nodes: 6 (0.76%)

samples 10 samples = 15
value = [8, 2, 0] value = [0, 6, 9]
class H class =L

Identify Coordination Metrics for Top 5 clusters of the network

Dataset 1: IRA : 3 gini = 0. o gini = o 0 CosficentS 05t
i " : Train a samples = "“ les =8 sgamg;leé =8
e Supervised ML value = [0, 2, 0] =[3 0,0] value = [0, 6, 2]
Random Sampling H i Calculate Network Measures : L Model to classify class =M class =H class = M
H S > H degree of
" : coordination in
10 Equal ' RS : networks = Modularity <0.207
randomized i : : ; 4 gini =

samples =4
value =[0, 2, 2]
class =M

Dataset samples

Graph Clusters Network Measures Matrix |

IRA Twitter bot data released by US
| n te I I i g e n Ce Ag e n Ci eS Dynamic network Analyze Modularity & Assign Labels of Inter Annotator

clustering Clustering Co-efficient trends Coordination — Agreement

o NI e ** Bot coordinated misinformation during Hurricanes

Vanom x 100 Clustering Coefficient <0.871
AL 20 entropy = 1.583
\ samples = 25
80 value =[8, 8, 9]
70 class =L
60
L Hashtag (Translati 50 © ing Coefficient <0.81 Cl ing C ient < 0.947
- - entropy = 0.971 entropy = 0.722
English  [#DACA, #BlackLivesMatter 40 samples = 15 samples = 10
#VenezuelaDemocraciaYDidlogo 30 value = [0, 6, 9] value = [8, 2, 0]
class =L class =H
Spanish | (Venezuela Democracy and 20
Dialogue), #Cancer (Cancer) 10 l
) (The demise O Israel) s J_J 53¢, 0 "‘s‘e"eﬁrgg)?'ﬁ%%'gf S entropy = 0.0 entropy = 0.0
Arabic he Jews) 2 2004 2005 2007 2008 2010 2011 2013 2014 2016 2017 2019 2020 samples = 8 samples =8 samples =2
(The Jews) 24 ) P value =[8,0,0] | | value = [0, 2, 0]
— Py ey value = [0, 6, 2] class=H class = M
#Nucléaire (Nuclear), | P class =M
French #GendamerieEnOpération
(Gendarmerie Special Operations) enwpg 55 entopy =10
STB (Ki it samples = 4 samples = 4
Mandarin | & (Kim Jong-un), Bt value =[0,4,0] | | value=[0,2,2]
(Nuclear Test) class =M class =M
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» Toxic discourse causes disruption R ‘,.',;:f,f
and polarization/ segregation FanN
among communities.

« Community splinters when toxicity
rises. :

« Granger causality test suggests A o s e 20
the effect is strongest after two .

- Bot activity found to be positively |- w
correlated with toxicity. .

§gggfgggfgggggggggggggggeggggggggs
SSSSSSSSSSSEEEEHHEEEEESEENNNEEEE

« Higher toxicity leads to community | ~~ 7 s e renEaaiais
fracturing.

« This work shows a way to
measure impact of bots.

2222222

- = Toxicity_Policing — Bots_Policing
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STRS epidemiological model for toxicity propagation —
Red — high toxic individual :’&', o e
_ . e, v v q H . H . . 1
Blue — least toxic individual ARSI Susceptible (S); Toxic (T); Recovered (R); Susceptible (S)
) “."1.'.‘0 ’ -::N».‘u. h.; .‘ ..‘..‘: ’ 0.:‘. ‘: o
Y, 5.3 ' PSS S CHENYS
o0~y vy 3“5.‘ 0.-'.;°g 1C‘0‘ ..‘O .‘“ '.‘D'}%“?:i . . .
od T g O e, g & v e We demonstrate that by removing highly toxic users from a network, hate speech
"o“" ~O LI M g 2 :’.t"‘.." ‘ 5 . . . g . .
B P e D R L o reduces, online discourse improves, and fractured communities heal. Our findings
o v‘ < oo ‘.t?m ¢ » B ° . . . . . .
* nfy Semdeet Y Do TP S offer guidance to policymakers within each online social network to make
LTCT, SUR ot DA : Sl PR 4% . . . . . . . .
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. . L . . [PageRank centrality
Toxicity analysis on YouTube commenters. Toxic discourse causes disruption Removal of users with toxicity scores | 0.641927323 1115
and polarization/segregation among communities, as seen above. We lgreater than 0.8

demonstrate that by removing highly toxic users from a network, hate
speech reduces, online discourse improves, and fractured communities
heal. Our findings offer guidance to policymakers within each online social . . . L. )
Esorier & =0 POLLY - - . Elsevier Journal on Information Processing and Management Special issue on Dis/
network to make informed decisions about the information environment

and derive appropriate and timely countermeasures to continue providing Misinformation Mining from Social Media 2022, HICSS 2022, AMCIS 2024, ICWSM 2024.
a healthy platform for their users.

Working with Social Media platforms and Arkansas Office of the Attorney General
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Al-based recommendation algorithms that predict our
shopping behaviors, books and articles to read, videos to

watch lack transparency.

Recommendation algorithm learns from behavioral data and
perpetuates the underlying bias in its recommendations.

recommendations thereby enhancing the model's
transparency.

YouTube’s recommendation algorithm is known to push its %ﬁ\, NRNR N3
viewers down the conspiratorial rabbit hole by suggesting related —— ‘\o\?%@sé\&“%‘ﬁ%“% N

. . . . y . — <
On Facebook, ads to recruit delivery drivers for Domino’s Pizza =< \
Inc. were disproportionately shown to men, while women were —_—

more likely to receive notices in recruiting shoppers for grocery-
delivery service Instacart Inc.

Explainable model could help in identifying causes of biased J’%
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e Channel characterization based on implicit

algorithmic bias requires identification and
measurement of bias.

hcrccumm: d| n graphs 1 (left) and 2 (right). w

. Power law distribution fitting (exponent) = gapke Th conn of vides s preetad i g
. Gini coefficient - a single number that demonstrates T T — 5 o 5
a degree of inequality in a distribution of income/ . X -
wealth. o -
. Characterization based on context -> COVID-19 T Pa s " pagerank baruton " pagerark Distisuton
. - . . . Fig. 2. Complementary Cumulative Disbution Funciion (CCDF) Plots of PageRank Scoresin Top PageRank videos were removed weeks or months after their
context Showed Iargest ImpIICIt algorlthmlc blas, s Recommeniton s (1) a2 1) appearance in the recommendation network. Reason for content

N . removal is violation of platform terms and services.
Topic drift and decrease in relevance was observed.

marked in red.

e  Characterization based on impact -> Implicit
bias resulted in extremist content communities
(far left and far right information bubbles).

Far-left and far-right content communities/information bubbles resulting due to biased recommendations

Complex Networks 2021; ECIR 2023; Complex Networks 2023, 2024; ASONAM 2023, 2024, HICSS 2025
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Keywords

Topic Drift Emotion Drift

l Seed ' m
Depth 1 m
10 Seed videos Depth 2 q topic_3 topic_2 m#= Depth seed o= Depth 0
h3

Dept q s Depth 3 fear joy e Depth 3
(Uyghur-related videos) Depth 4

m®m Depth 5 m#®m Depth 5
Depth 5 topic_4 topic_1
Removal of duplicates
& non-English videos
. Pl 1
14,332 videos < 38,970 videos topic_5 topic_0 sadness o = anger
(5 Depths) o oo oo 0 02 04 06 08 1
- N N W W
Video text data 7 3 I
(titles, description, transcripts)
topic_6 topic_9
Emotion Assessment Topical Similarity surprise love
Assessment topic_7 topic_8

h 4 v

joy, anger, sadness, fear,
surprise, love

Popularity Assessment

v
video likes & video views

Prof. Nitin Agarwal

Hellinger divergence &
Jensen-Shannon divergence.

Network and Content

Analysis

v

‘Highly-influential’ videos &
topic communities

InfoWare 2026 Congress, Valencia, Spain

ECIR 2023, HUSO 2023, The Web Conference 2024, Jnl of SNAM 2024
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SCF and SNA informed methodologies to examine strategic
combination of mainstream and fringe social media platforms;
influence and reach of digital activity of extremist groups; multi-
theoretic mob simulation — Al and Agent based modeling.

For dia|ogue- Search Dashboard ~ Login or Signup
Physical Cybernetic Human Automated
Miobs Mobs Actors Actors HOME ISSUESv  ABOUTUS  SUBMISSIONS  CONTACT US
)
| |

[ Vol 4: Special Issue 1: Media and the Far-Right ~ Published on Jan 18, 2022 SHOW DETAILS

Enviroment-based Actor-based

? ? Assessing the influence and reach of digital
: ' activity amongst far-right actors: A

DOWNLOAD
Time-based Motive-based

comparative evaluation of mainstreamand ~ covevs

{ ) ‘free speech’ social media platforms
w Accepted on: Jan 10, 2022 - Academic Editors: Christina Verousi, Maria Nerina
Boursinou
Mob Characterization

. : - Influence and reach of digital activity of extremist
(Social Networks Analysis & Mining, AMCIS, :
HICSS 2021 20;2 2023 20‘;’4) groups (Agarwal et al., 2022, For(e)dialog)

W e« A

OF SCg
‘(‘02 * N’«;

OUSD, AFOSR, ONR
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Deep Learning Neural Network

Code the framework (the factors with their
relations) into a model using Python. Insert the
values of the calculated factors obtained from the
real-world mobs and compare the results of the
model to the results of the real-world mobs.

Mobs Mentioned In Literature: data available by
authors, can be collected from online repositories, or
metadata of these mobs can be found on the internet

Mobs Data Collected From SM Sites: data can be
collected based on keywords, geographic locations,
or users known to organize mobs

Mobs Data Collected From Other Sources: various -
websites of organizations that organize mob have
been identified such as
http:/imww.flashmobamerica.com/

Mapping each theoretical factor into a measurment, for example:
Control = In-degree Centrality
Mobs Data Collected Using SCF Methodologies: | Interest (I) = (# retweets + mentions)i/(total number of tweets)
various metadata about the mob can be collected Power (P) = Control * Interest
using our previously developed SCF methodologies.

Then calculate these factors for the collected data

1]

V@D | Factors || Faciora |- result )

Factors
Review Of Extraction From
Social the Theories
Science
Theories

Harm Cheating  Oppression  Betrayal | Subversion | Degradation

} L\we 3D Perspective GQ@P@@
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Taiwan 2024 Elections

Jan 14,2024
Evening

Other influencers,

Jan 13,2024 such as 'wang.kylie',
'thisiskenyoung',

N EYveTn:) ngd Jan13, 'bailingguo.priest’,
alse YouTube video .
from @bitking888 2024 nght
Dec 25, 2023 with 770K Taiwan's fact
subscribers about checking
An attempt to fake voting organization
spread a fake circulated on the day debunked the
audio file of Ko of the presidential rumors on vote
Wen-je cntmsnng election manipulation

B KEY EVENTS

Jan 15, 2024

'bailingguo.stephen’, Taiwan's prompt
and response from civil
‘bailingguo.hazel' society, and social
hosted a podcast media users about
with @FroggyChiu the rumors on vote
to discuss and clarify manipulation were

ballot countings. quickly put to rest

Jan 14, 2024 Jan 15,2024

Dec 21, 2023 Dec 30,2023 Jan 13,2024 jan 13,2024
jojrr;:lsit;fun AYouTube video Evening Night Morning @mystery2018[2 &
Hsien-yuan for fa!ﬁ?ly alleg:‘ng Edited TikTok video  Taiwan's election Influencers like %é’%] V‘Q’ith 902(':
publishing a Wi fam Laihas with false rumors on commission @Froggychiu[I[&] subscribers made
misleading poll three mistresses illegal funnel of votes  dismissed the with more than videos to explain the
to specific candidates  rumors on vote 600,000 subscribers vote-cour;tmg d
manipulation also put out process and use
explainers on reports produ.ced by
YouTube explaining fact—'che'cklng
how votes are tallied organizations to
debunk rumors.
Disinformation s e .
— . Bl Anti-Disinformation
campaign .
paig campaign 27
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Taiwan 2024 Elections

B KEY EVENTS

Jan 13,2024
Evening

Ise YouTube video
‘om @bitking888
with 770K
ubscribers about
fake voting
culated on the day
fthe presidential
election
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COSMOS

Jan 14,2024
Evening

Other influencers,
such as 'wang.kylie',
'thisiskenyoung',
'bailingguo.priest’,
'bailingguo.stephen’,
and
‘bailingguo.hazel'

Jan 15, 2024

Taiwan's prompt
response from civil
society, and social

Jan 13,
2024 Night

Taiwan's fact

checking hosted a podcast media users about
organization with @FroggyChiu the rumors on vote
debunked the to discuss and clarify manipulation were

rumors on vote ballot countings.

manipulation

quickly put to rest

[FRFB] EFRER! HETRER? RETHEE HEFRKITARRROERLS, TRRE
ERIET! HIXE#202485RHBR

@ Bit King REAL Taiwan's true ©

770K subscribers

@ Thanks

Join w 5 67k QR /> Share

2M views 1 month ago LE#5EHiE
R BEREAERIRMN

MRS LRERS T A
BERERHRMRANDE ! ...more

I Disinformation

. campaign
Prof. Nitin Agarwal

Jan 14,2024

Jan 13,2024 jan 13,2024 Jan 15,2024

Evening Night Morning @mystery2018[ 25
. = i
Edited TikTok video  Taiwan's election Influencers like E)’%],V;Ith 902;(
with false rumors on commission @Froggychiu[JF] 'su scribers m? N
illegal funnel of votes  dismissed the with more than videosto explain the

vote-counting
process and used
reports produced by
fact-checking
organizations to
debunk rumors.

600,000 subscribers
also put out
explainers on

YouTube explaining

how votes are tallied

rumors on vote
manipulation

to specific candidates

I Anti-Disinformation
campaign

27
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Taiwan 2024 Elections

Jan 14, 2024

B KEY EVENTS Evening

Other influencers,

Jan 13, 2024

Z .
lseEY‘(:ueT:ll):\ﬁdeo Jan 13’
:f £ : ‘om @bitking888 2024 N Ight
i J ‘ - with 770K Taiwan's fact
J : k ‘ ubscribers about checking
_ E E fake voting organization
1t ; culated on the day debunked the
*;/ £ f the presidential rumors on vote

election

manipulation

Jan 13,2024 jan 13,2024

[FRFR] ETRER! HETRFR? RETHEE HRERKITARRROERLE, TRRE Evening Ni ght
ERIET! #HIXE#202485R#E

@ Bit King REAL Talwan's true @ Gk P D @ Thnks Edited TikTok video  Taiwan's election
with false rumors on commission (] &8RBEEIERI20245
i th HRERE . . .
e ey illegal funnel of votes  dismissed the mse . o 2D GaK P Ppshe @ ks I Cip
WREIEEE FiRRES TR

to specific candidates  rumors on vote
manipulation

e mme
BERERHRMRANDE ! ...more 645,095 views Premiered on 14 Jan 2024

LTIV
explainers on v e
YouTube explaining fact-checking
how votes are tallied organizations to
debunk rumors.

] Dlsmfo.rmatlon I Anti-Disinformation
campaign

Prof. Nitin Agarwal campaign 27
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Taiwan 2024 Elections
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ub EBENEWS | IBIELAR feat MIZ @FroggyChiu
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Evening Night

with false rumors on commission

illegal funnel of votes dismissed the

to specific candidates ~ rumors on vote
manipulation
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Edited TikTok video  Taiwan's election
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Other influencers,
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608K subscribers

645,095 views Premiered on 14 Jan 2024
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? Comments 17

@ @tristan7216 1 month ago
h
Voting doesn't need to be efficient, it needs to

accurately reflect the uncoerced will of the people.
This is the way to do it.

[6 14 9] Reply
m @widebleek8138 2 months ago
The election | worry about is the American election.
57 G Reply
v 1reply

(@cestbonmoment3726 1 month ago
That is most transparency way for all level people

Iﬁ 3 9] Reply

Dislig m (@marjoriedennis 1 month ago
Very interesting. As long as the count is accurate.
7 E Whatever works for them.All the best to the new
SChOOI government
17
'w ay [6 3 9] Reply

e @andyyang5234 1 month ago
co Given the fervor surrounding Taiwanese elections,

full transparency of the process and leaving no room

for doubt is paramount.
Check out Taiwan's old school way of vote counting. Add a comment...
Yvonne Man reports #Taiwan #election
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Check out Taiwan's old school way of vote counting.
Yvonne Man reports #Taiwan #election

Comments 17

Social Mediaa P

@tristan7216 1 month ago

Voting doesn't need to be efficient, it needs to
accurately reflect the uncoerced will of the people.
This is the way to do it.

CRENYS

@widebleek8138 2 months ago

Reply

The election | worry about is the American election.

B7 Y

v 1reply

Reply

(@cestbonmoment3726 1 month ago
That is most transparency way for all level people

B2 &P

@marjoriedennis 1 month ago

Reply

Very interesting. As long as the count is accurate.
Whatever works for them.All the best to the new
government

B3 &P

@andyyang5234 1 month ago

Reply

Given the fervor surrounding Taiwanese elections,
full transparency of the process and leaving no room
for doubt is paramount.

Add a comment...
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024

People can see every vote and record the process. g
55 G Reply

@jennylan9586 2 months ago

(@rubylaser8601 1 month ago (edited)

1cers,

But it is open and transparent,
55 G Reply

@sonurajacrypto 2 months ago
Very slow and manual
51 G Reply
« 3replies
o @t5€2 1 month ago

Yes the efficiency of the people counting is
impressive.

B &P Reply

o @fila6243 1 month ago
kind of the point really. making sure you can
trust the process given the alternative justa
few miles away. &

57 GF Reply

@ShaGuangZhiNazhu 1 month ago

Transparency comes first.
57 P Reply

(@cheongyiptuck5399 1 month ago
A LOTS OF HANKY PANKY

5 QP Reply

5 43K  GI ) share (&) Thanks ¢ Clip

TEPVIL pruduccu uy
fact-checking
organizations to
debunk rumors.
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Christina Wright - 1-14
n Taiwan they count the vote publicly They hold up all the ballots and show them to everyone
Anyone is allowed to walk right up and film them Now ask why your 'democracy' doesn't allow this
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Modeling anti-disinformation campaign adoption.  Stronger positive emotions about electoral process. Trust restored in electoral process.

When is a campaign successfully adopted?
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Characterization of information consumers

How misinformation spreads? Who should be inoculated? Leveraging
epidemiological modeling. Treat misinformation like an epidemic -
misinfodemic
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Track Blogs

valuable insight

Why Blogtrackers?

1800 posts found for “rident uncture”

Forventer mottiltak
‘mot Trident Juncture

esiping an intrating uiaue feature.

Sverige skal bist med
forsvar av Norge

Recent
Southfront Southfront
Trump Agrees To Meet US Admits Unipolar
With Kim Jong Un
Great Progress Being

Moment Is Over

Daily Defense News

Research Based User Fiendly Actionable Insights oy Tackers > NATO-Fis it > Sertmert At
et
What Can You Do With It? o o
3 e T——
Posting Keyword Influence 2 Fowidit e e o
< Frequency | Trends Analysis > s
Ansyz Tattic pttern Seareh To Kepworts Chock nfunce of Blogs, Bog
Postsand Bloggers .

Boger

Personal Content - Post #1

Prof. Nitin Agarwal

Blogtrackers

btracker.host.ualr.edu/
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© YouTubeTracker

Start Tracking )

Why YouTubeTracker?

partcular nterests by designing and inegrating unique features

5

Research Based
Bt to review user behavior
inthe YouTube.

52

User Friendly
Easy-touse inerface for the
user.

Start Tracking

A

Mobile Optimized
Render effcientl on Deskiop
and Mobile devices

What Can You Do With It?

Detect
Influen
Content

Gain Insights on
Content
Engagement

Pattern
Analysis

COSMOS

Trac)

sinking after ol tanker collsi

Type: Video
reater: AFP news agency

Views: 3825
Likes:12
Disikes: 1
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Type: Video
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Published on: Man Nov 12 2018 0211

Disikes: 0

track _save

Race t0 stop Norway frigate
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Norwegian Navy Frigate-Collides

ker norwegian frigate

Like Clockwork! Russians.
jon  Accused of Sinking Norwegian
Frigate Full of Capable Woman
Navigators

Type: Video

Published on: Thu Nov 08 2018 132716 Create: VestiNews.
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T
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Sank Its Own Frigate

Type: Video
Creater: Global Confict
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Type: Video
Creater: Sputrik
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Likes: 86

Diskes: 6

track  save this

Oil tanker colides with frigate off
Norway, oil and gas plants shut

Type: Video
Creater: Srats Times

Published on: Thu Nov 08 2018 10-19:03
Views: 767

Likes: 8

Disikes: 0

track_save this
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Head of Royal Norwegian Navy:
Eight crew injured when vessel
became unstable

Type: Video
Creater:Daiy Mail
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Views: 3101

track  savethis

Fast-Thinking Captain Saves
5,000-Ton Frigate with
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Type: Video
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Published on: Wed Nov 14 2018 140006
Views: 20733

Likes: 859

Diskes: 15
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influential YouTube content and

into content engagement

behaviors of individuals via

likes, disfkes, comments,
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GO2Tech program to fight foreign based propaganda
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@ INNOVATION HUB About Initiatives  Events

CAN YOU.

SOLVEIT?

Canada

Home / Challenge Intro

The Invisible Threat: Countering Cognitive Warfare

NATO INNOVATION CHALLENGE

Adversarial attempts to manipulate human behaviour will present an enduring challenge to Allied nations’ defence and security. This emerging threat
of modern warfare goes beyond controlling the flow of information. Cognitive warfare seeks to change not only what people think, but also how they
act. Attacks against the cognitive domain involve the integration of cyber, disinformation/misinformation, psychological, and social-engineering
capabilities. The new operating environment for decision-makers engages their ability to both detect and respond to attacks on the cognitive

domain,

Cognitive warfare positions the mind as a battle space and contested domain. Its objective is to sow dissonance, instigate conflicting narratives,
polarize opinion, and radicalize groups. Cognitive warfare can motivate people to act in ways that can disrupt or fragment an otherwise cohesive
society. Ensuing disorder can influence decision-making, change ideologies, and generate distrust among Alies.

Canada is proud to host the Fall 2021 NATO Innovation Challenge

This pitch-style event invites non-traditional innovative thinkers from across all 30 NATO member nations to showcase ways of securing the cognitive
domain against attacks. Whether you work at an industry start-up, in academia, or are part of an established small/medium business, NATO is
looking for new technologies and measures that can combat the threat of attacks on the mind.

International visibility and prize money can be yours. Come with your most inspiring ideas.

Organizing Partners:

On behalf of the Department of National Defence (DND), this NATO Innovation Challenge is being co-led by Canadian Special Operations Forces
Command (CANSOFCOM), the Innovation for Defence Excellence and Security (IDEaS) program, and the NATO Innovation Hub.

I * National Défense O
Defence nationale 5 (1))
i IDEaS
IS e
v ODU

Institute for
Innovation & Entrapreneurship

NATO Allied Command
Transformation
IDEa$ Canadian MOD
0ld Dominion University

CANSOFCOM

News

Blog

COSMOS

@ NATO Innovation Hub

@NATOinnovation

NATO Innovation Challenge Finalists are: ADTAC,
Beam Me Up, COSMOS, Deloitte, Influence
Influencers, IIDR, Novacene Al, Prevency, Shumac,
Veriphix . Watch the final live on 30 Nov at ow.ly
/Ec2W50GSMOw #WeAreNATO #lnnovation
@DeloitteUK @veriphix @cosmographers

CAN YOU
SOLVE IT™

Recognized as top 10 solutions in the 2021 NATO Innovation Hub Challenge on “The Invisible Threat:

InfoWare 2026 Congress, Valencia, Spain

Countering Cognitive Warfare® from 132 teams across the 30 NATO member nations.
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How did you come across this
content? '\ D

COVID-19
MISINFO

This website educates about COVID-19 misinformation and
provides tips on how to identify it.

Misinfo ~ Tips  Reports  Press

r ® J B O o__ |/

Search Social Media Web or Video Phone or Text Email
Physical Mail TV /Radio

 Contact racing willnot cast maney. Avoid giving persona bank People notify us of scams and other May 5, 2020 Jan 21, 2021

account information over the phone or buying gift cards to pay scam

A e T misinformation cases not in our database Increased penetration into rural areas of Arkansas as annotated by
+ Avoid lcking o inksin email an text messages unless you which are then investigated the arrows in the figure on right demonstrates the effectiveness of
P s — the tool and communications strategies.
: If you receive an unsolicited email or text message from a
io;entlal c;ntac: (vac‘er,'v:rilfl :s la:ll;\:rgici(y b\);_ccntac(ing the J— ) “
rkansas Department of Health af .CoronaVirus@arkansas.gov . 5 ATTORNEY GENERA B 25 .
e ra:u’:w evidence ties COVID-19 creation to research or call (800) 803.7847. o x'.:z'l';fs‘i’;';:::'r‘;re“ D@'!“'”""’ﬁwmd DAILY CQV'P"‘Z“ LESLIE RUTLEDGE =t { Arka nsas Offl ce
June 16,2020 fcam Report Sch Report
We created visualization of the il 17,2020 April 16,2020
 The COVID-19 vaccine “went out for distribution in amiormaton s perthe s of Apr 17.2020,COSMOS s of Apri 16,2020, COSMOS Of t h e AttO rn ey
Nebraska “days before the FDA even said they were going to approve reports theteam pit ogether by misfomaten tems misomaten tens e
st | pee, | S, General Press
: Doctors and nurses who administer the coronavirus oo D, B Nevanda ey !
B e e T oo TR Re | ease on our
TRAC F
. m:ul_.v COVID_-19 DAI!.V COVID_-‘|9 DA_I!.V C(JVID_-19 CON;IEI:/IER > COVI D- 19
vy omo Scam Report Scam Report ond Scam Report ond w17 . .
privacy Polcy o 15,2020 o 14,2020 ot 10,2020 M isin fo Tr ac ke r
APRIL 6, 2020
Cross-platform false narratives detected Education component of the effort Daily reports to the AG’s Office with our i
using developed socio-computational investigation results and recommendations N
methodologies for enhancing outreach/awareness

cosmos.ualr.edu/covid-19
31
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7 @World Health
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&% Organization

-
reconomeror Africa

Database

COSMOS - UALR

Category
Risk communication & Community Engagement

Briefing US Senator John Boozman
Advanced Sciences and Technologies for Security Applications E/

ping Soci i to Mitigate Socio-cogniti
Security Threats in a Multi-platform Multimedia-rich Information

» COVID-19 Scam Tracker
« The capability was developed in partnership Rrucil s ARA Fellow Dr. Nitin Agarwal's

Rebecca Goolshy Editors Partnership with the AR Attorney

with the Arkansas Office of the Attorney COVID-19 gies?:;::'rtnoafiz:‘,zac::afnosvm
General. Disinformation: cScammers are working overtime

. Recognized by the World Health Organization A Multi-National, to explot coronavirusfears We are

. Whole OfSOClety zrkansas by Dr. Aggarwagl and his team

(WHO) as one of the key technological Perspective at UA Liclo Rk helping dentiy the
innovations developed across the world to stop these fraudulent activites,hold
address COVID-19 pandemic. - e e o being fecled by

e The application leverages our work on socio- NATO Research and NATO STO-HFM-361 - US. Sen. John Boozman (R-Ark)
cognitive threat modeling, education, and Technology Group RTG Mitigating Cognitive
awareness efforts to assist policymakers. HFM-293 Warfare
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HUMANS IN COMPLEX SYSTEMS

SOCIAL AND COGNITIVE NETWORKS PROGRAM

Dr. Edward T. Palazzolo
Program Manager

Dr. Palazzolo completed his
undergraduate studies in

Current Scientific Objectives

Develop fundamental science (nonclinical) insupport of Community Cognitive.

Resilience that, if suct

1997 at the State University elziisn),

of New York at Buffalo as a

double major in Psycholo

gy and Communication. He

received his M.A. from the

State University of New York

at Buffalo in Interpersonal and Orga
Communication in 1999. He earned his Ph.D.,
is Urbana-Champaign

in 2003 in Organizational Communication and

dge Man:

He came to ARO in 2014 as the Program Man:

tional high-performance teams

science theos

ager for the Sacial and Cognitive Networks Pro- R —

gram.

essful, will help the military, veterans, and civilians
transition from illness to wellness with respect to post-traumatic stress.

n, anxiety, chronic pain, suicidal ideation and

prevention, substance abuse, and disinformation.

Discover the fundamental principles governing human-agent teaming
activities that support designing and maintaining high-performance
teams that, if ful, will allow the Army and Joint Statf to engineer

h specified characteristics to satisfy mission

requirements, and enable teaming with unprecedented coordination across
multiple defense organizations whileimproving Soldiers' cognitive resilience.

Create venha\ﬂvmuﬂelsufnetwmleﬂ human behavior by bridging sacial

ersci gnr.-wmmquqeanupnqmwmqpmcmmn

Gt ,wuc:memsamm/mmre tal opinions and shifts.

with umunnaﬂuv real-world effects, to

e

SUCCESS STORY

L ing Mind-Body-Community Connections to Reduce

D, Edward T. Palazzolo; Humans in Alcohol Abuse
Complex Systems, ARO.
o Red
ARO tcohol
Soldiers (active duty, Reserve, and National Guard), civlians, and veterans.
Citations:

Zhou, D. etal. Proc. Natl Acad.
u

CHALLENGE

20,
Jovanova, M. et al. PsyArXiv
(2022). htps:/ipsyanivcom/
ywrs3/

McGowen, A. L stal. BP.GOS. 2,
432439 (2021),

115 | AROINREVIEW 2022

of understanding how the mind-body is cuuplld

these questions drive us toward the science of
Community Cagnitive Resilience.

ACTION

this research, there have been no cle i
‘models pushing beyond the mind-body connection
with the intent to understand how one’s social
network influences their cognitive network, which
in turn influences their neural network, and vice
Versa. That is, how can we establish a scientific
theory describing th impact of people’s sacial
connections, with the messages received and the

2015 around the idea of mind-bady-community

MBC) connections to bring together his
backgrounds n psychology, communication, social
networks, and knowledge management with his
persanal passion for mindfulness and hypnotherapy
as potential force multipliers for managing and
improving the cognitive dimension and, thereby,

And how does the
way people think change the way ther brains are
wired? In tum, haw does the way people’s brains

Aibeing,
in mind, he teamed up with Dr. Fred Gregory,

's Program Manager for Neurophysiology of
Ceqmnun and(wnm ey successfully competed

Initiative

messages they choose to consume? Collectively,

search

(MURD topic. gfora

Anticipated Impact

1fthis research is successfully ropli-
cated with active duty Soldiers, the
Army would have a powerful tool to
reduce binge drinking and improve
Army readiness. If the callsctive
Community Cognitive Resilience
programis successful, the Army will
not only be able to help peaple mare
‘quickly ransition from liness to well
ness but could also discover waysto
prevent

iz~ e
fpel” I
e

WAY AHEAD

P

o Figure 2, MBC rosults show:
ing significant impact of
mindfulness and perspective
taking cognitivestrategios on

++ theparticipants reduction of

drinking occasions or Study 1

(inperson) and Study 2 (virtu-

al) training methods

tionto focus on anxiety, depression, PTSD, and sui
cidal deation and identifyf similar,positive ffects

‘This success was made possibleby:

D Edward T Palazzolo; Humans in
Complex Systems, ARO.

Citations

Spann, B. & Agarwal, N. AMCIS
2022 Proceedings, Vol 15 (2022).

Agarwal, N.etal. In: COVID19

erspective,
4779 (2022). dol: 10.1007/978-3-
0309482523,

17| ARONREVEW 2022

Research highlighted in the US Army Research Office
success story for the Social and Cognitive Networks Program

First, Or.
With the MURI toam to doy

t0p a follow-on grant

efforts into a systemic model for community cog
nitive resilience that has the potential to improve

. the team will collect

overall ‘And fourth, work with col

data from This new

9 Research

proposalis being coordinated with the Humans in
, expand

Integrative Health to transition the basic science

this research mathodology from alcohol consump:

SUCCESS STORY

Developing Research Infrastructure to Strengthen
Socio-Cognitive Security for Combating Misinformation

and Deviant Connective Action

coviD 19 The CovID 19

Tracker World (WHO) as one of the key

This capability

CHALLENGE

is not an individual activity but

forsociety's greater gaod and quickly turned around
 proposalto study COVID-19 related cross-media

a coordinated collective activity. This type of
collective action is known as connective action,

‘modlin this new and emerging context, The DCFM
willallow him to measure and track the influsnce

form more individualized and mor technologically
demanstrat

Prot. Agar.

deviant

narratives in a timely

ACTION

Having funded Prof. Nitin Agarwal (University of
Arkansas at Little Rock) since 2016 for work on

Michigan.

O, Palazzolo worked with his Air Forco and Navy
counterparts (Drs.Laurie Fenstermacher and Rebec:
ca Goolsby, respectively) to ensure ri-service coordi
ation of Dr. Agarwal' research, and togather have

(DCFMs; coordinated criminal cyber activity),
& Palazzoo was welawre of ra. Agerwats
research

further enabling his extremaly successful research
forts. Furthar evidence o this research criicalityto

out tosolicita rolated to

or.

secured 6 9

began. Prof.

InfoWare 2026 Congress, Valencia, Spain

RESULT

Prof. Agarwal developed a multidisciplinary

COSMOS

Figure 3. The Connactive Action Mod:
el -0 - Socio-technical framework for
connective action comprised of Collective
Identify, Network Organization, and Mo:
biization.

unraveled a plot to kidnap Gov. Whitmer, providing

HAPTER S
SUCCESS STORIES

ARL Competencies:

Humans n

Miltary Information Sciences

Results

mplex Systems

« Developed the COVID19 Misinfor-
mation Tracker, which was recog-
nized by the WHO as one of the key
technological innovations used to

y op

« Developed

research by applying a socio-technical approach
to measure the collective identity, network

This work
the World Health Organization (WHO) a5 a top

a
Framework for Analyzing Social 8e-

technology to fight COVID-19

organization, and network
surrounding collective and connective action
movements. He then combined that framework

Moreover, the Arki

» or
misinformation in the state of Arkansas and

provides fact checking
n

(which uses the individual-level measure of the

Lastly, the work has b

ference on
2022)

Anticipated Impact

tevel measure utilizing the spectral modularity
‘method employed to measure the groups' influence
in the entire network) to identify deviant actors
pushing misinformation narratives.

on  Whole
of ©

cognitively resilient to misinforma
WAY AHEAD tion campaigns.
The resaareh from these grants supports the

development of critical research infrastructure

Lockdown Protest example, Prof. Agarwal's
team collected data from Twitter focused an
LetMiPeopleGo, #MiLeg, #Endthelockdown, and
nMAcmgzanusr during the April 1 to May 20,
2020, time 6,383 tweets

10 strengthen curity. These

investmnts anabl furthar ennancament o he

science and the scientists to actively work on

cognitive research necessary for cybersecurity.

To further develop these research models and to
f

me.
{rom672 e crom 362 groups. They further
focusad their research on the five most powerful
groups. Utilzing their connective action, DCFM, and
a!acalslmcmreanalysvs approach, their research
showed powarful coordination among conspiracy
groups calling for protest and actions against
Michigan Gov. Whitmer Subsequently,the FB later

COVID-19
Disinformation:

AMulti-National,
Whole of Society
Perspective

(]

“Year in Review” magazine as a

move from basic research to applied research for
doveloping socio-computational capabiltios to
evaluate emerging social-cyber threats. Successful
outcomes of this research are shared with the
639 through Aaran Chan, Deputy for the Thoater
Information Advantage Detachment at United
States Army Pacific (USARPAC). @

Figure 4. Successful transitions of Dr. Agar-
wals research on COVID-19 misinformation:
(A) the World Hoalth Organization (WHO); (8)
Arkansas Attorney General Leslie Rutledge
partners with Dr. Agarwal ta identify misin.
formation and to educate the public; and (C)
NATO Science and Technolagy Organization
leverages Dr. Agarwal’s work and incorporated
itin a racent book by NATO members.

AROIN REVIEW 2022 | 118
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Governor Sanders Launches Al Working Group

June 26, 2024

L 4

LITTLE ROCK, Ark. - Governor Sarah Huckabee Sanders today launched a working group to study and offer recommendations

for the safe use of artificial intelligence (Al) within Arkansas state government.

“Al is already transforming the face of business in America, and Arkansas’ state government can’t get caught flat-footed,” said
Governor Sanders. “As we work to find efficiencies within state government, Al can play a role, with appropriate guardrails, in
improving our level of service to Arkansans while keeping costs low. At the same time, we must prevent the misuse of Al to

protect Arkansans. This working group will build the knowledge base we need to achieve those goals safely.”

The Al & Analytics Center of Excellence (Al CoE), a subcommittee of the Data and Transparency Panel (DTP), will be established
through a subcommittee of the DTP during the group’s second quarter meeting on June 27, 2024, and will be chaired by Robert

McGouah. Arkansas’ Chief Data Officer. The workina aroupo will studv. assess. and provide recommendations for policies. 34
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€ COSMOS

Collaboratorium for Social Media
and Online Behavioral Studies

EVENTS v TOOLS ~  COSMOGRAPHERS ~

HOME NEWSLETTER PROJECTS PUBLICATIONS CAREERS

ABOUT ~  LOGIN

HOME NEWSLETTER PROJECTS PUBLICATIONS EVENTS v TOOLS ~

COSMOGRAPHERS ~

CAREERS organizations and advance our understanding of social and cultural dynamics through the lens of contemporary information and communication

tools (ICTs). The knowledge thus extracted helps in harnessing business intelligence and guides decision-making.

Prof. Nitin Agarwal

TRAINING

COSMOS Research Center

Social Media Analysis Training

Register Here (select “COSMOS Social Media Analysis Training” fr

the list)

Dates: September 26 - 28, 2024
Venue: COSMOS Research Center, EIT 603
2801 S. University Ave,, Little Rock, Arkansas 72204

Point of contact:

Dr. Nitin Agarwal, Ph.D.

Jerry L. Maulden-Entergy Chair & Donaghey Distinguished Professor
Director, COSMOS Research Center

University of Arkansas - Little Rock

Email: nxagarwal@ualr.edu

Objective: This training course will introduce state-of-the-art developments in mining social media to support business intelligence and decision-
making. The course aims to teach emerging challenges and opportunities with social media, impart analytical skills to enhance understanding of

the data and prepare the participants to learn innovative applications of multidisciplinarv problem-solving anproaches.

The course will introduce basic social science concepts, theories, and principles that guide model development, data analysis, and inferencing.
Data collection from social media sites using crawlers and APIs will be discussed in depth through hands-on exercises. Interfacing the collected
data with visualization and analytical tools/software will be taught to enable a better understanding of data and perform knowledge extraction.
Specifically, content analysis and network analysis techniques will be taught to meaningfully process data to identify trends, leaders, sentiments,
and opinions. These skills will help analyze social media data about products, services, campaigns, markets, events, customers, and employees;
segment audience by geography or demographics, influencers, recommenders or detractors; and measure social media activities. Case studies will
be discussed to demonstrate the impact even the most basic analyses could afford in various domains such as security, health, business, policy-

making, socio-political and cultural assessments of different regions worldwide, strategic communication, and public affairs, among others.

Agenda: (all times are in US Central)

Day 1 | 10:00 AM - 5:00 PM Day 2 | 10:00 AM - 5:00 PM Day 3 | 10:00 AM - 2:00 PM

Theme: Data Collection Theme: Data Analysis & Visualization Theme: Putting it Together: Case Studies
10:00 AM | Welcome & Introduction 10:00 AM | Content analysis - I 10:00 AM Invited Talk

10:30 AM | Data collection - scraping 11:00 AM | Content analysis - II 11:00 AM Lightning Talks

12:00 PM | Lunch 12:00 PM | Lunch 12:00 PM Lunch

1:00 PM Data collection - APIs 1:00 PM Network analysis & visualization - T 1:00 PM Wrap up

3:00 PM Break 3:00 PM Break

3:30 PM Data collection - APIs (contd.) 3:30 PM Network analysis & visualization - II

Registration: Visit the registration portal to register and pay for the training course. Select “COSMOS Social Media Analysis Training” from the list
of events. Registration is mandatory for participation. Limited participation scholarships up to $1,000 are available. Please indicate if you need

the scholarship on the registration portal.

InfoWare 2026 Congress, Valencia, Spain
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ROCK 3 COSMOS
€ COSMOS € COSMOS

and Online Behavioral Studies
Collaboratorium for Social Media
and Online Behavioral Studies

HOME NEWSLETTER PROJECTS PUBLICATIONS EVENTS v TOOLS v COSMOGRAPHERS ~  CAREERS
ABOUT ~  LOGIN

organizations and ad:
tools (ICTs). The,

HOME NEWSLETTER PROJECTS PUBLICATIONS EVENTS =~ TOOLS * COSMOGRAPHERS ~  CAREERS nderstanding of social and cultural dynamics through the lens of contemporary information and communication

k extracted helps in harnessing business intelligence and guides decision-making.

social science concepts, theorige, and principles that guide model development, data analysis, and inferencing.

dia sites using crawle s will be discussed in depth through hands-on exercises. Interfacing the collected

TRAINING

Pe taught to enable a better understanding of data and perform knowledge extraction.
niques will be taught to meaningfully process data to identify trends, leaders, sentiments,

edia data about products, services, campaigns, markets, events, customers, and employees;

easure social media activities. Case studies will

#rious domains such as security, health, business, policy-

tle, strategic communication, and public affairs, among others.
US DoD Sponsored

Social Media Ana Limited scholarships

-5:00 PM Day 3 | 10:00 AM - 2:00 PM

Register Here (select “COSM— = ava I I a b | e ! htt pS :// Koeme: Data Analysis & Visualization Theme: Putting it Together: Case Studies

H% Y Content analysis - I 10:00 AM Invited Talk
Dates: September 26 - 28, 2024 cosmosS.ua | red

Venue: COSMOS Research Center, EIT 603 ROt analysis - II 11:00 AM Lightning Talks

2801 S. University Ave,, Little Rock, Arkansas 72204

12:00 PM | Lunch 12:00 PM Lunch

Point of contact:

Dr. Nitin Agarwal, Ph.D.
Jerry L. Maulden-Entergy Chair & Donaghey Distinguished Professor
Director, COSMOS Research Center

University of Arkansas - Little Rock

1:00 PM Network analysis & visualization - T 1:00 PM Wrap up

Break 3:00 PM Break

3:30 PM Data collection - APIs (contd.) 3:30 PM Network analysis & visualization - II

Email: nxagarwal@ualr.edu

Registration: Visit the registration portal to register and pay for the training course. Select “COSMOS Social Media Analysis Training” from the list

Objective: This training course will introduce state-of-the-art developments in mining social media %o support business intelligence and decision- of events. Registration is mandatory for participation. Limited participation scholarships up to $1,000 are available. Please indicate if you need

making. The course aims to teach emerging challenges and opportunities with social media, impart analytical skills to enhance understanding of the scholarship on the registration portal.

the data and prepare the participants to learn innovative applications of multidisciplinarv problem-solving anproaches.
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We’ve conducted training for PAO, info-ops, psy-ops officers from
NATO member nations at StratCom COE, US CYBERCOMMAND, US

Marine Information Group (3-MIGs) 35
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% Cosmographers’

ROCK f | COSMOS

o Our graduates are at leadership positions at

many Forbes 100 companies rdiligent yerizon’

EQUIFAX
e ki

« Won over 20 Acxiom Scholarships \ aWSf\?im”ﬁ” A RrGIons i A agee AU
showlove ARKANSAS  \vake Forest Baptist mTkﬂ.‘g “““““““““
. p — L Mi ft
- Face of Tech Scholarships P VICrosot - Colaberry ooy amazon  zoom
] M k 5 h I h UGR.\‘,@E&‘T‘? i ' Exp%dia - géﬁf%ﬁ';‘ A
L4 ewer ar C O ars |p5 U THE UNIVERSITY OF
ganwell 3y IIMEMPHIS Linked [T} UAMS. M”'ant citi
« Recognitions by DoD, NATO, WHO Dillard Y upMorgan _UA _ yfpcsiowmn @ INTUIT
LIERE ,
e« Numerous US DoD travel awards & palem Health ==="= X i Roku
. . m @% SSJG ’f‘ NVIDIA M BlueCross BlueShield © FIRSTORION
o Presented over 300 studies at top-tier ) ADELTA  MORPHY servi
. t t. I f /\ C)A | O M //} (> BankOZK O pwc oooooooooooooo servicenow
In erna Iona Con erences @X” g{?&%ﬁl}g‘l{ mxormﬁu Go gle E.T.N CON\;'CAST 00 Meta

« Won over 40 best paper awards Average starting salary over $150,000
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Educating Future-Ready |

S B P— B RI M S 2025 Home About ~ FAQs Submissions ~ Conference

Information~

SBP-BRiMS 2025

18th International Conference on Social Computing, Beha a
Cultural Modeling & Prediction and Behavior Representation it

Modeling and Simulation.

Conference Dates and Venue : October 14-17, 2025. Hybrid.
Carnegie Mellon University, Pittsburgh, PA 15213.

Tutorials: October 17, 2025 | Campus Guidance on

w <> &

Program Tutorials on
Grand Challenge Call for Papers

Photos Connect

International Social Computing Conference
SBP 2026, CMU, Pittsburgh, USA

Prof. Nitin Agarwal

ENGLISH  PYCC TIN ABOUT  HISTORY  KEYINFORMATION -

Modelling and Simulation
of Social-Behavioural Phenomena
in Creative Societies
(MSBC-2026)

4TH INTERNATIONAL CONFERENCE
SEPTEMBER 23-25, 2026
TASHKENT, UZBEKISTAN

445 19 34 55

DAYS HOURS MINUTES SECONDS

REGISTRATION

International Modeling and Simulation
Conference, MSBC 2026, Uzbekistan

InfoWare 2026 Congress, Valencia, Spain

COSMOS

The 18th International Conference on Advances in Social Networks Analysis and Mining
ASONAM 2026
Rabat, Morocco, August 24-27, 2026

HOME

ASONAM 2026

Program

Overview

@ Springer

Committee

Steering Chair
Reda Alhajj University of Calgary, Canad;
Istanbul Medipol Universty, Turkey;
University of Southern Denmark, Odense,
Denmark

Honorary Chairs
Frans N. Stokman Universiy of Groningen,
Netherlands

.

ORGANIZATION KEY DATES CALLS WORKSHOPS ~ CO-LOCATED EVENTS

| Welcome to ASONAM 2026

The 18th International Conference on Advances in Social Networks
Analysis and Mining

“The study of social networks originated in social and business communities. In recent years, social network research has advanced
significantly; the development of sophisticated techniques for Social Network Analysis and Mining (SNAM) has been highly influenced
by the online social Web sites, email logs, phone logs and instant messaging systems, which are widely analyzed using graph theory
and machine leaming techniques. People perceive the Web increasingly as a social medium that fosters interaction among people,
sharing of experiences and knowledge, group activiies, community formation and evolution. This has led to a rising prominence of
SNAM in academia, politics, homeland security and business. This follows the pattern of known entities of our society that have evolved

into networks in which actors are increasingly dependent on their structural embedding.

The international conference on Advances in Social Network Analysis and Mining (ASONAM 2026) will primarily provide an
interdisciplinary venue that will bring together practitioners and researchers from a variety of SNAM fields to promote collaborations and
exchange of ideas and practices. ASONAM 2026 is intended to address important aspects with a specific focus on the emerging trends
and industry needs associated with social networking analysis and mining. The conference solicits experimental and theoretical works

on social network analysis and mining along with their application to real fe situations.

Full papers will be reviewed and assessed by the program commitiee and a "Best Paper Award" ceremony will be organized at the
banquet.

International Conference on Advances in Social
Network Analysis and Mining,

ASONAM 2026, Morocco
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% Research Oppo @

ROCK - f | COSMOS

« 5-year $15 million grant from the U.S. Department of Defense, . .
PI: Nitin Agarwal, Ph.D. Hiring Now

« 20+ Graduate Research Assistants (MS/PhD) Open PositionsCOSMOS
($27k, Full Tuition coverage, Health Insurance covered) craduate Research AssistanlP™

« 10+ Postdoctoral fellowships
($60k - $110k, Full benefits, Health insurance)

« 10+ Full stack developer, Dev Ops, Data engineer
($60k - $100k, Full benefits, Health insurance)

« 2 System Engineer

More Information:

($65k, FUII benefits, Health insu rance) e Prof. Nitin Agarwal, nxagarwal@ualr.edu E E
‘ https://cosmos.ualr.edu/careers/ h ﬂ
Apply at https://cosmos.ualr.edu/careers/ o Sy

Contact Prof. Nitin Agarwal (nxagarwal@ualr.edu)

nnnnnnnnnnnnnn
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Thank You!

COSMOS Tools Developed:

«  Blogtrackers - https://btracker.host.ualr.edu

e  YouTubeTracker - https://vtracker.host.ualr.edu

«  Focal Structure Analysis - http://fsa.host.ualr.edu/

e  COVID-19 Misinfo Tracker - https://cosmos.ualr.edu/covid-19

FOCAL
Blogtrackers Y tracker @ STRUCTURE

ANALYSIS

Follow cosmographers on https://cosmos.ualr.edu/

flin|ok 4

u ?i';; u Prof. Nitin Agarwal, Ph.D.
E’_ ~:1' Director, COSMOS Research Center

J nxagarwal@ualr.edu

Prof. Nitin Agarwal

COSMOS
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