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COSMOS – Mission

• Vanguard in the field of Social Computing & Socio-
Cognitive Threat Mitigation 

• Develop tools to understand digital behaviors and forecast 
trends to achieve social good 

• Develop and establish partnerships (university-industry-
government), alliances, standards, and policies 

• Promote and disseminate research, training, and education 

• Work with US government agencies and allies to protect 
our nation from adversaries 

• Accelerate industry adoption and incubate 
commercialization opportunities

Prof. Nitin Agarwal
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Collaborators

Prof. Nitin Agarwal
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Research Thrusts

• Mitigating cognitive threats & 
enhancing community resiliency 

• Combating AI-generated and 
amplified influence campaigns 

• Toxicity, polarization, terrorism 
• Social movements and collective 

action 
• Smart and connected health 

37 grants as PI (total $69 million and $30 
million to UALR/COSMOS)

Prof. Nitin Agarwal
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COSMOS

Collaboratorium for Social Media and 
Online Behavioral Studies 

Statewide research center 
headquartered in the University of 
Arkansas - Little Rock, USA 

100+ members (Canada, USA, St. 
Vincent & The Grenadines, Germany, 
France, Turkey, Nigeria, Iraq, Pakistan, 
India, Nepal, Bangladesh) 

Funding $30 million from US Army, Navy, 
Air Force, DARPA, NSF.

Follow cosmographers on https://cosmos.ualr.edu/ 

Prof. Nitin Agarwal
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COSMOS

New space for COSMOS!

Prof. Nitin Agarwal
7



InfoWare 2026 Congress, Valencia, Spain

Agenda

• Characterizing multimedia information 
environment tactics (TTPs) and impact 
assessment [$5 million from US DOD - 2023] 

• Characterizing coordinated cognitive attacks 
through collective action-based framework [$5 
million from US DOD - 2024] 

• Characterizing information actors (producers and 
consumers) engaged in cognitive attacks [$5 
million from US DOD - 2025]

NATO HFM ET-356 House Model for CogWar framework.

  ARO                           NATO

Prof. Nitin Agarwal
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• Characterizing coordinated cognitive attacks 
through collective action-based framework [$5 
million from US DOD - 2024] 

• Characterizing information actors (producers and 
consumers) engaged in cognitive attacks [$5 
million from US DOD - 2025]

NATO STO-MP-HFM-361 Symposium on 
Mitigating and Responding to Cognitive Warfare

  ARO                           NATO

Prof. Nitin Agarwal
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Are we Ready?

Prof. Nitin Agarwal
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Are we Ready?

Prof. Nitin Agarwal

“In the worst-case scenario, AI warfare could endanger humanity.”

“War is nasty, brutish, and often much too long. It is an illusion to think 
that technology will change the underlying human nature of conflict. 
But the character of war is changing both rapidly and fundamentally. 
The United States must change and adapt, as well, and American 
officials must do so faster than their country’s adversaries. 
Washington won’t get it exactly right—but it must get it less wrong 
than its enemies.”

9



InfoWare 2026 Congress, Valencia, Spain

• Cognitive is categorized as the 6th and newest warfighting domain after land, sea, air, 
space, and cyber 

• Influence operations: Anti-US and allies (e.g., NATO, EU) 

• Social media channels for US Air Force Public Affairs Office 
• Terrorist groups campaigns for recruitment, radicalization, and raising funds.  
• Indo-Pacific region (Australia, Indonesia, Malaysia, Philippines, Singapore, Taiwan) 
• Pandemic: COVID-19 scam busting & awareness (Arkansas AG, FVEYS, NATO)

Mitigating Cognitive Threats

Dragoon Ride  
2015

Trident Juncture  
2015

Trident Juncture  
2018

Anakonda  
2016

Brilliant Jump  
2016

Baltic Operations 
2019

Prof. Nitin Agarwal

ISIS flag misusing the kalma
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Influence Assessment

Real-time influence assessment

A picture of Anaconda eating an animal 
and video of Nicki Minaj’s Anaconda 
song on the blog mocking the Anakonda 
2016 exercise.

Prof. Nitin Agarwal
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Influence Assessment

Real-time influence assessment Marucha.wordpress.com – 
another highly influential blog 
during Anakonda 2016 exercise 
is ridiculing Polish government’s 
policy on accepting refugees and 
further called US Army 
participation in Anakonda 
exercise as INVASION. The blog 
had several provocative impages 
and espoused conspiracy 
theories. 
This blog was also one of the 
most influential during Brilliant 
Jump exercise.

Prof. Nitin Agarwal
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Influence Assessment

Real-time influence assessment

ISIS Recruitment Network

Prof. Nitin Agarwal
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Multiplatform Influence Campaigns

Prof. Nitin Agarwal
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Multiplatform Influence Campaigns

Prof. Nitin Agarwal
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Multiplatform Influence Campaigns

291 fake websites created using “Built with API” service 
with anti-Trudeau narrative. One such fake website 
“weresorryindia.com” amplifies anti-Trudeau narrative 
suggesting he is not a friend of the Canadian-Indian 
community. The website tops the results in search engines. 

Influence Campaigns: Designated domains for controversial subjects to draw 
traffic to main site. Orchestrated use of Twitter hashtags and cross media 
campaigns to drive traffic to designated domains. 

Prof. Nitin Agarwal
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Multimedia Influence Campaigns

Prof. Nitin Agarwal
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Multimedia Influence Campaigns

Prof. Nitin Agarwal
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Coordinated Campaigns

Coordinated bloggers Coordinated YouTubers Coordinated Twitter users

Anti-West/anti-US Indo-pacific bloggers COVID-19 misinformation and 
conspiracy theory YouTubers

Prof. Nitin Agarwal
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Coordinated Campaigns

Elsevier Journal of Information Processing and Management. Springer’s Central European Journal of Operations Research. Journal of Computational and Mathematical 
Organization Theory, Journal of Social Network Analysis and Mining. (2020, 2021, 2022, 2023, 2024) 

Prof. Nitin Agarwal
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Coordinated Campaigns

Published by Army University Press, in 7 volume book set on 
Large-Scale Combat Operations, in the book titled “Perceptions 
are Reality: Information Operations” (AUSA)

Examining Strategic Integration of 
Social Media Platforms in 
Disinformation Campaign 
Coordination. Journal of NATO 
Defence Strategic 
Communications

Blogs, Fake News, and 
Influence Operations. 
Digital Hydra: False 
Information Online as a 
Weapon, NATO StratCom 
COE.

Prof. Nitin Agarwal
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Human-AI Agent Coordination Evolution

Dragoon Ride 2015 Trident Juncture 2015Crimean Invasion 2014 ISIS Propaganda 2016

COORDINATION/BEHAVIOR COMPLEXITY

           

URL 
User

Mutual reciprocity.  
IFYFM & FMIFY

No mutual reciprocity.  
Coordination in information network

Organizational hierarchy.  
Core and peripheral bots

Published by NATO StratCom COEFrom bots  botnets  social bots

Examining the Use of 
Botnets and their Evolution 
in Propaganda 
Dissemination. Journal of 
NATO Defence Strategic 
Communications

Prof. Nitin Agarwal
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Modeling Botnet Coordination

Detecting coordination among Twitter social bots 
IEEE Transactions on Computational Social 

Systems (TCSS), 2021. 

IRA Twitter bot data released by US 
Intelligence Agencies

Bot coordinated misinformation during Hurricanes

Prof. Nitin Agarwal
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AI/Bots, Toxicity, & Community Dynamics 

• Toxic discourse causes disruption 
and polarization/ segregation 
among communities. 

• Community splinters when toxicity 
rises. 

• Granger causality test suggests 
the effect is strongest after two 
days. 

• Bot activity found to be positively 
correlated with toxicity. 

• Higher toxicity leads to community 
fracturing. 

• This work shows a way to 
measure impact of bots.

Anti vaccine community 

A week later

Prof. Nitin Agarwal
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Networks and Toxicity

Working with Social Media platforms and Arkansas Office of the Attorney General

Elsevier Journal on Information Processing and Management Special issue on Dis/
Misinformation Mining from Social Media 2022, HICSS 2022, AMCIS 2024, ICWSM 2024. 

STRS epidemiological model for toxicity propagation –  
Susceptible (S); Toxic (T); Recovered (R); Susceptible (S)

We demonstrate that by removing highly toxic users from a network, hate speech 
reduces, online discourse improves, and fractured communities heal. Our findings 
offer guidance to policymakers within each online social network to make 
informed decisions about the information environment and derive appropriate 
and timely countermeasures to continue providing a healthy platform for their 
users. 

Prof. Nitin Agarwal
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Platform AI ‘Recommender’ Bias

• AI-based recommendation algorithms that predict our 
shopping behaviors, books and articles to read, videos to 
watch lack transparency.  

• Recommendation algorithm learns from behavioral data and 
perpetuates the underlying bias in its recommendations.  

• YouTube’s recommendation algorithm is known to push its 
viewers down the conspiratorial rabbit hole by suggesting related 
videos. 

• On Facebook, ads to recruit delivery drivers for Domino’s Pizza 
Inc. were disproportionately shown to men, while women were 
more likely to receive notices in recruiting shoppers for grocery-
delivery service Instacart Inc. 

• Explainable model could help in identifying causes of biased 
recommendations thereby enhancing the model's 
transparency. 

Prof. Nitin Agarwal
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Characterizing AI Bias and Impact Assessment

• Channel characterization based on implicit 
algorithmic bias requires identification and 
measurement of bias. 

• Power law distribution fitting (exponent) 
• Gini coefficient - a single number that demonstrates 

a degree of inequality in a distribution of income/
wealth.  

• Characterization based on  context -> COVID-19 
context showed largest implicit algorithmic bias, 
marked in red. 

• Characterization based on impact -> Implicit 
bias resulted in extremist content communities 
(far left and far right information bubbles).

Top PageRank videos were removed weeks or months after their 
appearance in the recommendation network. Reason for content 
removal is violation of platform terms and services. 

Topic drift and decrease in relevance was observed.

Far-left and far-right content communities/information bubbles resulting due to biased recommendations

Complex Networks 2021; ECIR 2023; Complex Networks 2023, 2024; ASONAM 2023, 2024, HICSS 2025

Prof. Nitin Agarwal
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Exploiting AI Bias – Uyghur Narrative

Topic Drift Emotion Drift

ECIR 2023, HUSO 2023, The Web Conference 2024, Jnl of SNAM 2024

Prof. Nitin Agarwal
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AI Bias ‘Hot Spots’

Depth 1 Depth 2

Depth 3

Depth 4Depth 5

Prof. Nitin Agarwal 24
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Cyber to Real-world Mobs

SCF and SNA informed methodologies to examine strategic 
combination of mainstream and fringe social media platforms; 
influence and reach of digital activity of extremist groups; multi-
theoretic mob simulation – AI and Agent based modeling.

Mob Characterization  
(Social Networks Analysis & Mining, AMCIS, 

HICSS, 2021, 2022, 2023, 2024)

Influence and reach of digital activity of extremist 
groups (Agarwal et al., 2022, For(e)dialog)

U
S

B
ra

zi
l

OUSD, AFOSR, ONR
Prof. Nitin Agarwal
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‘AI + Social Science’ Mob Simulation Model

Prof. Nitin Agarwal
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‘AI + Social Science’ Mob Simulation Model

Prof. Nitin Agarwal
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Social Media a Positive Force

Taiwan 2024 Elections

Prof. Nitin Agarwal 27
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Social Media a Positive Force

Modeling anti-disinformation campaign adoption. 
When is a campaign successfully adopted? 

Stronger positive emotions about electoral process. Trust restored in electoral process.

How to design a successful campaign message? 
Social, Cultural, and Political Symbols!!! 

Message consistency 
- More engagement 
- More positive reactions 
- Faster trust restoration

Prof. Nitin Agarwal
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Information Actor Characterization

Characterization of information producers

Diffusion of innovations, (1962)

OSNEM, ASONAM, SNAM, HICSS, 2022, 2023, 2024, 2025

How misinformation spreads? Who should be inoculated? Leveraging 
epidemiological modeling. Treat misinformation like an epidemic  
misinfodemic

• S: Susceptible 
• I: Infected 
• Z: Skeptic 
• E: Exposed

Anti lockdown 6.9% error Anti mask 8.2% error Anti vaccine 12.3% error

Anti Bill Gates 7.9% error Anti 5G 9.5% error

HICSS 2022, ICWSM 2024

Characterization of information consumers

Prof. Nitin Agarwal
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Technologies & Innovation

btracker.host.ualr.edu/ vtracker.host.ualr.edu/ 

Prof. Nitin Agarwal
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Technologies & Innovation

Selected by US State Department in Global Engagement Center’s 
GO2Tech program to fight foreign based propaganda

Prof. Nitin Agarwal
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Technologies & Innovation

Recognized as top 10 solutions in the 2021 NATO Innovation Hub Challenge on “The Invisible Threat: 
Countering Cognitive Warfare“ from 132 teams across the 30 NATO member nations.Prof. Nitin Agarwal
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Technologies, Innovation, & Policymaking

cosmos.ualr.edu/covid-19 
Prof. Nitin Agarwal

31
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Technologies, Innovation, & Policymaking

• COVID-19 Scam Tracker  
• The capability was developed in partnership 

with the Arkansas Office of the Attorney 
General.  

• Recognized by the World Health Organization 
(WHO) as one of the key technological 
innovations developed across the world to 
address COVID-19 pandemic.  

• The application leverages our work on socio-
cognitive threat modeling, education, and 
awareness efforts to assist policymakers. 

NATO Research and 
Technology Group RTG 

HFM-293

Briefing US Senator John Boozman

NATO STO-HFM-361 
Mitigating Cognitive 

Warfare

Prof. Nitin Agarwal
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Technologies, Innovation, & Policymaking

Research highlighted in the US Army Research Office “Year in Review” magazine as a 
success story for the Social and Cognitive Networks Program

Prof. Nitin Agarwal
33



InfoWare 2026 Congress, Valencia, Spain

Technologies, Innovation, & Policymaking

Prof. Nitin Agarwal
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Training Operators and Practitioners

Prof. Nitin Agarwal
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Training Operators and Practitioners

US DoD Sponsored 
Limited scholarships 

available! https://
cosmos.ualr.edu/training/ 

Prof. Nitin Agarwal
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Training Operators and Practitioners

Prof. Nitin Agarwal

We’ve conducted training for PAO, info-ops, psy-ops officers from 
NATO member nations at StratCom COE, US CYBERCOMMAND, US 

Marine Information Group (3-MIGs) 35
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Cosmographers’ Achievements

Prof. Nitin Agarwal

• Our graduates are at leadership positions at 
many Forbes 100 companies 

• Won over 20 Acxiom Scholarships 

• Face of Tech Scholarships 

• LewerMark Scholarships 

• Recognitions by DoD, NATO, WHO 

• Numerous US DoD travel awards 

• Presented over 300 studies at top-tier 
international conferences 

• Won over 40 best paper awards Average starting salary over $150,000

36
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Educating Future-Ready Innovators

Prof. Nitin Agarwal
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Educating Future-Ready Innovators

Prof. Nitin Agarwal

International Social Computing Conference 
SBP 2026, CMU, Pittsburgh, USA

International Modeling and Simulation 
Conference, MSBC 2026, Uzbekistan

International Conference on Advances in Social 
Network Analysis and Mining,  

ASONAM 2026, Morocco

38
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Research Opportunities

• 5-year $15 million grant from the U.S. Department of Defense, 
PI: Nitin Agarwal, Ph.D.  

• 20+ Graduate Research Assistants (MS/PhD)  
($27k, Full Tuition coverage, Health Insurance covered) 

• 10+ Postdoctoral fellowships  
($60k - $110k, Full benefits, Health insurance) 

• 10+ Full stack developer, Dev Ops, Data engineer  
($60k - $100k, Full benefits, Health insurance) 

• 2 System Engineer 
($65k, Full benefits, Health insurance) 

Apply at https://cosmos.ualr.edu/careers/  
Contact Prof. Nitin Agarwal (nxagarwal@ualr.edu) 

Prof. Nitin Agarwal
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COSMOS Tools Developed:  
• Blogtrackers - https://btracker.host.ualr.edu 

• YouTubeTracker - https://vtracker.host.ualr.edu 

• Focal Structure Analysis - http://fsa.host.ualr.edu/  

• COVID-19 Misinfo Tracker - https://cosmos.ualr.edu/covid-19 
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Follow cosmographers on https://cosmos.ualr.edu/ 

Prof. Nitin Agarwal, Ph.D. 
Director, COSMOS Research Center 
nxagarwal@ualr.edu 
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