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Scientific director at OFFIS, Oldenburg, Germany

Computer scientist by heart: First ICT, then distributed heuristics, then Multi-Agent
Systems, now advanced Deep Reinforcement Learning

— PhD in 2017: “Universal Smart Grid Agent for Distributed Power Generation
Management.”

Creator of the Adversarial Resilience Learning methodology (advanced DRL in CNls)

Seite 2 Smart Grids, Cyber Security, , and the Big Spillover — What Connects Fridges to Smart Grid Cyber Security, and What can we do About it?
2026-03-11 Eric MSP Veith <eric.veith@uol.de> Adversarial Resilience Learning



mailto:eric.veith@uol.de
mailto:eric.veith@uol.de

Oldenburg

Seite 3
2026-03-11

% whereami

curoparscnes
Nordmeer

i ‘ Russland

Danemark

Vereinigtes
< Konigreich

\N - X Ukraine { s / \\L;
.. Dstérreich —~ Ty -
F"'*’&"Czﬁ;j;‘i\(mmim\nﬂ <

W= /'/‘/ ’
Griechenland Tiirkel " Jepanisches Meer
i f Siidkorea "
1\ Tanesien
Marokko— ) y
p bstchinesisces
Meer
A i ,
Igerien Sgypim :
saudi-Arabien | i
“‘ Oman . Phil ee
Niger
T " Tschad ' 1 [ semen K Sideipesisches
) ol agen Araizches ¢ N Phiippinen
Sma&‘fn s“cybeqkecu e Big ovér\/ Wha;&gnp;cts Fridges to Smart Grid Cyber Security, and What can we do Aboiit it?
Eric MSF Ueith SP34, aitno Advcrs R’E%cnce Learning o W b
Gd(m -

o
7 simall T Malaysial VIR


mailto:eric.veith@uol.de

at
Oldenburg

A Tale About the Good Ol Days

Seite 4 Smart Grids, Cyber Security, , and the Big Spillover — What Connects Fridges to Smart Grid Cyber Security, and What can we do About it?
2026-03-11 Eric MSP Veith <eric.veith@uol.de> — Adversarial Resilience Learning



mailto:eric.veith@uol.de

at
Oldenburg

Electricity Demand Rising

After significant decline in 2022, European electricity demand is set to recover

Year-on-year relative change in electricity demand, Europe, 2019-2025
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Renewables Are Replacing Fossil Fuels
Following two years of increases, CO: intensity starts to decline again from 2023 onward

Year-on-year change in electricity generation, European Union, Development of average COz2 intensity, Europe, 2019-2025
2019-2025
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Al as Promise of an Alternative

White Hill Springs White Hill

— Each node (subgrid, ...) an agent $

— Nodes (ggents) forecr?\st local power .
generation/consumption !

Funder's Village

('/ — Multi-Agent Systems promise local,
more more efficient grid operation

Flarid's Town

— On disequilibrium, match forecasts to
achieve equilibrium S

Filbel's Fund | |

| Nl o
Elensefar,
Salt Water Town .

— An example, based on the literature [6,
3]

Q
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An approach for a Multi-Agent System (MAS) that manages high shares of volatile
generators and consumers in an energy system is based on three pillars:

1. Forecasting of local generation or demand

2. Communicating demand and generation (distributed snapshotting with the power grid
in mind)
3. Solving the combinatorical problem of demand and supply
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Agent Design

Input Agent Priority
Grid Power Grid
Local Env. Micro Grid
Training Local Unit
Data Extraction (Power plant)
Logging [ Hardware Interface Device Layer
Automatic Hardware Control
(e.q., failsafe, emergency shutdown)
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Forecasting
RNN Context Layer Forecast Forecast
Initialization Input Result
- A 1 ey

III_!|__ll__l!lllllllllllllllll
Sliding Window

Forecast
Time Interval
[Power ]

Real Power [MW]

UnitConverter
UnitConverter

Forecasting is industry state of the art now.
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Forecasting
16

Bare Hill Wind Farm Power Output - =+ -
14 : Bare Hill Wind Farm Forecasted Power Output ——

Real Power [MW]
[e¢]

2+
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Communication

After forecasting works (i. e., imbalances are known in advance), each agent (= node)
must ask its neighbors to help attain the equilibrium.

— Approach: Use overlay network — (virtual) communication lines between agents based
on actual grid lines

— Requests (demand for power, or increase in feed-in that should be consumed) travel
via selective broadcast

— Each node along the way must try to contribute!
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1: Demand Notification(isAnswer = false, value = P) |

0 >@ *o—

2.1: Retrieve Forecast and Solve Balance

<<enumeration>>
MessageType

opt,

1 Echo Request

| [Can Offer! Echo Reply

| 2.1.1: Offer Notification(isAnswer = true, answerTo = 1,

| Online Notification
Offline Notification
[Demand Notification
Offer Notification

Acknowledgement Notification

opt
[Offer in Solution Set] Withdrawal Notification
2.1.1.1.1: Acceptance Notification(isAnswer = true, Acknowledge Acceptance Notification
answerTo =2.1.1) > Constraint Notification
2.1.1.1.1.1.1: Acceptance Acknowledgement ] 2111 Check for Conflicts
Notification(isAnswer = true, answerTo = 2.1.1.1. 3
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LPEP Forwarding

L;: Links of the i-th agent
— lik: k-th link of i-th agent
distance(/; «): Distance metric

- mj: j-th message
— M;: Message Journal of the j-th agent
M; ={m1 — {(fi,1, My gistance(i; 1))» - - - » (fi,n, M1 gistance(; ) }-
=
My = {(fi,1, M distance(r;1))» - - - » (i, M5 distance(r; ) }

Ii,l(t) S li,2(t) = li,l,distance(t) S li,z,distance(t)
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Forwarding

1. Respect Constraint Notifications:
1.1 No answer if min (M(m)) a constraint notification to m, additionally
1.2 send Withdrawal Notification iff already answered

2. Misanswer: forward on best connect (min (M(Manswerto)))

3. Selective Broadcast for requests:

3.1 Replace request with Constraint Notification, if necessary
3.2 M(m) = 0: forward on |L| — 1 links

3.3 m’ = min (M(m’)): Update by fowarding

3.4 Otherwise: no forwarding
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How to Decide...?

oo
3o
— 1. Local forecasting shows demand or
a6 b
TN ..'....,_: oversupply of energy
| 2. Requests are sent
Monsheim
3. Other nodes make offers
4. Offers reach requestor
5. Decision about offers?
: e g‘
1
]
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Power Balance Concept
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Problem Statement
‘Power Balance Algebra’
{[t1; t3) — Pl} U {[fz; t4) — Pz} =
{[t1; t2) — P1,[t2; t3) — P1+ P2, [t3; ta) — P2},

[ti;t2) = P1 C [ta;ta) — P2
&S h>ts AN b<ti ANPL<P;

Distance Function: d(ri):r—R

Problem Statement:
> biriCro, i#0,b€{0,1},

Subject to: min Y _ bid(r), i #0,b; € {0,1} .
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Atomization

p= (|P0|7|P1|7--~7|Pi|a|PC|)7

t = (t20—t1,0,t2,0 — t1,1,..., 02,0 — t1,i),

AP =ggT(P),
At =ggT(t),
1 if agent i influences the grid in time-subinterval f with
X 5 p= power from the power-subinterval P,
0 else.
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Atomization Illustrated

t=1 t=2 t=3 t=4 t=5
250 T T T T T T
Leistungs-Disequilibrium
200 | g“’"" = S 7.//7.. -
1 X3 54 5=
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= 150 | L / B |
= 1
% i X3 5, 3 P=3
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X 100 | i // :
£ ; Vs /// )
: 2, X242/ X352 ) B=2
1 / '
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Model of the Disequilibrium

A symmetric function for each time-subinterval:

1 if nvariablesin x; ;_, p equal 1,

n
X:z_ . p) =
k( l,t_k,P) 0 else;

Full Disequilibrium:

S= ﬂ SZ(Xi,E:k,F")
k=1
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Modelling Responses
Acceptance Function:

1 if x; ; p describes a valid interval for accepting the re-
ri(x.z5) = sponse of i,
0 else.

r2(X ;p) = X2,31 A X232 A X241 A X242
VX231 AX232 /A X241/N\ X242

V x2,31 A X232 A X241 A X2,4,2

400 600 800
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Equilibrium

Seite 22 Smart Grids, Cyber Security, , and the Big Spillover — What Connects Fridges to Smart Grid Cyber Security, and What can we do About it?
2026-03-11 Eric MSP Veith <eric.veith@uol.de> — Adversarial Resilience Learning



mailto:eric.veith@uol.de

Universits
Oldenburg

Seite 22
2026-03-11

Equilibrium

k=1

R= ﬂ r’(Xl,E,IE') ’
iel’ {,P

C=SNR

- Best solution through ordering: ri < ry < d(r) < d(rv)
— Generating next vector in S through permutation

— Exploiting the commutative property of the intersection operator:
R.Nn(...n(RN(RLNYS)))
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’ Efficiency

W [kWh
Data Effect K= D | kB

AP [ kW
Data Efficiency §= D | kB
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Comparison

Comparison with BDD approach by Inoue et al. (2014):

BDD Universal Agent
Loss Avoided (AP) 17208 kW 17208 kW
Runtime > 16 min < 11 min (simulated)
D 100MB 28.9MB
£ 0.168kW/kB  0.581 kW /kB
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Universal Agent Efficiency

Data Volume [kBytes]

35000

30000

End of LPEP request-response stage

S‘ystem Data Vo‘lume

Start of LPEP contract making =
XBOOLE-based power balance solver ..

25000

20000

15000

10000

5000 |- System base data volume 4

0 100

200 300 400 500 600
Simulation Time [s]

— BDD approach in low-load situation: 100 kB
— Universal Agent concept especially useful in complex load situations
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Threats No Longer Originate From Within the System
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“There are only two types of companies:

N those who have been hacked,
and those who don’t yet know
they have been hacked.”

— John T. Chambers
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Energy Systems Fit The Bill Just As Well

Dec 23", 2005

Cyber attack causes blackout
in the Ukraine

— 3 DSOs targeted

— High level of automation helps
attackers

— Operative intrusion in OT;
disconnection of several
substations

— Several months in preparation
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KA-SAT 2022

A Mysterious Satellite Hack Has Victims Far Beyond Ukraine

The biggest hack since Russia’s war began knocked thousands of people offline. The spillover extends deep into Europe.

Feb 24th, 2022: Russia invades Ukraine

At the same time: cyber attack on Viasat

Attackers exploit a mis-configured VPN
appliance at an administration office in
Turino

Further, they gain access to the Viasat
management servers and deploy
“AcidRain”

AcidRain deletes critical config data in
the flash memory of approx. 40,000 to
45,000 satellite modems

Matt Burges/WIRED, 2022

Seite 30 Smart Grids, Cyber Security, , and the Big Spillover — What Connects Fridges to Smart Grid Cyber Security, and What can we do About it?
2026-03-11 Eric MSP Veith <eric.veith@uol.de> Adversarial Resilience Learning



https://www.wired.com/story/viasat-internet-hack-ukraine-russia/
mailto:eric.veith@uol.de

[anersltat
Oldenburg

['\‘/‘

Seite 31
2026-03-11

KA-SAT 2022: The Cascade

A suprising cascade of collateral damage:
— 5,800 Enercon wind turbines in Germany and accross central Europe loose control

Total installed power: 11 GW

Loss of over 30,000 satellite terminal accross Europe

Over 9,000 internet PoA in France down

Several thousand customers in Poland, Hungary, Greece, and Italy

Nobody knew in advance that an attack on the Ukrainian satellite network would take
out wind turbines in Europe. Enercon considers itself collateral damage.
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Cloud-Controlled PV Inverters

— 168 GW European PV via Chinese cloud platforms
— Projected to exceed 400 GW by 2030
— Vendors: Huawei and Sungrow

SUNGROW

Cle&n power for all

A=

@ /6*] \q

TROL

S450S / S800S / S1600S Microinverter
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MadloT: loT Devices as Botnets

MadloT [4] uses loT devices in a

® =)
concerted fashion to trip power SoonberyTermina m%”ms;jg ™ @
grids. HI
— High-wattage loT devices 150 Vitste e High-Wattage
Online Data Grid Graph loT Botnet

coordinated via botnets

o T
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Common Structural Pattern

External control plane: foreign or unregulated platforms

Massive aggregation: individually small, collectively critical

Regulatory blind spot: outside traditional grid regulations
Loss of visibility and control for TSOs/DSOs
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Attacks from the Cyber Space

Cyber attacks are a unique threat:
— Global reach: Attacking one location can have global repercussions

No time limits: A malware can be activated any time

Low ressources: Much more cost-efficient compared to physical attacks

Exploiting the supply chain: Legit update mechanisms can be used as attack vectors

Unforseeable spillover effects: Cascade well beyond sector boundaries
Increased complexity:

— ICT is being deployed in breadth and depth (loT, battery swarms, fused lloT
sensor-actuator meshes, cloud-controlled inverters, ...)

— The corresponding infrastructure is all but under grid operators’ control!
— Cyber threats go well beyond any CNI operator’s ability to prevent or manage
— An increase in fragmentation and decentralization increases the attack surface
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Prognosis? Not an Option

Dynamic and hidden interdependencies: Digitalization creates many new SW/HW connections
— These coupling are ad-hoc, dynamic, and often indirect
— Cross-sectoral interdependencies become visible only post-hoc
— 95% of Europe’s CNI have hidden interdependencies
@ Limits of existing, simulation-based approches:

1. Detailed simulations can model singular technical systems precisely, but cannot grasp cross-sectoral
interdependencies
2. Scenario-based methodologies can show the chain of effects, but have to work with probabilities
(and human blind spots!)
Detail models are too specific to grasp cascading effects, scenario analyses too broad and inaccurate.
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Technical Foundations of a Possible Solution
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Learning Resilient Control

— Interconnected CPS have
always attack surface due to
their inherent complexity

— Low latency of ICT and OT
— High interdependence

— Complexity in breadth and
depth

— Cricital Services as SPOF (DNS,
BGP, SCADA, SDL)

— Learning Stratgies for
automatic issue mangement

Interactions with
the macro-system

Kotzur, Leander, et al. “A modeler’s guide to handle complexity in
“Adversarial Resilience energy systems optimization.” Advances in Applied Energy 4 (2021):
Learning” 100063.
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Adversarial Resilience Learning

Observation Interaction via Observation
Sensors &
Actuators
ey,
,Attacker” "e ,Defender”
Agent Agent
Action Action

Shared Environment
(Digital Twin of a CPES)
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Adversarial Resilience Learning

Observation Interaction via Observation

Sensors &
Re
7
e Actuators
T Yecy,
,Attacker” ST ,Defender”
Agent Agent
Action Actig
Adversarial
System-of-Systems Reinforcement Learning
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ARL Agent Interaction

System Performance

6 Countermeasure

Time
Attacker Al 9 Defender Al
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ARL Agent Can Discover Attacks

Attack on voltage level

— Attacker COntrOlS Q feed-in , Oscillating Attacker Setpoints . Victim Buses Voltage Ranges
— Known attack: Oscillating 0 Ww\——,:l:j:vx
behavior . = o

DDPG Attacker Setpoints Victim Buses Voltage Ranges

12

ARL agent indepently :

disovers attack, but also finds - VW_—:@-—AA&A‘

variant i
, PPO Attacker Setpoints ” Victim Buses Voltage Ranges
w\/r'vr\/wv\/yv\/vvw N\r\,v‘[vv‘ er B
5 TD3 Attacker Setpoints . Victim Buses Voltage Ranges

. .
o «]\

B 09 _]

-2

o %y oy e By Ty Ty Wy Oy Ty Ty My By W ey Wy
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oldenburs Transactive Energy Can Be Gamed

— EconOmiC and COntrOl. o a) Agent market profit —— Attack ~=~- Baseline +++s+ Constraints
market standard values S — B —
. « " ;e' 100 b) Summed relative agent load
— There is no “sound” market .
design yet than cannot be g 0f N S J N v

<) Minimum voltage of attacker buses

gamed

— Worse yet: Agents can find
weaknesses & gain market
dominance without system
knowledge

© © © © © o o © o © ©
«® ¢ 3° ®° «® »® K ®° «® »® 0

Daytime

Agents learn to “game” local energy markets
Wolgast, Veith, and NieRe [8]
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Multi-Agent Autocurricula

ARL is an autocurriculum setup

— Indepentently known & verified
to work

— Example Setup: Two groups of
agents play hide and seek

— No domain information; agents
learn strategies and tool use
independently

— Result: Agents learn to exploit
bugs in the underlying game
engine

— Holes in walls
— Sliding boxes
— Edge/corner jumps
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Autocurricula Helpful in Theory

feasible line overioading

— DRL agents collect initial samples from random actions

1DER 3DERs

— However, random actions over correlated actuators lead to
convolution problem, i.e., if X, Y ~ U, then

Qe (kvar)

fo(2) = / e (x)fy (2 — x) dx | )

-

which is a triangle distribution

— Equally, consider SAC'’s entropy maximization,

O thvan)

a0 200 00 0 00 200 -0 200 -0 o 00 200
Pr (kW) Por (kW)

7 —argmax B |50 (R(suae o) + a H (1)

T~ o v
t=0
Entropy term
. « " .
— ... obviously, a “push” is required
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Autocurricula Helpful in Theory |l

1. Formally, DRL approximates the unknown environment distribution p with q, i.e.,
minimize  KL(p, q) ®)
subject to q

2. Learn a policy to exploit g, mq

. (Single agent: get stuck in local optimum because p is mostly unknown because of
missing sample data)

w

. Adversary agent: Observe p as influenced by mq
. Ra(st ~ p) = —Ra(s: ~ p), therefore ma= — mq
. Result: agents observe adversarial sampels from the “other end” of p’s spectrum

N O 0o A

. Agents try to counter adverse effects: efficent state/action space exploration
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... and in Practice

0w

0.6
14
s
2
o
3
0.4 ¢
0.2 aé
0 o
Operator Adversary Operator Adversary Operator Adversary
(Adversary (single) vs. Operator (AC)) (Adversary (single) vs. Operator (single)) (Adversary (AC) vs. Operator (single))
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ARL Works

To summarize...
— ARL works for finding attack vectors (“easy”)
— ARL defender learn resilient control (“not quite so easy, but still...”)

— ARL agents learn faster & more robust strategies through the autocurriculum setup
(“proove me, I'm only circumstantial evidence!”)

— ARL defender agents can control modern power grids (“ha-ha, as if that would be
acceptable...”)
— There is still a lot missing:

— Behavior guarantees

— Adhere to constraints (rulesets)

— Learn from existing domain knowledge

— Adapt during production use (not just retraining)
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ARL Agent Architecture

Learn from sensor inputs (policy: DRL)

Deploy & forget, don’t design policy
networks: Neuroevolution

Explainability

Learn from domain knowledge

Follow rules, if given

<<component>> a
Environment

Sensor Actuator

<<component>> a
Rules-Policy Discriminator

R
/ Decision \D
] ]

Rule-based Policy
Lt

' gl
Adaptive Policy H Rules Repo

Rules Que User Rules
Parameters Replay Buffer les Query User Input

<<component>>

Neuroevolution XRL Rules Extractor |

<<component>> |

<<component>> ﬂ
Rule Monitor
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Learning from Domain Knowledge

Example: Misuse Cases

(Mis)Use Case XML file

Tem plate Structured, archieved domain
knowledge; limited to the

Structured, arciheved domain information of the file this is
knowledge; not machine readable exportet from; machine readable

Expert = suez UML Diagram Experiment file

KnOWIedge Structured, archieved domain Executable experiment file for the
knowledge, limited to the depicted ARL toolchain. Contains the
Unstructured, not archived domain information information given in the XML file
knowledge
Seite 50 Smart Grids, Cyber Security, , and the Big Spillover — What Connects Fridges to Smart Grid Cyber Security, and What can we do About it?

2026-03-11 Eric MSP Veith <eric.veith@uol.de> — Adversarial Resilience Learning



mailto:eric.veith@uol.de

[Jnlversltat
Oldenburg

Trajectories from (Mis-) Use Cases

— Annotate UML diagrams to allow sampling; construct:

— Experiment file
— State machine from transitions

My = (Q, %, 0,490, F)
with
(9, ({cq} € ActuatorSetpoints, (9)
{ig} € TimeSteplntervals)) € Q
(i€ Q,ne€ Q,{sc} € StepConstraints) € ¢
Relevant properties:
Non-determinism

State/actuator constraints ¢, (think Gymnasium spaces)

Time step intervals (sync to simulation semantics)

Constrained steps (e.g., grid codes)
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How to Put This to Use

keep() -
= —‘ .W s
W IR \HHPHHWW%
step() v ot Ot 35 so T e
i,=[20,200],
cy=
[-0.8,-0.8]
< I I “ g
T m LA
éw i S TR -mun o E
3 i AV T - ¢
— Agent learns a specific strategy o o

—— midas_powergrid Pysimmods-0 Battery-0p._sat_mw SoC
—— midas_powergrid Pysimmods-0 Battery-0.p_set_ rhWis.) Charge

— Some strategies are hard to discover from

reward alone (cf. oscillating behavior) WellRow, Logemann, and Veith [7]

— Replicates AND advances the strategy
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Explanation goals

— Motivation: No trust without explanation of learned strategies of agents

— |dea: Use Decision Trees (DTs) with extraction of rulesets for explanation
— DTs are transparent and somewhat interpretable
— They can be trained directly (no need for black-box Deep Neural Network (DNN) models)
— But DNNs are better regularized, which increases trainability [2]

— Conflicting goals:

— Construction of powerful (Deep Reinforcment Learning (RL) (RL)) learning system
— (Post-hoc) Explainability with comprehensible model (e.g. DTs)
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Learned Policy Explanation

— Equivalent transformation of efficient-learnable Feed-Forward DNNs (DNNs) into
compressed DTs

Xo—X1>0

vio v=-X+x

— NN2EQCDT algorithm heavily relies on equivalence description of DNNs and DTs [1],
but still addressed research gaps to better use it for explainability:
— Transformation algorithm and actual implementation proposed for PyTorch models
— Exponential growth is addressed by lossless pruning
— Dynamic compression reduces computation time significantly and may reduce inference time
— Option to directly include global constraints for further pruning
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XOR model: DT Construction

Finally:

— Simple example of an
DT representing an
XOR function

— Construction of DT
using calculated
effective weight
matrices

~ T 0 ~ T 1 AT 1
Wia=[o] Wia=[7] Wia=[4]
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XOR model: DT Pruning

Pruning UNSAT node by
— remove parent and

— connecting sibling subgraph to
parent of parent

Y=0 Y=-Xo+X1

Figure: Simple pruning example
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Comparison of construction methods

EH.S\%Q

T
|
10 10.5 11 time [s]

Figure: Boxplot (n = 30) for the computation time of the NN2EQCDT algorithm for the simple model

Table: Comparison of results or calculations for the construction of a DT from the simple model without
and with compression of the NN2EQCDT algorithm

Pruning | #nodes | Computation time
O 262143 > 1.5h
¥4l 83 9.75s

— Pruning ratio (amount of nodes) of 99.97%
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Applications in

HV-MV subtransmission network 110 kV/
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Going Beyond Deep Reinforcement Learning
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Deep Reinforcement Learning is not the Only Answer

The state of the art has many nice features:
Offline learning (learning from domain knowledge)

Imitation learning (learn existing control strategies by example)
Model-based and model-free DRL

eXplainable Reinforcement Learning to explain each action with low computational
overhead

... however, this agent is still far from being safe.
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“Good” Agents Fail to Apply Learned Strategies

3
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Catastrophic Forgetting on Topology Changes

A simple topology change screws the agent completely. Countermeasures:
. Train the agent on as many scenarios as possible.

2. Verify the DRL agent.

3. Create a Foundation Model for actions

4

(=Y

. ... Combine all of the above!
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Training Strategy

— Take the autocurriculum approach to spawning D . @D
environments E“"""C'".'}"“‘ e ;*.) (‘a“.j
— Two adversaries: One “spawner” and n “workers” q q (2
— Operator agent trains on all of them (traditional W
multi-worker)
Merge a: Merge s: Spawn
— Adversary spawns environments based on inverted reward <
and entropy R_l(s) o H(S) Foundation Foundation \-'(s)< f(s)
Action Constraints

Model Model

(S

2

Operating Adversarial
Agent Agent
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Latent Spaces
— Core idea: Use Graph Neural Networks to learn D @ @
H i 1 Environment e, e, e,
representations of underlying grids NN o “3.‘
— Graph space is our feature space: X = G(A, K)
— Train encoder for latent space representation of all G;, W
where i is an environment instance we encountered:
Merge a: Merge s: Spawn
y:X— L <
— Use transformer to work directly on latent space Foundation Foundation \-'(s) - r1(s)
. . Action Constraints
— Result: A foundation model for actions Model Model
Operating Adversarial
Agent Agent
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And Verification...?

Safety Violations Uncertainty Setpoint(s)

3 Step Action Space

— Alongside the Foundation Action Model, train a foundation model for contraints:
Foundation Constraints Model

— Use the Foundation Constraints Model for N-step verification of trajectories to provide
safety guarantees
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How to Discover Spillover Effects with DRL/ARL
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A Lookout

— The journey towards highly automated grid operation has just begun.

— Current practical approaches try to analyses CPES for weaknesses, uncover cascades
& spillover effects

— Al can help testing future grids, be part of certification processes

— Al itself needs safeguards: Rulesets, explainability, and eventually certification, too.
(Insurance...?)

— We will see sophisticated agent architectures in the near future.

— If you want to see interesting code, head over to http://palaestr.ai or shout out to
eric.veith@uol.de!
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