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What is Metadata?

Information about other data

4

Adding context

Facilitate search and
management of data

For Images: EXIF, XMP, IPTC
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Dateiname:
Verzeichnis:

Woller Pfad:
Komprimierung:
Auflosung:
Originalgrole:
Aktuelle Groke:
Druck-Grale (aus DPI):
Originalfarben:
Aktuelle Farben:
Gezahlte Farben:
Benotigter Plattenplatz:
Benotig. RAM-Speicher:
Aktueller Verz-Index:
Datum/Uhrzeit:

Geladen in:

jpg_image jpg

JPEG, quality: 94, subsampling ON (2x2)

149 x 149 DPI Andern

1080 x 1650 Pixel (1.78 MPixels) (0.65)

1080 x 1650 Pixel (1.78 MPixels) (0.65)

184 x 281 cm; 725 x 11.07 inches

16.7 Millionen (24 BitsPerPixel)

16.7 Millionen (24 BitsPerPixel)

117567 (] Z3hlen aktiv

820.58 KB (840.271 Bytes)

5.10 MB (5.346.040 Bytes)

1/4

08.07.2023 f 19:26:52

15 Millisekunden
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EXIF - Exchangeable Image File Format

5

Created by Japan Electronic and
Information Technology
Industries Associatio

Creation timestamps
Camera settings

Goals:

* Precise search

* Precise retrieval
 Precise viewing of images
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Image Width

Image Height

Make

Camera Model Name
Orientation
Software

Modify Date

Artist

Copyright

Exposure Time

F Number

Exposure Program
ISO

Shutter Speed Value
Aperture Value
Metering Mode
Flash

Focal Length

Color Space

1080

1920

Canon

Canon EOS 350D DIGITAL
Horizontal (normal)
Canon fp Ver.4.00.0.V88
17.04.2023, 18:12:50
Elisabeth Ziesch
Elisabeth Ziesch

1/45

72645

Manual

100

1/2000

4

Spot

No Flash

98.9 mm

sRGB
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XMP - Extensible Metadata Platform

* Created by Adobe

6

* |Image processing
« Copyright information
- Geographic tagging

Uses XML
Goals:

Creation dates
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Sprache

Titel

Autor(en)
Verwendungsrechte
Stichworter/Betreff
Aufnahmedatum
Dateiformat
Erstellungs-Datum
Letzte Anderung

Letzte Anderung der
Metadaten

Ort
Land/Hoheitsgebiet

Erstellungs-Datum

de
* image

Elisabeth Ziesch
668554

Baum, Blueten, Haus
17.04.2023
image/jpg

17.04 2023, 18:12:50
17.04.2023, 18:12:50

17.04.2023, 18:12:50

Mittweida
Deutschland

17.04.2023
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IPTC - International Press
Telecommunications Council

« Replaced mostly by XMP

« Target groups:
« Journalism
 Museums

 @Goals:

CountryCode
CreatorCity
CreatorCountry
CreatorAddress

DE

Mittweida
Deutschland
Technikumplatz

CreatorPostalCode 09648

« Keeping cultural heritage CreatorRegion Sachsen
CreatorWorkEmail e ***@email.com

* Author
CreatorWorkTelephone (¥ === 9

- Content deSC"lpUOn CreatorWorkURL WWW, TR ** de
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Image Formats

JPEG - Joint Photographic Experts Group

« Loss-based compression

PNG - Portable Network Graphics
 Lossless compression

TIFF - Tagged Image File Format

« High quality without information loss

« Similar to RAW

WebP

« Very flexible, better compression as JPEG
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135 Selected Platforms

Community
Shutterfly Quora Acad _AboutMe
Messenger il CaringBridge cafeme  Brainly
Element «; Skype GoodReads Care2 Snapfish Crockets
Signal IcQ RallyPoint

Line Quanswer njedium
Discord Viber

WhatsApp Webex by Cisco Telegram

Zoom  Google Chat Flyffy Chat
Messenger (Google) VK

NextDoor

HalloApp WeChat Opportunity Polywork

Evernote 23snaps
Influenster  girls ask guys

Elpha Travellerspoint
Patient Like Me ResearchGate DailyStrength

Diaspora Wattpad Yelp Slack

Messenger (Meta) Livelournal Stack Overflow

Marketplaces

Vinted Shpock
eBay  Facebook Marketplace
Craigslist

Etsy
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Methology

convert to PNG,

image from image with
camera metadata
(@) IMGonline.com.ua >
add metadata
JPEG JPEG
10
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TIFF and WebP

images with
metadata

135 platforms

Facebook

images from
platforms

| o
as
x JPEG |

WhatsApp

/

(@)
compare with
Manja DAM /| A
jm————— .’ JPEG

A / WebP |
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Inserting Metadata

11

IMGonline.com.ua

IMGonline.com.ua

Processing of JPEG photos online.

Main page | Resize | Convert | Compress | EXIF editor | Effects | Improve | Different tools

The result of receiving an editable EXIF, IPTC, XMP information (step 2 of 3)
The information that is available for editing received successfully!
Enter or change the desired item in the input field.

To remove any EXIF line from the JPEG image such as camera model, make this field empty. Completely remove all EXIF and
all other additional information you can here.

You can use English letters and these symbols: @ _()/: ;. "-+="#5% " &* 7?1

The ariginal image is not changed. You will be given other processed image.

EXIF information that you can change, delete, or add

Manufacturer | |
Camera firm, for example, Nikon or Canon

Model | ‘
Camera model, for example, D50 or EOS 400D

Software

The name and version of the program, by which the image is created or | |
processed

Other Software | |
Date and time of last modification

In format: YYYY:MM:DD HH:MM:SS, for example, | |
"2015:07:25 18:30:05"
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Comparison of Metadaten

- Manja Digital Asset Management

ID: 214 (neueste Version)

Allgemein
Sprache

Titel

Themen

Serie
Beschreibung
Autor
Herausgeber
Mitwirkende
Urheberrechtsvermerk
Aufnahmedatum

Lingengrad
Breitengrad
Hohenlage
Gedndert

de
Jpg_image

Elisabeth Ziesch

668554

17.04.2023, 18:12:
50

E13°43'56,12"
N51°3'561"
113

17.04.2023, 18:12:
50

de

png_image

Elisabeth Ziesch

668554

17.04.2023, 18:12:
50

E13°43'56,12"
N51°3'5,61"
113

17.04.2023, 18:12:
50

4 ID: 217 (neueste Version)

Stichworter Baum, Blueten, Ha Baum, Blueten, Ha
us us
Historie
Verkniipfungen
Person(en) im Bild
Kategorien
Berechtigungen Alle Medien Alle Medien
Bild
Breite x Hohe 1080 x 1650 1080 x 1650
DPI 59 72
Farbmodus RGB RGB
Bits per Pixel 24 24
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Complete removal of Metadata

Community
Quora AboutMe
Messenger Minds
. Care2 Crockets
Signal RallyPoint .
Line NextDoor '
HaIIoApp Opportumty Polywork
f 23snaps
WhatsApp Telegram Influenster Travellerspoint
DailyStrength
Messenger (Google) VK Diaspora Wattpad Yelp

Stack Overflow

Marketplaces
Vinted Shpock
eBay
Craigslist

Kleinanzeigen
Etsy
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Complete retention of Metadata

Community
Messenger Academia .
Snapfish
Element
Quanswer
Evernote
Webex by Cisco

Zoom  Google Chat Fluffy Chat

Messenger (Meta)

Marketplaces
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Partial preservation of metadata

Community
Shutterfly
Messenger CaringBridge Brainly
Ica Skype GoodReads
WeChat Medium

Discord  Viber
girls ask guys  Elpha

Patient Like Me ResearchGate DailyStrength
Slack

Livelournal

Marketplaces

Facebook Marketplace
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Dates and times

Community
Shutterfly
Messenger CaringBridge
@ Skype GoodReads

Discord  Viber

girls ask guys  Elpha
Patient Like Me ResearchGate

Livelournal

Marketplaces
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Copyright

Community
Shutterfly
Messenger CaringBridge
@ Skype GoodReads

Medium
Discord  Viber

girls ask guys  Elpha
Patient Like Me ResearchGate

Livelournal

Marketplaces

Facebook Marketplace
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Color space metadata

Community
Shutterfly
Messenger CaringBridge
@ Skype GoodReads

Discord  Viber
girls ask guys  Elpha
Patient Like Me ResearchGate

Livelournal

Marketplaces
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Localtion information

Community

Messenger

Skype
icq TP

Discord
girls ask guys  Elpha
Patient Like Me ResearchGate

Livelournal

Marketplaces
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Camera model

Community
Shutterfly
Messenger CaringBridge
@ Skype GoodReads

Discord  Viber

girls ask guys  Elpha
ResearchGate

Livelournal

Marketplaces
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No conversion of format

Community
Messenger Academsiza o
Element Skype _ P Crockets
ICQ RallyPoint
Discord Evernote

Webex by Cisco
Zoom  Google Chat Fluffy Chat

Elpha Travellerspoint
Patient Like Me

Diaspora Slack
LiveJournal Stack Overflow

Marketplaces
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Deduce the platform by fingerprint?

———
* Only for partial platforms (25%) ===

« Only if all metadata fields have
been filled before upload

- Foundings can be used as
negative mask.

« ,Thisimage can not be
downloaded from XYZ."
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Conclusion

23

60% remove metadata completly

All platforms with sesitive data
remove metadata (Dating)

Cloud storage does not modify
data

No unified handling of image
formats

No modification of metadata
TIFF is rarely accepted

We provided an upper limit of
expected forensic metadata.
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Possible deviations

Experient performed in germany
(strict privacy laws)

Browser Microsoft Edge
Virtual Android for Apps

Download minutes after Upload

« Old images = different
outcome?

Just direct chats, no group chats
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Future Work

« More platforms and media formats

 Metadata in documents (PDF, ...)

- Different app sections (group chats, stories, status)

 Is metadata still present on the server? (removed during download)
- Changes in image content (watermark, compression, ...)

* App vs web application

« Smartphone vs computer
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