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Network Intrusion Detection System (NIDS)

◼ Monitors network traffic to detect suspicious activities
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Detection Target

Packet-based

Analyzes individual packet 

payloads

Flow-based

Utilizes flow statistics for detection

Flow: Defined by a 5-tuple 

(Src/Dst IP, Port, Protocol)

Detection Method

Signature-based

Matches traffic against pre-defined 

rules (signatures)

Anomaly-based

Identifies deviations from “normal” 

behavior
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Zero-Day Attacks

◼ Exploits before patches are released

◼ Rapid surge in attacks after disclosure[1]

- Up to 100,000x increase in attack volume

- Only 65% of patches available at the time of disclosure

- Up to 85,000 variants emerge

- Zero-day window: Avg. 312 days (Max. 30 months)
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Trends in attack volume after 

disclosure[1]

[1] Bilge, Leyla, and Tudor Dumitraş. "Before we knew it: an empirical study of zero-day attacks in the real world." Proceedings of the 2012 ACM conference on Computer and communications security. 2012.

Trends in number of variants[1]
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Enabling ML detection with limited data is essential for:

• Detection of emerging threats

• Forensics for incident analysis

◼ Exploits before patches are released

◼ Rapid surge in attacks after disclosure[1]

- Up to 100,000x increase in attack volume

- Only 65% of patches available at the time of disclosure

- Up to 85,000 variants emerge

- Zero-day window: Avg. 312 days (Max. 30 months)



Approaches to Zero-Day Attack Detection
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◼ Detection is difficult when data is extremely limited

- Zero-day attacks typically involve severely scarce data

◼ There are two main approaches:

Algorithm-level

Modifies model architectures or 

loss functions

Stable detection performance

Low generalizability

Data-level

Augments minority class data to 

balance the class distribution

Highly generalizable

Accuracy heavily depends on 

the quality of generated data
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Comparison of Data Augmentation Methods
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Comparison

criteria

Non-ML

methods

ML 

methods

Execution Time + -

Data Diversity ~ +

Few-shot 

Adaptability
~ -

Prior Applications + ~

Controllability - -

Comparison of existing methods ◼ Examples of Non-ML methods:

- Random Oversampling (RO)

- SMOTE [2]

- ADASYN [3]

◼ Examples of ML methods:

- TVAE [4]

- CTGAN [4]

- Diffusion Model [5]

◼ ML methods are not effective

when data is extremely limited

[2] Chawla, Nitesh V., et al. "SMOTE: synthetic minority over-sampling technique." Journal of artificial intelligence research 16 (2002): 321-357.

[3] He, Haibo, et al. "ADASYN: Adaptive synthetic sampling approach for imbalanced learning." 2008 IEEE international joint conference on neural networks (IEEE world congress on computational 

intelligence). Ieee, 2008.

[4] Xu, Lei, et al. "Modeling tabular data using conditional gan." Advances in neural information processing systems 32 (2019).

[5] Zhang, Hengrui, et al. "Mixed-type tabular data synthesis with score-based diffusion in latent space." arXiv preprint arXiv:2310.09656 (2023).



◼ Proposed by Chawla et al. in 2002

- The most widely used method

◼ SMOTE works as follows：

1. Find nearest neighbors within the

minority class

2. Generate synthetic data by randomly 

selecting a point on the line segment 

between two points

◼ Fast and effective, but lacks 

controllability and diversity, risking 

decision boundary violation
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Representative Non-ML Methods: SMOTE

Example of augmentation using SMOTE

Left: Original data 

Right: Data after augmentation 

(Red points: Minority data, 

Blue points: Augmented data)
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Objective of this Study

Establishing a data augmentation method for rapid zero-

day response with high controllability and diversity
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◼ Generate data in the local neighborhood 

rather than simple duplication

- Ensures diversity and avoids overfitting

◼ Sphere works as follows:

1. Apply Quantile Transformation to numerical 

features (excluding categorical features)

2. Find nearest majority class neighbor for

each minority instance

3. Generate data within a hypersphere 

centered at the minority point 

(radius: half the distance to the neighbor)
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Data Generation by Sphere

: Minority Data

: Majority Data

: Generation Area

Data generation by Sphere



2026/4/13 16

Data Generation by Tube: Overview

◼ Expands the generation area compared 

to SMOTE

- Interpolation + Orthogonal perturbation

◼ Controls generation area via

surrounding majority data

- Limits orthogonal perturbation size

- Skips generation if majority data is too close 

(perturbation size ≤ 0)

◼ Calculates area using 3 constraints:

- Cone Constraint, Local Obstacles, 

Monotonicity

：Minority Data

：Majority Data

Generated Data

Generation area

Overview of Tube



◼ Initial condition for maximum orthogonal 

perturbation size

◼ Sets generation area as a truncated cone 

using Sphere radii

- Approximated by segmented cylinders between

two points (6 segments shown in the figure)

◼ Let ℎ𝑖 be the cylinder radius of each 

segment

- ℎ1 to ℎ6 are defined in the figure

- ℎ𝑖 is dynamically adjusted by subsequent 

constraints
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Tube：Cone Constraint

Initial generation area 

defined by Cone Constraint

: Minority Data

: Majority Data

: Generation Area



Adjust ℎ𝑖 based on majority class distribution
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Tube：Local Obstacle

Adjustment of the generation area 

by Local Obstacle

: Minority Data

: Majority Data

Find which segment contains the orthogonal 

projection from majority data

(Let 𝑂𝑖 be the closest point)

Calculate ℎ𝑖 so that 𝐺𝑖 (midpoint 𝑃𝑖 + orthogonal 

perturbation) is closer to the endpoint than 𝑂𝑖

Adopt the smaller ℎ𝑖 compared to the Cone

(Skip generation in this segment if ℎ𝑖 < 0)



◼ Some segments remain unadjusted by 

Local Obstacle

- When no orthogonal projection from majority

data

- Causes unnatural shapes in the generation area

◼ Uncertainty increases further from 

endpoints

- Generation area should shrink toward the 

midpoint

◼ Enforces ℎ𝑖 to decrease monotonically 

toward the midpoint

2026/4/13 19

Tube：Monotonicity

Refining the generation area 

via the Monotonicity constraint

: Minority Data

: Majority Data

: Generation Area



◼ Generate data after finalizing generation area for Sphere and Tube

- Sphere to Tube generation ratio is 1:1

- Generate data randomly within each generation area

◼ Adopt a simple copy strategy for categorical features

- Sphere: Copy from the center instance

- Tube: Copy from the closer endpoint

◼ Apply Sphere to all minority data, and Tube to all minority data pairs

- Computational complexity is 𝒪(𝑁2)

- Set 𝐾 = 1,000 segments per Tube
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Data Generation by STSMOTE



◼ Existing methods violate decision boundaries, while the proposed method

avoids them

- Local Obstacle effectively restricts generation area

◼ Generates data more broadly compared to existing methods
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Illustrative Example of Generated Data



◼ Simulate zero-day attack scenarios with limited data

- Dataset: CIC-IDS2018 [6] (Majority training data: 5,000 samples × 11 classes)

- Minority training data: 4 classes, undersampled to 𝑁 = 2, 5

- Evaluated over 25 independent runs with different random seeds

- Test data: 1,250 samples × 11 majority classes + all remaining minority data

◼ Compared against 8 baseline methods

- No-ML：No Augmentation (No Aug.), RO, SMOTE, ADASYN, Borderline-SMOTE [7]

- ML：TVAE, CTGAN, TabSyn (Diffusion Model)

◼ Evaluated using four classifiers (CatBoost, XGBoost, LightGBM, TabM [8])

- Measured Average F1-Score of the minority class in a multi class setting
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Experimental Setup

[6] Sharafaldin, Iman, Arash Habibi Lashkari, and Ali A. Ghorbani. "Toward generating a new intrusion detection dataset and intrusion traffic characterization." ICISSp 1.2018 (2018): 108-116.

[7] Han, Hui, Wen-Yuan Wang, and Bing-Huan Mao. "Borderline-SMOTE: a new over-sampling method in imbalanced data sets learning." International conference on intelligent computing. Berlin, 

Heidelberg: Springer Berlin Heidelberg, 2005.

[8] Gorishniy, Yury, Akim Kotelnikov, and Artem Babenko. "Tabm: Advancing tabular deep learning with parameter-efficient ensembling." arXiv preprint arXiv:2410.24210 (2024).



◼ Proposed method ranked 1st in 14/16 cases (4 classes × 4 classifiers)

- Statistically outperformed all baselines in 11 cases (Holm-Corrected Wilcoxon test)

- Achieved 𝑝 < 0.001 in 6 of these cases

- Recorded an average rank of 2.01 (Best baseline: ADASYN at 4.00) 
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Experimental Results (N=5)



◼ Proposed method ranked 1st in 14/16 cases

- 10 of these cases showed statistical significance

- Recorded an average rank of 2.19 (Best baseline: SMOTE at 4.25) 

◼ Our method performs effectively even when the data is extremely limited
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Experimental Results (N=2)



◼ Execution time: ~1 sec (𝑵=5), comparable to SMOTE

- TabSyn (Diffusion model) takes ~55 mins

◼ False Positive Rate (FPR): < 0.01% (1.2625 / 13,750)

- ~0.04% without augmentation (4.845 / 13,750)

- Extremely low FPR is crucial to minimize SOC burden

- Validates the effectiveness of safety strategies in Sphere & Tube

◼ Geometrically defined generation areas

- Provides high controllability (lacking in existing methods)

- Allows dynamic expansion/shrinkage based on real-world accuracy
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Operational Efficiency & Safety



◼ Detection is challenging under extremely limited data (e.g. zero-day 

attacks)

◼ Existing augmentation methods lack diversity and controllability

◼ Proposed STSMOTE: Integrates “Sphere” (extended RO) and “Tube” 

(extended SMOTE)

◼ Significantly outperformed baselines in F1-Score, while maintaining high 

speed and a low FPR

◼ Provides controllability by defining the generation area with geometric 

parameters
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Conclusion
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Appendix



◼ Evaluated the contribution of each component focusing on:

- Robustness to the number of segments (𝐾 ∈ {10, 100, 1000, 10000})

- Individual strategies (Sphere only, Tube only, and Combine)

◼ Experimental Setup:

- Target: Brute Force Web (𝑁 = 5)

- Classifier: CatBoost
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Ablation Study



◼ Robustness to 𝐾

- No significant performance differences 

across𝐾

- Highly robust to 𝐾 in Tube

- A sufficiently large value is recommended 

for better controllability

◼ Effectiveness of Components:

- Combining Sphere and Tube achieved the 

best results

- Confirmed the effectiveness of each 

component (Tube > SMOTE, Sphere > RO)

2026/4/13 29

Results of Ablation Study

Results of Ablation Study

(Left) Robustness to the number of 

segments 𝐾
(Right) Comparison of Tube, Sphere, 

STSMOTE
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Additional Dataset Results (F1-Score)
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Additional Dataset Results (Average Rank)
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Experimental Results (N=5, Average Rank)
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Experimental Results (N=2, Average Rank)
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