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= A complex system has interconnected elements that lead to
unpredictable overall behavior which cannot be explained solely by
the sum of its parts.

= A system is considered safe when the risk of malfunctions and
damage is on an acceptable level and without unacceptable hazards
to people, the environment, or the system.

= A complex system is reliable when it is able to handle failures or
disturbance by redundancy, fault tolerance, and decentralized
robustness.

= A resilient complex system can absorb disturbances and adapt.
Rather than just "bouncing back" to an original state, true resilience
means "bouncing forward" by reorganizing its structure to become
better prepared for future challenges.
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= Reliability and Trust may be different in complex systems

* While often used interchangeably in casual conversation, safety and
reliability are distinct engineering concepts that can sometimes
even stand in opposition to one another.

* Reliability: The probability that a system will perform its intended
function under specified conditions for a stated period of time. It is
fundamentally about availability and continuity (e.g., "Does the
engine keep running?").

 Safety: The freedom from unacceptable risk of physical injury or
damage to the health of people, property, or the environment. It is
about preventing harm (e.g., "If the engine fails, does it explode or
gracefully shut down?").
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The Classic Paradox

* A system can be perfectly reliable but completely unsafe (e.g., a
missile guidance system that reliably fires at the wrong target).

* Conversely, a system can be safe but highly unreliable (e.g., a
manufacturing plant that constantly shuts down due to oversensitive
trip-wires; it produces nothing, but no one gets hurt).
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Core dimensions of system reliability

* To ensure a complex system does what it is supposed to do, engineers rely on several quantitative and
qualitative frameworks.

* Metrics and Analytics

Reliability is grounded in statistical modeling to predict failure rates over time. Key concepts include:

* Mean Time Between Failures (MTBF): The predicted elapsed time between inherent failures of a mechanical or
electronic system during normal system operation.

* The BathTub Curve: A visual representation of failure rates over a system's lifecycle. It models three distinct
phases: early "infant mortality" failures, a constant useful life failure rate, and an end-of-life "wear-out" phase.

e Architectural Strategies for Reliability

Redundancy: Introducing parallel paths or components so that if one fails, another takes over.

. ,Ié\cté\;e Redundancy: All components operate simultaneously (e.g., dual power supplies sharing a
oad).

e Standby Redundancy: Backup components remain idle until a primary component fails (e.g., an
emergency diesel generator).

Fault Tolerance: The ability of a system to continue operating properly in the event of the failure of some of its
components.

Graceful Degradation (Fail-Soft): When a component fails, the system disables non-essential features but
continues to operate at a reduced capacity rather than crashing entirely.



Panelist Position

Core dimensions of system safety

. Safeéy engineering focuses on identifying hazards and mitigating risks before they lead to
accidents.

* Hazard and Risk Assessment
* Hazard: A potential source of harm or an adverse health effect on a person or persons.

* Risk: The combination of the probability of a hazardous event occurring and the severity
of the injury or damage it could cause.

« SS\text{Risk} = \text{Probability} \times \text{Severity}SS

* Design Philosophies for Safety

* Fail-Safe Design: A design property which, in the event of a specific failure, inherently responds in a way
that will cause no harm, or at least minimum harm, to other devices or to personnel.

* Example: Railway signals default to a red light if power is lost, stopping all trains.

* Interlocks: Physical or logical mechanisms that prevent an action from taking place unless specific
conditions are met (e.g., a microwave turning off immediately when the door is opened).

* Defense in Depth: Implementing multiple indefendent layers of security and safety controls so that the
failure of a single defensive layer does not result in a catastrophe.
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Fault Tree Analysis (FTA) Top-Down

Failure Modes and Effects Analysis

(FMEA) Bottom-Up

STAMP (System-Theoretic Accident
Model and Processes)

Systems-Thinking

Deductive analysis that starts with an undesired top-level
event (e.g., "system explosion") and uses Boolean logic
(AND/OR gates) to trace backward to the root causes.

Inductive analysis that examines every individual
component, how it might fail (modes), and what the
system-wide consequences (effects) of that failure would
be.

Modern framework based on systems theory rather than
reliability theory. It treats safety as a dynamic control
problem rather than a component failure problem,
making it highly effective for complex software/hardware

interactions. .
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Modern Challenges in Complex Systems

* As systems evolve from purely mechanical to deeply interconnected software and
socio-technical networks, managing safety and reliability faces new hurdles:

* Emergent Behavior: In tightly coupled, complex adaptive systems, interactions
between individual components can produce unexpected macro-level behaviors
that could not be predicted by analyzing the components in isolation.

* Software Complexity: Software does not "wear out" like hardware, meaning
traditional reliability metrics (like MTBF) do not apply. Software failures are
almost entirely due to design flaws, unhandled edge cases, or state-space
explosions.

* The Human Factor: Operators are often the final line of defense. However, poorly
designed automation can lead to automation surprise or cognitive overload,
where the human operator loses situational awareness of the system's true state.
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= Reliability and Trust may be different in complex systems

= Reliability is a measure of properties of the complex system, while
trust arises from user interaction with the system

" The design of a system needs to start from a deep understanding of
user needs and how the system will be utilised by the user, and how
user trust can be built

=" Most interesting situations are often rare events, where there is also
little data, and few situations for users to be exposed to these
situations

= Synthetic training data may help to some extent

= A proper validation of system performance should also include a test
of user trust
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* Complex Systems are now often comprised of mechanical
machines integrated with software performing a task.

* For , it was adequate to perform Reliability -
analysis by historical methods (adding probability of failure Roger Tilley

models together to determine system reliability [1 — sum of failure  SandiaNational
models]). Laboratories

* A system was categorized as safe if it was reliable. The two words
were synonymous (safe <-> reliable).

* The addition of software to the mechanical systems has forced a
reevaluation of what and means for complex
systems. As an aside, noting that safe systems were not
necessarily reliable nor reliable systems were not necessarily safe.
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* A new analysis approach has to be developed.

* Systems have become increasingly complex in that they now
include software controls, introducing dependencies and

Roger Tilley
interactions between system components. Sandia National

Laboratories

 Complex systems can no longer be analyzed by traditional
reliability methods (e.g. sum of parts). Systems comprised of:
* Multiple failure modes, no single point failure

* Defenses against failure (backup systems, policies, procedures, regulatory
defenses, work rules, team training to divert operations away from
accidents.

* Aging components
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Complex systems like:
* Piping transportation of water, gas, oil; energy distribution;
* Port transport systems using suspended conveyors and elevators;
* Ship docking.

A mechanical machine performing the same task over & over will generate lessons learned;

wear & tear on parts in the machine. Roger Tilley
Software does not experience the same, so the same statistical methods do not apply Sandia National

: : : : : N Laboratori
Determine a System risk function — determine the moment of exceeding the system reliability aporatores
failure rate or critical state.

Some proposed methods:
* Analyze system process using semi-Markov modeling of system operation.

* Joint Reliability models of complex technical systems together with linear programming .... developing a
safety optimization method and system cost analysis method.

* All judged by whether the system component or product performs a specified set of functions or a
required set of functions, or its intended set of functions, all within a specific period of time.

Are there more processes that can be used to evaluate complex systems? Most likely; but
unfortunately, I'm fresh out of ideas. Clearly an area in need of fresh problem-solving
discussions, leading to solutions and approaches that can be compared.
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= Safety, Reliability, and Resilience in Complex Systems

= Smart Requirements Management

= Understand what requirements are
Model requirements (precisely, formally, etc.)
Use suitable languages and tools

* Manage traceability Luigi Lavazza
luigi.lavazza@uninsubria.it

= Digital Twins
» Use knowledge (data) about the world

= Use knowledge about the system

= Create actionable knowledge Universita degli Studi
dell’'Insubria
Varese - Italy
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Requirements in System Engineering

" There is an environment (described by E)
in which some desired situation
(described by R) does not hold.

" That is, the environment does not satisfy
some desired properties

= We need a system S that we can place in
the environment, so that by interacting
with the environment, S satisfies R

=" Requirements R are NOT a property of S!

15
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" Using Jackson’s notation
"EF-R
"E,SFR

" The reliability problem: is it true that S satisfies users’ requirements?
" E might be an inaccurate or incomplete description of the real environment
= R might be an inaccurate representation of the actual users’ needs.
= Even when E and R are correct, how can we prove thatE,SF R ?

*" The limit of testing: we exercise S with a limited subset of the phenomena that
can occurink
* E, Sk Rwith E; C E does notimply E, S+ R

= The limit of formal methods: too difficult; real problems and systems too large
and complex to formalize and reason about.



Let’s go digital!

Sp is the Digital Twin of S
= Let’s build S, a digital version of S Ep is the Digital Twin of E

" Let’s use Sy interfaced with Ep, a digital (virtual) version of E
= We can now test Ep, Sp F R

= Advantages:

" No constraints on Ep: we can create test conditions that would be impossible or too
expensive when testing the real system

= We can test for robustness, using 'y D Ej < E

= If we find that Ep, Sp - 7R, we can define S’y such that Ejy, S’y I R, then change S into
< S,

= If we find that Epy, Sp - 7R, while E, S I R, we can define S’y such that S’y < S and Ep,
S, FR

17



Panel #2 Discussion

STAGE IS YOURS
Examples, lessons learned,
comments, positions, inquiries
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