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OPEN DISCUSSION #3

On systems resilience (a trivial view)

Resilience implies graceful degradation, progressively
back to normal functionality, redesigned functionality
(evolution).

Resilience implies

> Metrics and mechanismséin context) to capture
degradation of the expected services.

> In-context procedures to cope with the status and limit
the damages.

> Automated (or semi-) Remedy mechanisms validation on
reaching the expected state.

> Post-incident evolution (revision: Architecture,
QoS/SLA).

Note: all the above are specific to each system

> 'resilience for a system handling persons with mobility
deficiency in an airport’

> 'resilience of a system to replenish planes with kerosene
in an airport,

> 'airport resilience system' assuring that an airport
delivers expected services to all passengers and personnel

4R Framework ——

* Robustness: The ability to absorb an impact

and limit initial damage. Petre Dini

* Redundancy: The backup capacity to keep ARIA

critical functions running.

* Resourcefulness: The ability to diagnose,
prioritize, and initiate "in-context procedures"
dynamically.

* Rapidity: The speed of returning to full,
trusted functionality.
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OPEN DISCUSSION #3

* (Costas) Patterns, Architectures, Primary failure bottlenecks
* (Alexey) Resilience involves all design layers

* (Fritz) Customized resilience (priorities), Balanced resilience (goals,
output)

* Audience
Examples, lessons learned, comments, positions, inquiries
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When building complex software architectures, System Resiliency is rarely a one-
size-fits-all metric. It must be meticulously tailored to align with specific business
impacts, infrastructure constraints, and data-consistency requirements.

A resilient sYstem doesn't mean a system that never fails; it means a system that
fails gracefully and recovers automatically.

1. Defining the Core Dimensions of Resiliency | |
Before implementing any patterns, you must define what "success" looks like
under stress. This is usually governed by two critical metrics:

Recovery Point Objective (RPO): The maximum acceptable amount of data loss
measured in time {e.g., "We can afford to lose 5 minutes of data"). This dictates
your data replication strategy.

Recovery Time Objective (RTO): The maximum acceptable downtime before the
system is restored to operational status (e.g., "The system must be back online
within 30 seconds"). This dictates your automation and failover strategy.
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Structural Patterns for Tailored Resiliency

Depending on whether your workload is compute-heavy, data-intensive, or “ia& 4
communication-reliant, you should layer different architectural patterns: ¢

A. Degraded Functionality (Graceful Degradation) Constantine

Not every component of a system is critical for core business value. If a Kﬁ:ﬂfﬁfs

non-essential service fails, the system should offer a fallback experience. University of

yo

. . : . Thessaloniki,
Example: It a personalized recommendation engine goes down on an e- Greece

commerce platform, the system should instantly switch to a hardcoded,
static list of popular items rather than throwing a 500 error.
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B. The Circuit Breaker Pattern

To prevent a failure in one downstream microservice from cascading and &=

consuming all system resources (like thread pools or memory) across the
entire cluster, implement a circuit breaker.

Closed State: Requests flow normally.

Open State: If the error rate crosses a threshold, the breaker trips, and all
subsequent requests fail fast immediately, preventing resource exhaustion.

Half-Open State: After a timeout, the system allows a limited number of trial
requests to pass through to see if the downstream service has recovered.
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C. Rate Limiting and Load Shedding

When hit with unexpected traffic spikes, a resilient system
protects its core database and compute layer by dropping

non-urgent traffic. Constantine
Kotropoulos
Token Bucket / Leaky Bucket: Smooths out traffic bursts. Aristotle

University of
Thessaloniki,

Load Shedding: Drops lower-priority background tasks (e.fg., Creoce
analytical reporting, webhooks) to save CPU cycles for

critical path transactions (e.g., checkouts).
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Tailoring by Architecture Type

Architecture Type Primary Resiliency Risk Recommended Mitigation

Dead Letter Queues (DLQ) for

Message loss, out-of-order isolation; Idempotent
Event-Driven / Asynchronous processing, or poison pill Consumers to ensure Constantine
messages. processing a message twice Kotropoulos
doesn't corrupt state. Aristotle
University of
Network latency, cascading Service Meshe§ with Thessaloniki,
Distributed Microservices failures, and partial automate'd retries, _ Greece
et exponential back-off with
availability.

jitter, and strict Timeouts.

Bulkheading (isolating

resources/thread pools per

feature) and aggressive

horizontal scaling behind a 9
load balancer

Single point of failure (SPOF),

Monolithic / Legacy memory leaks



Open Discussion #3

Validating Resiliency: Chaos Engineering

One cannot prove a system is resilient until one actively tries to break it in a controlled
environment. Tailoring resiliency means injecting failures that match your specific threat
model:

1. Network Latency Injection: Simulate cross-region fiber cuts or slow DNS resolution to see if
your timeouts handle it.

2. Resource Starvation: Artificially max out memory or CPU on specific nodes to test auto-
scaling and pod eviction policies.

3. Dependency Outages: Completely block access to a major third-party APl to ensure your
system's fallback mechanisms trigger seamlessly.

What specific type of architecture or system workload are you currently trying to tailor
resiliency for? Sharing details on your tech stack or primary failure bottlenecks can help me
provide more target patterns.
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= Tailoring System Resiliency

o Customize Resilience to fit a system’s tasks, risks, and environment

« Itis an application specific tension field between resiliency, resources, and costs Fritz Laux
Reutlingen

« You can only protect against foreseeable/conceivable risks
University

= Application specific priorities for resilience
« Robustness first - e. g. life-support systems
o Correctness first - e. g. banking, structural calculations
« Availability first - e. g. communication systems
« Avoid one-size-fits-all approaches.

How to tailor these priorities?
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= How to achieve a Balanced Resilience

= 1) Identify and analyze critical functions and assets

« Resilience has multiple aspects:
- Functional despite disturbance, attacks, failures (robustness) Fritz Laux
- Recover from damage (healing)

- Adapt to changing conditions (adaption Reutli ngen

Universit
= 2) Asses threats, failures, and operational constraints y

o Threats (from user, attackers, programming errors, environment)
o  Failures (hardware, SW errors, communication, power loss)

« Operational constraints (values out of range, storage capacity, processing power)

= 3) Select appropriate techniques and measures
o Limit input to allowed values
« System protection against misuse and attacks
« Monitoring and Isolation of faulty components
. Fault tolerance, e. g. redundancy

« Recovery procedure

13
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= How to achieve a Balanced Resilience

Resilience is the result of

« Defensive programming = robustness, correctness (input Fritz .Laux
validation) Reutlingen
University

o Operational monitoring - detection, adaptation

« Security and Safety measures (intrusion and input integrity)
- robustness, risk reduction

o Fault tolerance, e. g. redundancy - robustness, availability,

healing _ \
- Isolation of faulty components (reduced functionality) - ? N
containment, availability a /,,ﬁ R obusiness
Failure Life-cycle: R
! @ O N

« Prevent, Detect, Contain, Recover, Adapt ~ Availability
14
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* (Costas) Patterns, Architectures, Primary failure bottlenecks
* (Alexey) Resilience involves all design layers

 (Fritz) Customized resilience (priorities), Balanced resilience (goals, output)

STAGE IS YOURS
Examples, lessons learned,
comments, positions, inquiries
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