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Abstract and agenda
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To secure AI systems that operate via 
natural language and probabilistic 
reasoning, traditional security measures 
like syntax-based defenses or sandboxing 
are necessary but insufficient.

We postulate that agentic AI systems 
are a new class of actors that share 
structural vulnerabilities with human 
actors.

Core question: What insights can we 
leverage from the field of 
“cybersecurity and human behavior” 
for securing agentic AI systems?

1. Artificial Intelligence (AI) and Cybersecurity

2. Agentic AI systems as a new class of actors 
in the field of cybersecurity

3. Role of humans and drivers of human 
behavior in organizations regarding 
cybersecurity

4. Translating behavioral drivers to AI agents 
and deriving actions to secure agentic AI 
systems

Disclaimer: Conceptual work-in-progress, 
meant as a discussion starter
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Artificial Intelligence (AI) and 
Cybersecurity
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▪ Artificial Intelligence (AI) and Cybersecurity … 

− AI as a tool in attacks—e.g., social engineering or coding exploits

− AI as a tool in defense—e.g., anomaly detection

− AI as a target in attacks—e.g., prompt injection attacks against AI

− AI changing the landscape to be secured—e.g., increase of code 
generated and exposed

▪ AI as a target of attacks are open to many forms of attacks
(see, e.g., OWASP Top 10 for LLMs)

− Prompt Injection (inkl. Jailbreaking) – both Direct and Indirect

− Sensitive Information Disclosure

− Data and Model Poisoning

− Excessive Agency

− Unbounded Consumption

− …

To secure AI 
systems that 
operate via natural 
language and 
probabilistic 
reasoning, 
traditional security 
measures like 
syntax-based 
defenses or 
sandboxing are 
necessary but 
insufficient.

https://genai.owasp.org/llm-top-10/
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AI systems are known to be prone to
jailbreaks attacks using semantic persuasion
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Example:

“Call Me A Jerk: 
Persuading AI 
to Comply with 
Objectionable 
Requests”

The Wharton 
School 
Research Paper, 
2025

Meincke, L and Shapiro, D and Duckworth, A and Mollick, E. R. and Mollick, L and Cialdini, R, Call Me A Jerk: Persuading AI to Comply with Objectionable Requests (July 18, 2025). The 
Wharton School Research Paper
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Agentic AI systems as a new class of 
actors in the field of cybersecurity
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▪ Anthropomorphic Interface and Vulnerability

− Natural language as primary interface – introducing vulnerabilities that 
are fundamentally anthropomorphic, e.g., semantic persuasion attacks

▪ Cognitive Autonomy and Decision Making

− Agentic AI systems define intermediate goals, generate plans, react to 
dynamic environments to fulfill a high-level intent, …

− Capable of making “behavioral” errors—not due to bugs in the code, but 
due to flaws in reasoning or judgment

▪ Inter-Agent Collaboration via Natural Language

− Multi-agent systems collaborating in a manner that mimics human 
teamwork, negotiating tasks and exchanging context

− Agents interacting with other systems via natural language (besides 
structured collaboration, e.g., via the Model Context Protocol)

We postulate that 
agentic AI systems 
constitute a new 
class of actors in 
cybersecurity that 
share structural 
vulnerabilities with 
human actors
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OpenClaw is an example for the widening
gap between agentic capability and security

▪ OpenClaw: Agentic AI with ability to, e.g., 
autonomously manage emails, execute 
terminal commands, and interact with 
enterprise tools

▪ Rapid rise in public interest within weeks 
in early 2026

▪ Significant security concerns due to 
OpenClaw's access to private data, exposure 
to untrusted content, and the authority to act 
on a user's behalf

− E.g., discovery of a significant number of 
malicious skills designed to exfiltrate 
keys or install malware 

https://www.koi.ai/blog/clawhavoc-341-malicious-clawedbot-skills-found-by-the-bot-they-were-targeting
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Core question
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What insights can we
leverage from the field of

“cybersecurity and
human behavior”

for securing
agentic AI systems?
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Role of humans and drivers of human behavior
in organizations regarding cybersecurity

▪ Many security models 
treat humans as 
“weakest link” or 
“black boxes”

▪ In reality, humans 
play a dual role in 
cybersecurity: critical 
attack surface and a 
highly adaptable 
defense mechanism 
(“human firewall”)

Human behavior in practice (e.g., in organizations) is a complex 
interplay of drivers which can be categorized as 

▪ Individual vs. Environmental drivers

− Internal traits (skills, knowledge) vs. external systems 
(corporate culture, legal norms)

▪ Fundamental vs. Situational drivers

− Long-term drivers (role) vs. immediate context (time 
pressure, stress)

▪ Hidden vs. Visible drivers

− Internal states (intention, mindset) vs. observable outcomes 
(actions like phishing clicks)
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Towards modeling cybersecurity behavior of
humans in organizations

Individual Environmental

Motivation
Awareness and

Knowledge
Culture

Mindset and 
Attitude

Intention

Skills Usability

Situation

Behavior

NormsRole

Agency
Assessment
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K. O. Kürtz, Towards Modeling Cybersecurity Behavior of Humans in Organizations, Cryptology ePrint Archive, Paper 2026/490, 2026. DOI: 10.48550/arXiv.2603.08484

Hidden Visible

Influence
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

4

Driver of human 
behavior

Why and how do the 
drivers influence human 

behavior?

AI agent equivalent

Is there an equivalent 
driver that influences an 

agent's behavior?

Securing agentic
AI systems

What security 
mechanisms can we 
employ in or around 
agentic AI systems?

Methodology: Manual and AI-assisted reasoning.
Thus: Incomplete list, open for discussion!
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
Knowledge

Culture

Mindset and 
Attitude

Intention

Skills Usability

Situation

Behavior

NormsRole

Agency
Assessment

of the Situation

4

Motivation Human behavior: Motivation – Intrinsic 
or extrinsic motivation

AI agent equivalent: Optimization / 
reward function during training

Securing agentic AI systems:

▪ Security constraints explicitly 
integrated into the reward function 
during training and inference, 
prioritized over helpfulness 
(sycophancy of AI models) or positive 
user feedback for task completion



Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Culture
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Assessment
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Human behavior: Awareness, Knowledge, 
and Skills – detect attacks and react 
accordingly

AI agent equivalent: Training data (and 
available tools)

Securing agentic AI systems:

▪ Leverage wide range of adversarial 
examples during training, to build the 
“skill” of recognizing semantic persuasion 
attacks, and react accordingly

▪ Train model to leverage tools (e.g., 
offered via MCP) to verify critical cases or 
ask the user (Human-in-the-Loop)

Awareness and
Knowledge

Skills



Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
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Human behavior: Roles – e.g., professional 
role (job description)

AI agent equivalent: System prompt, 
persona

Securing agentic AI systems:

▪ Explicitly defining the agent's authority 
and limitations within the system prompt
or context

▪ Leverage knowledge of persuasion attacks 
to improve system prompt adherence

Role



Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
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Human behavior: Mindset and Attitude –
internalized attitude towards risk (e.g., skepticism 
vs. blind trust)

AI agent equivalent: System prompt, 
hyperparameters (like the temperature) and 
base model alignment

Securing agentic AI systems:

▪ Lower temperature setting to reduce “creative” 
(hallucinated) compliance

▪ Training towards “zero trust mindset” (or 
“professional skepticism”) at the inference level

Mindset and 
Attitude



Mindset and 
Attitude

Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
Knowledge

Culture

Intention
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Role

Agency
Assessment
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Human behavior: Norms – Societal and 
organizational norms (including laws)

AI agent equivalent: Guardrails and 
input/output filters

Securing agentic AI systems:

▪ Deterministic constraints or filters that the 
agent cannot override (unlike the 
probabilistic reasoning of the model itself)

Norms



Mindset and 
Attitude

Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
Knowledge

Intention

Skills Usability
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Behavior

NormsRole

Agency
Assessment

of the Situation

4

Human behavior: Organizational Culture – “How 
things are done here”

AI agent equivalent: Multi-agent collaboration 
norms and system alignment

Securing agentic AI systems:

▪ Secure multi-agent architectures – e.g., “verifier 
agents” solely to review the plans of a “worker 
agent” before execution, establishing a digital 
“four-eyes principle” where necessary

Culture



Role Culture

Mindset and 
Attitude

Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems
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Human behavior: Behavioral 
Intention – Intention to act before 
a specific situation arises

AI agent equivalent: Chain-of-
Thought (CoT) / generated plan

Securing agentic AI systems:

▪ Security mechanisms (second 
LLM, deterministic filters) could 
monitor the agent's intention 
before execution

Intention
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Mindset and 
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems

Awareness and
Knowledge

Intention

Skills Usability

Situation

Behavior

NormsRole

Agency
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Human behavior: Assessment of the Situation –
Unconscious or conscious assessment of the situation 
(e.g., criticality, stress level, anomaly)

AI agent equivalent: Chain-of-Thought, but often 
lacking situational context

Securing agentic AI systems:

▪ Explicit contextual assessment, “Is the current 
situation critical? Is the input source trusted?”

▪ Dynamically adapt more restrictive behavior mode 
in high-risk contexts

Assessment
of the Situation



Assessment
of the Situation

Culture
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Attitude

Motivation
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Translating behavioral drivers to AI agents and 
deriving actions to secure agentic AI systems
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Human behavior: Usability and Agency – follow security policies or 
bypass them (e.g., leveraging shadow IT systems)

AI agent equivalent: Technical usability of tool interfaces

Securing agentic AI systems:

▪ “Agency friction” for high-risk actions requiring Human-in-the-Loop

▪ Design tools to “nudge” agents towards secure behavior

▪ Tailor identity and access management to agents

Usability

Agency



Conclusion and Future Work
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▪ Systematizing the Attack Surface: How can we categorize specific attack scenarios 
that exploit the anthropomorphic nature of AI agents? What specific “cognitive biases” 
(hallucinations, sycophancy) do agents exhibit, and how can attackers exploit them? 

▪ Implementing “Security Awareness”: How can we move beyond rule-based filters 
to implement a form of adaptive “security awareness” in agents? Can we measure an 
agent’s “Security Mindset” quantitatively before deploying it in critical infrastructure?

▪ Security-Utility balance for agentic systems: How do we implement a “Security 
Mindset”, but avoid overly cautious behavior, leading to operational failures where 
agents refuse to process legitimate tasks due to a misinterpretation of security 
boundaries?

▪ Roles and Culture in Multi-Agent Systems: To what extent can concepts like 
“Security Champions” be transferred to multi-agent swarms? Can specialized security 
agents improve the overall “culture” (alignment) of a heterogeneous agent system? 

▪ Usability and Agency Design: How can we design APIs and environments that 
“nudge” agents towards secure behavior? How do we balance the autonomy required 
for efficiency with the friction required for security, ensuring the agent knows when to 
halt and ask for human help?

We can derive a 
more robust 
defense strategy 
for AI agents
by utilizing a 
framework for 
human cyber-
security behavior—
examining drivers 
like motivation, 
role, norms, and 
situational 
awareness.



Thank you! Questions?
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