GNSS Spoofing Simulator
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Simulation of the Satellite Signals in NMEA and Rinex Format without Spoofing
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GNSS Spoofing Basics
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GNSS Spoofing Basics
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» GNSS Spoofing is a malicious attack but no open source simulator exist

» Need for realistic GNSS Spoofing data for anti spoofing mechanism or forensic
investigation research

» Hardware simulations nowadays are expensive

» Typical setups require permissions or shielding cables/tents
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» GNSS Spoofing is a malicious attack but no open source simulator exist

» Need for realistic GNSS Spoofing data for anti spoofing mechanism or forensic
investigation research

» Hardware simulations nowadays are expensive
» Typical setups require permissions or shielding cables/tents

= Solution: Complete Software side Simulation
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Simulation Setup
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Figure: Systematic Overview of the GNSS Spoofing Simulation Set Up.
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Validation

d

‘ Data Source ‘ Num of mgs ‘ Timestamp Lat diff ‘ Lon diff ‘ Fix ‘
Original ublox Log 552 14:16:05 | 0.00002133 | 0.00002899 | 5
gnss_sdr agps 223 00:13:13 | 0.00007283 | 0.00004543 | 6
gnss_sdr aga 605 00:02:43 | 0.00001224 | 0.00002130 | 5
gnss_sdr agps, aga 2862 00:02:18 | 0.00012332 | 0.00011897 | 7
ublox agps 226 No time fix | 0.726741 0.586268 1
ublox aga - No time fix . - 0
ublox agps, aga 231 No time fix | 0.000392 0.000271 3
gnss_sdr agps, Beps 11552 00:00:24 0.000144 39.000095 | 4
gnss_sdr aga, Bca 4142 00:01:21 0.006285 20.047235 4
gnss_sdr agps, @Ga, B6pPs, Beca 142 00:01:13 0.777552 34.434319 4
ublox agps, Beps 178 00:00:35 0.000222 0.001033 0
ublox aga, Bea = No time fix = = 0
ublox agps, aga, Beps, Ba 186 No time fix | 0.000224 0.000220 0
ublox QAGPS, XGA and ﬁGP& ﬁA 185 No time fix 32.666489 45.748938 0
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Table: Comparison of message counts, first timestamp, min-max latitude/longitude differences,
and Fix metadata.)
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Figure: Comparison of test recording and simulation with gnss_sdr
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» Only E1B/C Galileo and L1 GPS bands can be simulated
» Some Anti Spoofing mechanism were triggered by an real receiver

P> Testing with better suited ephemerides files
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