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A Cloud-Native Architecture for Human-in-Control LLM-Assisted OpenSearch
in Investigative Settings

● LLM-Assisted OpenSearch: Using AI to generate complex queries, not to 
read the data.

● Investigative Settings: High-stakes scenarios requiring absolute precision.

● Cloud Native: Scalable, containerized microservices.

● Human-in-Control: The user decides, the AI only translates.

Dissecting the Title



● The Bottleneck: Processing unstructured text is a critical barrier in forensics 
(Skipanes et al., 2025).

● Current LLM Retrieval:
○ Text-to-SQL: Struggles with the unstructured and fuzzy nature of forensic data

(Shi et al., 2026).

○ Standard RAG: Risks hallucinations and lacks deterministic precision for legal filtering
(Gao et al., 2024).

● Cognitive Limits: LLMs often fail to identify relevant information in long texts 
("Lost-in-the-Middle", Liu et al., 2024).

Related Work



The Core Problem: The "Semantic Gap"

● Massive Scale: Huge volumes of unstructured data.

● The Gap: Human Intent ≠ Technical DSL.

● The Keyword Limit: Standard search misses context and indirect phrasing.



A closed Environment

● Strict Privacy: 100% On-Premise. No public APIs, no external clouds.

● The Sovereign Stack:
○ Self-hosted LLMs via local servers.
○ Private Cloud orchestration (Kubernetes) within high-security perimeters.

● Resource Realties: High hardware costs. Limited Supply of GPUs and RAM 
available.

● Legal Constraint: AI results are not reliable enough.



System Architecture



 The "Human-in-Control" Pipeline

● Input: "Find conversations 
about financial distress."

● Translation: Multi-Agent 
Pipeline generates 
OpenSearch DSL.

● Approval: Human validates 
logic before execution.

{
  "query": {
    "hybrid": {
      "queries": [
        {
          "nested": {
            "path": "semantic_segments",
            "query": { "match": 

  { <field_name>: "financial distress bankruptcy" } 
}

          }
        },
        {
          "neural": {
            "semantic_segments.embedding": {

 “query_text”: “conversations about ...”
              "model_id": "paraphrase-multilingual",
              "k": 100
            }
          }
        }
      ]
    }
  }
}



Preliminary Findings: Flat vs. Nested Indices

Goal: Solving the 
"Lost-in-the-Middle" problem in 
long documents.

Hypothesis: Strict 
segmentation leads to context 
fragmentation.



 Conclusion & Future Work

● The Bridge: Successfully translated investigative intent into secure database 
logic.

● The "Vibe Coding" Dilemma: The human is in control, but forced to verify 
complex JSON they barely understand.

● Future Work:
○ Optimizing "Score Fusion" (Flat vs. Nested).
○ UX Layer: Translating the JSON back into a visual, readable summary before execution.
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