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Due to increasing technological complexity, cost-effectiveness, specialization, and supply chain
efficiency, the semiconductor design-to-manufacturing process has become globalized.
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Do you think this hardware is secure?
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This is Hardware Trojan!
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A Hardware Trojan(HT) refers to a malicious circuit component intentionally inserted during the design or manufacturing

process of an integrated circuit (IC).

Hardware Trojan

Circuit . Circuit
Inputs » Trigger > Payload > Outputs

Potential Impacts of Hardware Trojans

« Information Leakage : HTs can leak sensitive data such as cryptographic keys, passwords, or biometric information to external entities.
« Denial of Service : HTs may halt system operation or cause abnormal behavior when certain conditions are met.

« Change functionality : An IC may appear to function normally, but HTs can trigger unintended behavior.

« Downgrade performance : changing power characteristics or introducing reliability problems in the chip. This influences power and/or

delay characteristics of wires and gates in the affected circuit.
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"Breakthrough silicon scanning discovers backdoor in military chip.”’

“The Big Hack”

Bloomberg
Businessweek

The Big Hack
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| Specification

wir
k1, k2, k3, k4, k5, k6, k7, k8, k9,
kob, klb, k2b, k3b, k4b, kSb, kéb, k7b, keb, kob;
wire Tj_Trig; .
always @ (posedge clk) R I L Desl n
begin
if(rst == 1'bl) begin
0 <= 128'b0; L
kO <= 128'b0;
end D Q
else begin
key
KO <= key —pew

g o<k —_—
| Netlist/Gate Level |
—

| Physical Design Layout |

5

—
Fabrication
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always @ (pos
be:

0] sl
0] 1 2 53, 54, s5, s6, s7, s8, s9,
k2, , kS, k6, k7, k8, k9,
kOb, klb, k2b, k3b4 kab, kSb, kéb, k7b, k8b, kSb;

wire Tj_Trig:

e clk)

rst == 1'bl) begin
<= 128'b0;
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- £ . Why Is It Important to Detect Hardware Trojans?
| Specification | Y P )
« Prevent Security Breaches
1 v HTs can act as critical vulnerabilities that compromise the integrity and confidentiality
I RTL Design I of entire systems.
1 v They pose especially severe threats in domains like 10T, defense, autonomous vehicles,
- and financial systems, where a breach can cause catastrophic damage.
|  Netlist/Gate Level | |
Ensure Trustworthiness
1 v It is essential to prove that chips manufactured in the product supply chain are secure.
I PhyS|ca| DeSIgn Layout I HT detection is a prerequisite for gaining trust from customers and certification
1 authorities.
» Detection Complexity
I Fabrication I v" Since HTs are typically small in size and activate only under specific conditions, post-
1 silicon validation (detection after manufacturing) is extremely challenging and costly.
v Therefore, pre-silicon detection (during the design phase) is a much more effective and
| Assembly | |
practical approach., and defense systems.
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I Specification I Why Is It Important to Detect Hardware Trojans?
» Prevent Security Breaches
1 v HTs can act as critical vulnerabilities that compromise the integrity and confidentiality
I RTL Design I of entire systems.
1 v They pose especially severe threats in domains like 10T, defense, autonomous vehicles,

and financial systems, where a breach can cause catastrophic damage.

|  Netlist/Gate Level

 Ensure Trustworthiness

1 v It is essential to prove that chips manufactured in the product supply chain are secure.
I PhySIC3| DeSIgn Layout I HT detection is a prerequisite for gaining trust from customers and certification

1 authorities.

+ Detection Complexity

I Fabrication I v" Since HTs are typically small in size and activate only under specific conditions,

1 post-silicon validation (detection after manufacturing) is extremely challenging and

costly.
| Assembly | . : , : , .
v Therefore, pre-silicon detection (during the design phase) is a much more effective

and practical approach., and defense systems.
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l

| RTL Design

1

1
1
1

Advantages of Detecting Hardware Trojans at the RTL Design Stage
« Pre-Silicon Security Verification
v The RTL (Register Transfer Level) stage represents the logical design of a circuit before
it is physically fabricated on silicon.
v Detecting HTs at this stage allows security vulnerabilities to be eliminated early,
significantly reducing the cost and time associated with redesign.
« Enhances Supply Chain Security
v By using models that can verify the absence of HTs during the design stage, it becomes

possible to ensure higher trustworthiness in the subsequent manufacturing and testing

phases.

v This contributes to strengthening the overall security of the IC supply chain.
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Advantages of Detecting Hardware Trojans at the RTL Design Stage
« Pre-Silicon Security Verification
v' The RTL (Register Transfer Level) stage represents the logical design of a circuit before
it is physically fabricated on silicon.
v Detecting HTs at this stage allows security vulnerabilities to be eliminated early,
significantly reducing the cost and time associated with redesign.
« Enhances Supply Chain Security
v By using models that can verify the absence of HTs during the design stage, it
becomes possible to ensure higher trustworthiness in the subsequent
manufacturing and testing phases.

v This contributes to strengthening the overall security of the IC supply chain.
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Proposed method
Our Goal

Can we be certain that there are no HTs if the RTL is
designed according to the designer’s intent?

Hardware Security Laboratory



KOREA U\IVERSITY

Proposed method
Our Goal

Can we be certain that there are no HTs if the RTL is
designed according to the designer’s intent?

However, in reality, during the integration process after RTL design, the use of third-party IPs, or the RTL utilization
stage, an attacker can stealthily insert HTs without disrupting the intended functionality. Therefore, functional
verification alone is insufficient to detect HTs, and it is necessary to identify structural anomalies within circuits that
appear functionally normal.
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Proposed method
Our Goal

We proposes a method to verify, at the design stage, the absence of HTs by detecting
structurally anomalous regions—despite functional normality—using an unsupervised
learning-based Graph Autoencoder (GAE).
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Proposed method
Our Goal

High-level a schematic of our method

hodule aes_128_ht(clk, rst, state, key, out, w_tap_trig_a)
i

o Encoder Decoder

127:0] state, key

p.irig o e N [ N aVa ~

7:0] 50, ko

7:0] sl. s2, $3, s4, 5, 6, 7, $8, 9,

K1, k2, k3, k4, kS, k6, k7, k8, k9,

kob, klb, k2b, k3b, kdb, kSb, kb, k7b, keb, ksb

Compare Reconstruction Errors

(}i-[dy

Trojan

O O
ONORO,

R (clk. rst, ko, k1
pand_key_128_t1100 (clk, rst, k
128711100 a3 (clk, rst, k2.
a4 (clk, rst, k3,
as (clk, rst, ka,
a6 (clk, rst, kS
a7 (clk, rst, k.
e a8 (clk. rst, k7.
expand_key_128_ a9 (clk, rst, k8,
expand_key 128 11100_tap  al0 (clk, rst

OO0 0O

O O

one_round_t1100  rl (clk, rst, sO, kob, sl)
rst, sl, klb, s2)

O OO

one_round_t1. rst, s2, kab, 3)

one_round_t1100  rd (clk, rst, s3, k3b, sd); ) Y(Output)
one_round_t1100  r5 (clk, rst, sd, kb, s5)

one_round_t1100 rst, 5, ksb, s6) X(Input) \ 7\ \ J N\ /

one_round_t1100 rst, s6, keb, s7)

one_round_t1100  r8 (clk, rst, s7, k7b, s8) Input layer Hidden layer Output layer

one_round_t1100  r9 (clk, rst, s8, kb, s9)

final_round_t1100 rf (clk, rst, s9, keb, out2)

RTL DFG GAE
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podule aes 128 ht(clk, rst, state, key, out, w_tmp_trig_a);
input clk;
input rst;
input [127:0] state, key;
output [127:0] out;
output w_tmp_trig_a;
wire [127:0] out2;
reg [127:0] s0, kO;
wire [127:0] sl, s2, s3, s4, s5, s6, s7, s8, s9,
kl, k2, k3, k4, k5, k6, k7, k8, k9,
kob, klb, k2b, k3b, kab, k5b, k6éb, k7b, k8b, kSb;

wire Tj_Trig;

always @ (posedge clk)
begin
if(rst == 1'bl) begin
sO <= 128'b0;
kO <= 128'b0;
end
else begin
s0 <= state ~ key;
kO <= key;
end
end

Convert RTL(GM) to graph data
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Input Data(nodesx 37) —

N

GCN Layer with ReLU
(37—74)

@ — Encoder

GCN Layer with ReLU
(74->148)

O

Latent Representation —

v

GCN Layer with RelLU
(148->74)

£} — Decoder

GCN Layer with RelLU
(74->37)

(8 (h) (i) @

Using learning and test data with GAE

Reconstructed Output(nodesx 37) —
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Node with large reconstruction error odule aes 128 ht(clk, rst, state, key, out, w_tmp_trig_a);

input [127:0] state, key;
output [127:0] out;

1) gl (] =
eqg ' U U, U;
wire [127:0] sl, s2, s3, s4, s5, s6, s7, s8, s9,
kl, k2, k3, k4, kS, k6, k7, k8, k9,
kob, klb, k2b, k3b, kd4b, kSb, ké6b, k7b, k8b, kSb;

wire 1)_Irig;

always @ (posedge clk)
begin

1f(rst == 1'bl) begin
s0 <= 128'b0;
kO <= 128'b0; s

end Hardware Trojan

else begin
sO <= state ~ key;

0 kO <= key;
end

end

@

Reconstructed DFG RTL

If the reconstruction error exceeds the threshold (Th), it is determined that an
HT has been inserted, and by sorting the reconstruction errors of each node,
the suspicious nodes can be mapped to the corresponding RTL code.
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Results

Table 5: The modularity of untrained HTs and their similarity to the GM for performance comparison.

Benchmark Detection difficulty metric Successful HT detection Localization accuracy (%)
Modularity | Similarity [36] | [6] | [24] | Ours | L(1) | Li2) | L(5) | L(10) | L(20) | L{AL) Ex erimental Ob'ective
AES-T200 0971417564 | 0.999990410 O 0 0 0 100.0 | 100.0 | 6000 | 5000 [ B85.71 81.82 p J
AES-T300 0.969626044 | 0.999954572 O 0 0 0 1000 | 1000 | 1000 | 60.00 | &0.00 70.37 . TO ve r|fy Wh et h er th e p ro posed unsu pe rVi Sed GA E
AES-T400 0973308165 | 0.999994401 X 0 0 0 100.0 | 1000 | 1000 | 50.00 | B9.47 88.24
AES-T500 0972776842 | 0.999998631 X 8] 0 0 100.0 | 100.0 | 2000 | B0.00 [ BB.E9 83.33 m Od el can d etect va ri ous H a rd ware TrO_j ans (H TS)
AES-Ta00 0970348372 | 0.999998286 X 0 (] 0 1000 | 1000 | 8000 | 90.00 | 95.00 290.91
AES-TT00 0972131557 | 0.999993565 O 0 0 0 100.0 | 100.0 | 6000 | B50.00 | B6.6T B0.00 H H
AES-Ta00 0971612477 | 0.999993409 O 0 0 0 1000 | 1000 | 1000 | 50.00 | 20.00 87.50 WIthOUt req uiri ng la beled HT data.
AES-To00 0972227887 | 0.999993553 O 0 0 0 100.0 | 100.0 | 6000 | 8000 [ B7.50 81.82 H H H
AES-T1000 0971606293 | 0.9999588274 O 0 0 0 100.0 | 1000 | 6000 | 5000 [ BB.24 81.82 : TO evaluate Whether Stru Ctural anomalles Il RTL deSIQnS
AES-T1100 0.974109880 | 0.999979723 0 8] 8] 0O 100.0 | 1000 | 1000 | 50.00 | S0.00 89.47 W|th inserted TrOjanS can be |dent|f|ed after training
AES-T1200 0971335814 | 0.999990147 O 0 0 0 100.0 | 1000 | 6000 | 5000 [ BB.24 84.62
AES-T1300 0976191388 | 0.999953454 0 0 0 0 1000 | 1000 | 1000 | 50,00 | 70.00 77.14
AES-T1400 0972557902 | 0.999954456 O 0 0 0 100.0 | 1000 | 40,00 | 40.00 [ 60.00 77.14 on ly on the GOlden M Odel (G M)
AES-T1500 0976239173 | 0.999970516 O X 0 0 100.0 | 1000 | 40,00 | 30.00 | 60.00 70,97
AEST1600 | 0.976982885 | 0.999967829 | X X | o O | 1000 | 10000 | 1000 | 90.00 | 90,00 | o167 Results
AES-T1700 0975548388 | 0.999978077 X X 0 0 100.0 | 1000 | 1000 | 8000 [ B7.50 85.71
AES-T1800 0976065260 | 0.999989559 X 0 (] 0 100.0 | 10000 | 8000 | 5000 | 83.33 | 75.00 . Accura Cy Com pa ra b | e to or bette r th an existi N g
AES-T1900 0976024699 | 0.999972474 X X 0 0 100.0 | 1000 | 8000 | 50,00 [ 83.33 75.00
AES-T2000 | 0971457001 | 0.999985900 | X | O | © O | 1000 | 1000 | 1000 | 90.00 | 95.00 | 92.31 methods (100% Accuracy / F1-score)
R5232-T200 0.822624646 | 0.999805259 O 0 0 0 100.0 | 50,00 | 40,00 | 50,00 [ 70.00 57.89
R5232-T300 | 0.803968802 | 0.999879782 | X X 0 O | 100.0 | 50.00 | 60.00 | 70.00 | 63.16 | 81.25 . Genera“ty ‘Ca pable of detecting HTs regard|e55 of their
R5232-T400 0.815408721 | 0.999856644 X b4 0 0 1000 | 50,00 | 60.00 | 60.00 [ 7857 | 6667
RS232-T500 | 0.810271366 | 0.999863642 | X | X | O O | 1000 | 1000 | 80.00 | 80.00 | 63.16 | 78.95 type or insertion location
R5232-Ta00 0792732479 | 0.999292380 X X 0 0 100.0 | 1000 | 8000 | 60.00 [ 3000 75.00
RS232-T700 0.792732479 | 0999292380 b X 0 0 1000 | 1000 | 80.00 | &0.00 | 8000 | 75.00 . Localization : Accurate identification of insertion points
R5232-TE00D 0798013320 | 0.999331041 O 0 0 0 100.0 | 50,00 | 8000 | 70,00 [ 70.00 58.33
R5232-T900 0779747438 | 0.999287553 X X (] 0 100.0 | 1000 | 1000 | 60.00 | 73.68 | 75.00 u Si ng on |y the top_'] reconstru Ction error node
R5232-T901 0. 785438256 | 0.999170823 X X 0 0 100.0 | 1000 | 1000 | 80.00 [ 75.00 B0.00
PIC16F84-T200 | 0.833086209 | 0.999990499 O 0 0 0 100.0 | 50,00 | 20000 | 10,00 [ 50.00 741
PIC16F84-T300 | 0.833204190 | 0.999990499 O 0 0 0 100.0 | 50,00 | 20000 | 10,00 [ 50.00 769
PIC16F84-T400 | 0.833093852 | 0.999990499 O 0 0 0 100.0 | 50,00 | 20000 | 10,00 [ 50.00 833
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Results

Table 5: The modularity of untrained HTs and their similarity to the GM for performance comparison.

Detection difficulty metric Successful HT detection Localization accuracy (%)
Modularity | Similarity [36] | [6] | [24] | Ours | L(1) | L(2) | L(5) | L(10) | Li20) | L(Al)
AES-T200 0.971417564 | 0.999990410 1000 | 1000 | 6000 | 8000 [ 85.71 81.82
AES-T300 0969626044 | 0.999984572 100.0 | 100.0 | 1000 | 60.00 | &0.00 | 7037
AES-T400 0.973308165 | 0.999994401 1000 | 1000 | 1000 | 80,00 | 8947 88.24
AES-T500 0972776842 | 0.999998631 100.0 | 1000 | 80.00 | 8000 | BB.89 83.33
AES-Ta00 0970348372 | 0.999995286 100.0 | 100.0 | 80.00 | 9000 | 95.00 | 20.91
AES-TT700 0.972131557 | 0.999993565 100.0 | 1000 | 60.00 | 8000 | B6.67 20.00
AES-TZ00 0971612477 | 0.999993409 100.0 | 1000 | 1000 | 80.00 | 20.00 | E7.50
AES-T900 0972227887 | 0.999993553 1000 | 1000 | 6000 | 80.00 [ 87.50 HJ.T._" . L(—I) A|WayS 100% s The nOde W|th the h|ghest
AES-T1000 0.971606293 | 0.9999588274 1000 | 1000 | 6000 | 80,00 | 38.24 81.82

AES-T1100 0.974109880 | 0.999979723 100.0 | 100.0 | 1000 | 80.00 | 20.00 | B89.47
AES-T1200 0.971335814 | 0.999990147 1000 | 1000 | 6000 | 80,00 | 38.24 84.62

Benchmark

Evaluation of HT Localization Performance

« L(n) metric: The percentage of the top n nodes with the

highest reconstruction errors that correspond to actual

HT locations.

reconstruction error exactly matches the HT insertion

AES-T1300 0976191388 | 0.9999583454 100.0 | 100.0 | 1000 | 5000 | 7000 | 77.14 Oint
AES-T1400 0972557202 | 0.999984456 100.0 | 1000 | 40.00 | 4000 | 6000 [ 77.14 p ’
AES-T1500 0976239173 | 0.999970516 100.0 | 100.0 | 40.00 | 3000 | 6000 [ 7097

« Although HT localization becomes more challenging in

AES-T1600 0976982885 | 0.999967829
AES-T1700 0975548388 | 0.999978077
AES-T1800 0976065260 | 0.999989559
AES-T1900 0976024699 | 0.999972474
AES-T2000 0971457001 | 0.999985%900

100.0 | 100.0 | 1000 | 9000 | 2000 [ 91.67
100.0 | 100.0 | 1000 | 8000 | 87.50 | B5.71
100.0 | 100.0 | 80.00 | 50,00 | 8333 | 75.00
100.0 | 100.0 | 80.00 | 5000 | 8333 | 75.00
100.0 | 100.0 | 1000 | 9000 | 95.00 | %231

highly complex circuits, the accuracy based on L(1)

consistently remains at 100%.

R5232-T200 0.822624646 | 0.999805259 100.0 | 50,00 | 40.00 | 50,00 | 7000 [ 57.89
R5232-T300 0.803968802 | 0.999879782 100.0 | 5000 | 60.00 | 7000 | 6316 | 851.25
RS232-T400 0.5815408721 | 0.999856644 100.0 | 50,00 | 60.00 | 60.00 | 7857 | 66.67

R5232-T500 0810271366 | 0.999863642
R5232-Ta00 0.792732479 | 0.999292380
R5232-T700 0.792732479 | 0.999292380
R5232-T800 0.798013320 | 0.999331041
RS232-T900 0779747438 | 0.999287553
R5232-T901 0.785438256 | 0.999170823
PIC16F84-T200 | 0.833086809 | 0.999990499
PIC16F84-T300 | 0.833204190 | 0.999990499
PIC16F84-T400 | 0.833093852 | 0.999990499

100.0 | 100.0 | 80.00 | 8000 | 63.16 | 78.95
100.0 | 100.0 | 80.00 | 60.00 | 8000 [ 75.00
100.0 | 100.0 | 80.00 | 60.00 | 8000 [ 75.00
100.0 | 5000 | 80.00 | 7000 | 7000 [ 5833
100.0 | 1000 | 1000 | 60.00 | 7T3.68 | 75.00
100.0 | 100.0 | 1000 | 8000 | 7500 [ 80.00
100.0 | 50,00 | 20,00 | 10,00 | 50.00 741
100,00 | 50,00 | 20,00 | 10,00 | 50.00 769
100,00 | 50,00 | 20,00 | 10,00 | 50.00 833

sl Ralla] PRl 4 AL Y EA Rel i B AR fe] Fel i o] fo] fa] N el fs] o] Ral i FH Fd R e] fa]
ol fol o] Fd i dia] FdFdEdEd F sl le] F il dFd Fdiallelis] ja]is] o] lo] o] o] jo] o] k] f o]
slislis]le]lislis]is]is]islis]is]islia]is]islie]is]s]is]ialls]is]is]fa]is]is]ls] o] is]}a]la]
s]jolle]ie]folls] fo] o] lo]lfe] jo] o]l il lo] folfe] o] o] falio] o] fo]fo] o] o] o] o] fo] lo] ko]l o]
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Results

Table 6: The top 10 list of high reconstruction errors when
the AES128-T300 data flow graph is reconstructed.

[ Node index | Reconstructionerrors | Nodename | Evaluation of HT Localization Performance
11280 2.985195875 top TiTrojanl SHReg7
11275 2.985195398 top-TjTrojan1.rkd « The top 10 nodes with the highest reconstruction errors
11276 2.985195393 top.TjTrojanl.rks
11277 2.985195398 top TjTrojan1.rké were confirmed to correspond to actual HT circuits.
11278 2985195398 top.TjTrojan.rk7?
1279 2985195398 top.TjTrojan1.rks « Even when 2, 3, or 4 HTs were simultaneously inserted
11229 1.706307411 top AES rf stateout
2558 1.684933305 top. AES.r2.clk H
e P oo AES Tk into AES128, all were successfully detected.
4608 1.684933305 top. AES rd.clk

Table 7: The top 20 list of high reconstruction errors with GM and HTs. One node from each HT is highlighted.

2 HTs (GM+AES125-T200+ AES125-T400)

3 HTs (2 HTs + AES128-T500)

3 HTs (3 HTs + AES125-T600)

L(20)=45% L(20)=55% L(20)=55%
top. TjTSC400.Tjbeep2 top.TjTSC400.Tjbeep2 top.TjTSC400.Tjbeep2
top TjTSC400.TjSHIFTReg top TjTSC400.TjSHIFTReg top. TjTSC400.TjSHIFTReg
top TjTSC400.Tjbeeps top TjTSC400.Tjbeeps top TJTSC400.Tjbeeps
top. AES key top.AES key top. AES key
top.TjTrojan200.Tjlfsr.Tjlfsrstream top.Capacitance top.Capacitance
top.Capacitance top TjTrojan200.Tjlfsr Tjlfsrstream | top.TjTrojan200.Tjlfsr Tjlfsrstream
top.AES.clk top. TiTSC400.TiMUXSel top.AES.clk
top. TjTSC400.TjTrig top. AES.clk top. TjTSC400.TjTrig
top. AES.rf.841.51.0ut top T TSC400.T{Trig top TjTrojan600.TjDetected
top. AES.rf.542 51.out top AES.rf.541.51.out top AES.rf.541.51.out
top. AES.rf.543.51.out top.AES.rf.542.51.out top. AES.rf.542.51.out
top. AES.rf.544. 51.out top. AES.rf.543.51.0ut top. AES.rf.543.51.out
top.TjTrojan400.TjDetected top.AES.rf.544 51.out top. AES.rf 544 51.out
top. TjTSC400. Tjrst top.TjTrojan400.TjDetected top.TjTrojan400.TjDetected
top.TjTrojan400.Tjclk top.TjTrojan500.TjDetected top. TjTSC400 Tjrst
top. AES. state top. TjTSC400.Tjrst top.TjTrojan500.T)5tate2
top.Antena top TjTrojan400.Tjclk top TjTrojan500.TjState3
top TjTSC400.Tjkey top.TjTrojan500.Tjclk top.TjTrojan400.Tjclk
top. AES.r1.t1.t3.50.0ut top. AES. state top.AES. state
top. AES.r1.t2.t3.50.0ut top.Antena top Antena

« Among the top 20 nodes with the highest
reconstruction errors, nodes corresponding to each HT
were included.

« At least one node from every HT appeared in the top-

ranked list.
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Limitations

« The method proposed in this study requires GM.
« Since the GAE is specialized and trained on a single GM, its generalization performance to other circuits (GMs) is limited.

« Additional research is needed to detect a wider variety of HT types.

Contributions

*  GAE4HT demonstrated very high performance in both HT detection and localization(100% Accuracy and F1-score), effectively
overcoming the limitations of traditional supervised learning and side-channel-based methods.

« It requires no HT data for training; instead, it performs unsupervised learning solely based on the GM, enabling effective detection and
localization of HTs across various types and complexity levels.

« This study presents a practical and scalable solution that facilitates early-stage HT detection during the IC design and verification

process, helping to preemptively block potential security threats.
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III

“Assume every chip is unusua
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