
Hardware Security Laboratory

Malicous Hardware Detection with 
Advanced Artificial Intelligence Models

Junghee Lee

School of Cybersecurity, Korea University



Hardware Security Laboratory

Background & Related works

Due to increasing technological complexity, cost-effectiveness, specialization, and supply chain 
efficiency, the semiconductor design-to-manufacturing process has become globalized.
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Do you think this hardware is secure?
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This is Hardware Trojan!
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Proposed method

Can we be certain that there are no HTs if the RTL is 
designed according to the designer’s intent?

However, in reality, during the integration process after RTL design, the use of third-party IPs, or the RTL utilization 
stage, an attacker can stealthily insert HTs without disrupting the intended functionality. Therefore, functional 

verification alone is insufficient to detect HTs, and it is necessary to identify structural anomalies within circuits that 
appear functionally normal.
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Proposed method

We proposes a method to verify, at the design stage, the absence of HTs by detecting 
structurally anomalous regions—despite functional normality—using an unsupervised 

learning-based Graph Autoencoder (GAE).
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Convert RTL(GM) to graph data
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Proposed method

Using learning and test data with GAE
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Proposed method

If the reconstruction error exceeds the threshold (Th), it is determined that an 
HT has been inserted, and by sorting the reconstruction errors of each node, 

the suspicious nodes can be mapped to the corresponding RTL code.



Hardware Security Laboratory

Results



Hardware Security Laboratory

Results



Hardware Security Laboratory

Results



Hardware Security Laboratory

Discussion & Conclusions



Hardware Security Laboratory

Discussion & Conclusions

“Assume every chip is unusual”
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