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INTRODUCTION

Ransomware Variants

Quellen: https://www.xorlab.com/en/blog/how-to-protect-businesses-against-ransomware-attacks & https://blogs.manageengine.com/active-directory/log360/2021/03/10/ransomware-in-2021-what-has-changed-detection-and-mitigation-strategy.html  & 

https://dribbble.com/shots/7605020-Start-your-dropshipping-business 
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MOTIVATION

Ransomware Report Findings (Urgency)

Quelle: https://bullwall.com/ransomware-resilience-benchmark-report-2026/

Organizations experienced 
at least one ransomware

attack in the last two years

Those attacked were hit 
with double or triple 

extortion

42%57%
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MOTIVATION

Ransomware Report Findings (Criticality)

Quelle: https://bullwall.com/ransomware-resilience-benchmark-report-2026/
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THREAT-LED KILL CHAIN PERSPECTIVE ON RANSOMWARE

RQ1: What are the dominating ransomware groups identified by their victim count?

RQ2: What are the Tactics, Techniques, and Procedures employed by ransomware groups, and how are 

these quantified to understand their prevalence and variation?

RQ3: What are the related mitigations that can effectively reduce the risk of successful ransomware 

attacks based on the identified and quantified Tactics, Techniques and Procedures, and what is their 

prioritization?

Part 1/2 (2023)
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METHODOLOGY

Quelle: Alexander Lawall and Petra Beenken (2024). A Threat-Led Approach to Mitigating Ransomware Attacks: Insights from a Comprehensive Analysis of the Ransomware Ecosystem. 

In Proceedings of the 2024 European Interdisciplinary Cybersecurity Conference (EICC '24). Association for Computing Machinery, New York, NY, USA, 210–216. https://doi.org/10.1145/3655693.3661321
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Ransomware Groups ranked by their victim count

RESULTS AND ANALYSIS

Quelle: Alexander Lawall and Petra Beenken (2024). A Threat-Led Approach to Mitigating Ransomware Attacks: Insights from a Comprehensive Analysis of the Ransomware Ecosystem. 

In Proceedings of the 2024 European Interdisciplinary Cybersecurity Conference (EICC '24). Association for Computing Machinery, New York, NY, USA, 210–216. https://doi.org/10.1145/3655693.3661321



27.10.2025 Alexander Lawall - Reconnaissance to Resilience: A Threat-Led Kill Chain Perspective on Ransomware and Emerging AI-Driven Threats10

RESULTS AND ANALYSIS

Collection of 
Techniques and 

Scores

• Information gathering for individual Ransomware Groups TTPs

Aggregation into 
Master Layer

• Consolidation of individual layers to master layer with all TTPs 
(frequency of TTPs -> Score)

Identification of 
Mitigations

• Identification of mitigations for each TTP

Summation of 
Technique Scores

• For each mitigation: sum all scores of related TTPs

Tactics, Techniques, and Procedures (quantified)
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Tactics, Techniques, and Procedures (quantified)

RESULTS AND ANALYSIS
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Tactics, Techniques, and Procedures (quantified)

RESULTS AND ANALYSIS
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Related Mitigations for Tactics, Techniques, and Procedures

RESULTS AND ANALYSIS

Collection of 
Techniques and 

Scores

• Information gathering for individual Ransomware Groups TTPs

Aggregation into 
Master Layer

• Consolidation of individual layers to master layer with all TTPs (frequency 
of TTPs -> Score)

Identification of 
Mitigations

• Identification of mitigations for each TTP

Summation of 
Technique Scores

• For each mitigation: sum all scores of related TTPs
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Related Mitigations for Tactics, Techniques, and Procedures

RESULTS AND ANALYSIS

Quelle: Alexander Lawall and Petra Beenken (2024). A Threat-Led Approach to Mitigating Ransomware Attacks: Insights from a Comprehensive Analysis of the Ransomware Ecosystem. 

In Proceedings of the 2024 European Interdisciplinary Cybersecurity Conference (EICC '24). Association for Computing Machinery, New York, NY, USA, 210–216. https://doi.org/10.1145/3655693.3661321
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RESULTS AND ANALYSIS

Prioritization of Mitigations

Quelle: Alexander Lawall and Petra Beenken (2024). A Threat-Led Approach to Mitigating Ransomware Attacks: Insights from a Comprehensive Analysis of the Ransomware Ecosystem. 

In Proceedings of the 2024 European Interdisciplinary Cybersecurity Conference (EICC '24). Association for Computing Machinery, New York, NY, USA, 210–216. https://doi.org/10.1145/3655693.3661321



27.10.2025 Alexander Lawall - Reconnaissance to Resilience: A Threat-Led Kill Chain Perspective on Ransomware and Emerging AI-Driven Threats16

What are the Tactics, Techniques, and

Procedures employed by ransomware

groups, and how are these quantified to

understand their prevalence and

variation?

What are the related mitigations that

can effectively reduce the risk of

successful ransomware attacks based on

the identified and quantified Tactics,

Techniques and Procedures, and what is

their prioritization?

What are the dominating ransomware

groups identified by their victim count?

CONCLUSION (PART 1: 2023)
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NEW TRENDS IN RANSOMWARE

RQ1: How has the ransomware ecosystem evolved over the past two years, and what key trends 

currently characterize its structure and operations?

RQ2: What is the impact of these changes on the TTPs adopted by ransomware groups?

Part 2/2 (2024/25)
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Ransomware Groups ranked by their victim count

RESULTS AND ANALYSIS
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Tactics, Techniques, and Procedures (quantified)

RESULTS AND ANALYSIS
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Paradigm Shift through AI

RESULTS AND ANALYSIS

From Human Expertise to AI Automation

▪ First documented use of ChatGPT (FraudGPT) and generative AI for malware development by 

the group FunkSec

▪ AI lowers technical barriers → emergence of “Ransomware-as-a-Service (RaaS) 2.0”

▪ Automated generation of phishing campaigns, exploit scripts, and code obfuscation

▪ Enables decentralized and opportunistic threat actors with minimal coding skills

▪ Represents a transformative shift toward intelligent, self-learning cyber threats
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Paradigm Shift through AI

RESULTS AND ANALYSIS

Key Observations from MITRE ATT&CK Heatmap

▪ Red zones = Most frequently used techniques:

▪ T1059 – Command-Line Execution

▪ T1486 – Data Encryption for Impact

▪ T1657 – Financial Theft

▪ Emerging trends:

▪ Increased focus on data exfiltration and cloud-based operations

▪ Broader integration of AI-assisted automation across all ATT&CK phases
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AI-Driven Shifts in TTP Focus

RESULTS AND ANALYSIS

Tactic (MITRE) Technique (MITRE) AI Contribution

TA0001 – Initial Access
Exploit Public-Facing Applications 
(T1190)

Automated vulnerability scanning & 
exploitation

TA0005 – Defense Evasion Encryption, Rootkits (T1211, T1014)
AI-assisted code mutation & 
obfuscation

TA0007 – Discovery
System Information Discovery 
(T1082)

AI-driven environment mapping & 
prioritization

TA0010 – Exfiltration
Cloud Storage Abuse (e.g., Mega, 
Drive)

Automated data packaging & transfer 
routines

Key takeaway:

AI enhances efficiency, adaptability, and stealth across every ransomware phase.



27.10.2025 Alexander Lawall - Reconnaissance to Resilience: A Threat-Led Kill Chain Perspective on Ransomware and Emerging AI-Driven Threats23

Ransomware + AI = New Threat Models

RESULTS AND ANALYSIS

Observed Trends

▪ AI-driven automation in reconnaissance and lateral movement

▪ Adaptive attack decisions through ML-based prioritization models

▪ New impact tactics: combination of encryption, financial theft, and extortion

▪ Hybrid motivations: blending cybercrime, hacktivism, and political influence

▪ The human factor is no longer the weakest link – AI exploitation is
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Tactics, Techniques, and Procedures (quantified)

RESULTS AND ANALYSIS
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Related Mitigations for Tactics, Techniques, and Procedures

RESULTS AND ANALYSIS
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CONCLUSION (PART 2: 2024/25)

▪ Several Changes in top ransomware techniques from 2023 to 2024
▪ AI enables scalable, adaptive, and difficult-to-detect attack strategies
▪ Cyber defense must transition from reactive to intelligence-driven models
▪ Future threat landscape = AI-driven evolution of TTP ecosystems
▪ Continuous TTP monitoring and re-mapping are essential for resilience

➢ How can AI for Cyber Defense systems detect cyber attacks in real time?

AI Redefines the TTP Paradigm
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AI FOR CYBER DEFENSE

RQ1: How do ML-based IDS models perform on target network data compared to their original training 

datasets?

RQ2: Does integrating benign, target-specific data enhance IDS accuracy and generalization?



27.10.2025 Alexander Lawall - Reconnaissance to Resilience: A Threat-Led Kill Chain Perspective on Ransomware and Emerging AI-Driven Threats28

CIC-IDS2017: 

▪ ~2 million network flows

▪ Simpler network setup

▪Used as target network in hybrid approach

CSE-CIC-IDS2018: 

▪ ~16 million network flows (reduced by 95% 

benign traffic)

▪Complex infrastructure (420 machines)

▪ Attack source in hybrid approach

DATASETS

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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DATA PROCESSING & FEATURE SELECTION

Preprocessing:

▪ Reduced benign traffic in CSE-CIC-IDS2018 by 95%

▪ Selected 7 attack categories present in both datasets

▪ Excluded attacks with fewer than 100 samples

▪ Removed incomplete records and handled infinite values

Feature Selection:

▪ Combined chi-squared tests and mutual information scores

▪ Applied correlation threshold of |0.7| to reduce multicollinearity

▪ Selected 39 features from original 81 network flow features
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FFNN: 

▪ 2 dense layers (64, 32 neurons)

▪Dropout (30%)

▪ L2 regularization

▪ReLU activation

CNN: 

▪ 3 convolutional layer

▪Decreasing filters (120, 60, 30)

▪ Increasing kernel sizes (2, 3, 4)

▪ReLU activation

EXPERIMENTAL SETUP

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.

Model Architectures
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Baseline: 

▪ Train and test on same dataset

Cross-Network:

▪ Train on A, test on B

▪ Train on B, test on A

Hybrid Approach:

▪Benign traffic from target

▪ Attack traffic from source

EXPERIMENTAL SETUP

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.

Configurations
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RESULTS

Both architectures showed excellent performance when trained and tested on the

same dataset:

▪ Strong detection capabilities across all attack categories

▪ CNN showed marginally better consistency across attack types

▪ High F1-scores for both malicious and benign traffic

Baseline Results

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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RESULTS

Notable performance degradation when models were tested on different network

environments:

▪ CNN shows better generalization (avg. F1-score: 0.495) compared to FFNN (avg. F1-score: 0.345)

Cross-Network Generalization

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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RESULTS

Integrating benign traffic from target network with attack traffic from source network:

▪ No significant improvement over direct cross-network testing

▪ Hybrid approach did not solve the generalization challenge

▪ CNN maintains better performance than FFNN

Hybrid Approach Results

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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RESULTS

Attack-specific Analysis

Poor Generalization:

▪Botnet Ares (F1≈0)

▪DDoS-LOIC-HTTP (F1≈0)

▪DoS GoldenEye (F1=0.05-0.50)

▪DoS Hulk (F1=0-0.75)

Better Generalization: 

▪DoS Slowloris (F1=0.78-0.97)

▪ Infiltration-NMAP (F1=0.33-0.92)

▪ SSH-BruteForce (F1=0.66-1.00)

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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RESULTS

Quelle: A. Lawall and T. Zöller, "Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models“, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.

Attack-specific Analysis: Feature Distribution

DDoS-LOIC-HTTP:

(High variability between datasets)

▪Mean KS statistic: 0.380

▪ Standard deviation: 0.411

DoS Slowloris:

(more consistent)

▪Mean KS statistic: 0.233

▪ Standard deviation: 0.229
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RESULTS

Attack-specific Analysis: Network Activation Analysis

▪ DoS Slowloris shows remarkably consistent internal representations across networks

▪ DDoS-LOIC-HTTP exhibits network-specific rather than attack-specific patterns

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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RESULTS

Attack-specific Analysis: Why DoS Slowloris generalizes better?

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based Intrusion Detection System Models”, 

2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 10.1109/ICSC65596.2025.11140289.
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CONCLUSION AND FUTURE WORK

➢ Substantial performance drop when IDS models are deployed to new environments
▪ FFNN F1-scores drop from 0.98 to 0.31-0.36
▪ CNN F1-scores drop from 1.00 to 0.46-0.52

➢ CNN models generalize better than FFNN models

➢ Hybrid approach (target-specific benign data) provides limited improvement

➢ Attack detection generalization varies remarkably by attack type
▪ Some attacks maintain consistent detection rates (e.g., DoS Slowloris)
▪ Others exhibit limited generalization (e.g., DDoS-LOIC-HTTP)

AI for Cyber Defense
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CONCLUSION AND FUTURE WORK

▪ Adaptive Threat Intelligence & AI Fusion
Continuous integration of ransomware TTP intelligence into AI-based defense pipelines for real-time 
learning and adaptation.

▪ Cross-Network Resilience through Transfer Learning
Enhance IDS generalization with federated learning, domain adaptation, and synthetic adversarial data
to overcome dataset bias.

Future Work

KIDZ: 
AI-supported detection of cyber attacks (espec. 0-day exploits) on IT infrastructures

https://www.iu.de/en/research/projects/kidz/

https://www.iu.de/en/research/projects/kidz/


How will the threat landscape change when artificial 
intelligence also fully automates cyberattacks?

Can AI-driven defense truly think ahead – predicting and 
preventing cyberattacks before they occur?

Prof. Dr. Alexander Lawall

alexander.lawall@iu.org
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