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Importance of the topic

• In recent years, the concept of a smart university campus has 
attracted a lot of attention. A campus can be considered a 
small City that serves different user groups and offers various 
services. 

• An integral part of this concept is technological applications 
of the Internet of Things, the implementation of which is
inevitable in the development of smart solutions.

• In the case of smart technology, it is important that ethical, 
social, privacy and security considerations are paid attention 
to simultaneously with technological development. Our 
willingness to share data about ourselves is changing and 
evolving over time.



Importance of the topic

• Campus is a place where faculty and students spend a large part of 
their day, but often also at night (dormitories). Living and studying in 
campus brings its own challenges, as risks that need to be mitigated 
can arise in environments filled with human activity.

• Maximising safety and security in today’s higher education institutions 
und oubtedly presents enormous challenges. 

• Since the 1980s, concerns about campus crime and student safety 
have grown (Jennings et al., 2007). Campus safety has become a 
global concern, particularly in light of the mass shootings and other 
serious crimes that have occurred in college communities in the 
United States and elsewhere. Whether the campus is located in a 
metropolitan or rural area, a significant number of people feel unsafe 
on campus at evenings. Student-related crimes account for 
approximately 80% of all crimes reported on college campuses. 



The purpose of the study
• Campus safety surveys have measured perceptions of safety by asking 

respondents about their feelings of safety by time of day and location 
(Jennings et al. 2007; Maier and DePrince 2020), in buildings on campus, in 
dormitories (Shariati and Guerette, 2020), in areas near the campus, in 
parking lots, and garages. Schafer et al. (2018, p. 319) measured 
perceptions of campus safety by asking students whether they support 
campus safety and security policies and observed that “there is little 
research on how students perceive policies designed to ensure their safety.” 

• A pilot survey was executed to gain an initial understanding of what is 
important to Estonian students as the main “users” of the campus in terms 
of security and privacy. Are Estonian university students willing to give up 
some of their privacy for the sake of their physical safety? Do they trust their 
university’s information security systems enough to be sure that their data 
and daily movement routine on campus will not be leaked to criminals or 
that the integrity of the context of the data collected about them will not be 
violated? Are they confident that the data collected from them is protected 
from data leaks related to cyberattacks and is handled ethically?



The concept of a safe campus
• The creation of a safe space originated in America, where the concept of CPTED (Crime 

Prevention through Environmental Design) was introduced. The first to use this concept was 

American criminologist C. Ray Jeffery in 1971, who wrote: “Crime can be controlled through 

urban planning, in which safety and security are planned into streets, buildings and parks. 

Our cities are unsafe because they provide opportunities for crime. However, cities can also 

be planned in a way that increases close contact between people” (Jeffery, 1971, p. 598). 

• A safe city is a city that, by integrating technology and the natural environment, increases 

the effectiveness of safety processes to reduce the risk of crime and terrorism, enable its 

citizens to live in a healthy environment and have easy access to healthcare, and achieve 

preparedness and rapid response to imminent or emerging emergencies (Lacinák and 

Ristvej, 2017). A safe city is also defined as a liveable city that focuses on the problem of 

crime in urban areas and whose concept is the creation of a unified response plan for major 

emergencies (Aris-Anuar et al., 2011; Vitalij et al., 2017). 

• One of the main challenges in developing smart cities is the processing and management of 

data, as well as the linking of data with new systems and sensors in the smart city that affect 

security and privacy (van Zoonen, 2016). The threats arising from information security, data 

privacy and cyber-impact factors, where unauthorised access to information can lead to 

unintended consequences, highlight the importance of addressing these issues already at 

the planning and development stage of smart cities (Elmaghraby and Losavio 2014). 



The concepts „security“ and „privacy“ 
• Security is related to data protection, while privacy is related to the protection of a 

user’s identity. Security refers to the protection of data from unauthorised access. 

Every organisation implements security measures to limit who has access to such 

information. When data that was supposed to remain confidential falls into the wrong 

hands, unpredictable things can happen. 

• One of the most important factors to address when implementing smart technology is 

privacy. Privacy can best be defined as freedom from intrusion by others into one’s 

personal life or possessions. Privacy and security are related topics but are not 

synonymous: information security aims to protect sensitive information from anyone 

who does not have appropriate access to it, while privacy is more of a person-centered 

concept related to an individual’s preferences regarding the treatment of information 

about them (Azad, 2008; Romdhani, 2017). 

• Privacy ensures that individuals have control over the information they disclose in the 

context of a specific application (e.g., the Internet). Ensuring privacy means that 

personal data disclosed to specific entities for a specific purpose is not made available 

to other unauthorised entities or used to obtain additional information. Security is 

related to data. The relationship between security and privacy is that security is 

necessary, but not sufficient to protect privacy. In fact, any violation of security 

properties, especially data confidentiality, directly affects privacy. 



The data collection method

• The data used in this paper is based on an overview of relevant 

literature, highlighting and explaining the concepts of “security and

privacy”. 

• The data collection method was the online questionnaire distributed 

among Estonian public universities and universities of applied sciences. 

A total of 286 students from all over Estonia answered the questionnaire. 

• A five-point Likert scale questionnaire was used as the methodology of 

the study. Since the opinions of students in the context of a “smart 

campus security and privacy” have not been studied before in Estonia, 

open questions were considered necessary to add to get broader 

feedback on a field that has been little studied or not at all. 

• The results are interpreted based on the literature, and data obtained 

from the completed questionnaires were analysed using Excel’s Data 

Analysis ToolPak. The results are presented mostly as tables and bar 

charts. The examples of open answers give added value. 



Results: Physical security is ensured 
by technological solutions and privacy

Figure 1. The importance of having technological applications that ensure physical security
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Results: Technological solutions
as supporters of physical and cyber 
security

Technological solution:

Strongly 

disagree

Somewhat 

disagree

Neither 

agree

Somewhat 

agree

Strongly 

agree

The campus must have protection against 

cyber attacks 0% 1% 2% 17% 80%

The campus has protocols in place to prevent 

and manage every kind of risk and disaster 1% 3% 16% 34% 46%

The campus ensures my physical safety 4% 4% 14% 30% 48%
The campus has technological systems 

supporting security (e.g., facial recognition 

system) 20% 18% 26% 23% 13%

Average 6% 6% 14% 26% 48%

Table 1. Technological solutions as security enablers



Results: Sensors with various
monitoring functions as security 
supporters

Would you agree to have sensors installed 

on your campus:

Strongly 

disagree

Somewhat 

disagree

Neither 

agree

Somewhat 

agree

Strongly 

agree

For surveillance/security purposes 10% 15% 13% 30% 32%
For the purpose of monitoring the 

movement of students and their visitors – 

face recognition 43% 24% 13% 12% 8%

For the purpose of vehicle monitoring – 

number plate recognition 18% 21% 19% 26% 16%
For the purpose of monitoring 

environmental variables to improve energy 

efficiency 7% 12% 12% 24% 45%
When using IoT/RFID for navigation 10% 13% 41% 19% 17%

AVERAGE 18% 16% 20% 22% 24%

Table 2. Sensors with various functions for security and support 



Results: Collection, storage, protection 
and privacy of personal data

Figure 2. Respondents’ opinion on the extent to which “smart” technologies and the collection of 
more personal data would interfere with their privacy
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Results: Collection, storage, protection 
and privacy of personal data

Figure 3. Respondents’ assessments of the potential responsibility of higher education institutions 
in protecting the privacy of their members
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Respondents’ comments
• I would recommend getting together a team and really going over each of the proposed features 

and thinking about the implementation and data collection. Do you really need face tracking to 
identify each student, maybe a broader mobility analysis which looks at the number of people 
entering/exiting is enough? Maybe you can do anonymised tracking via cameras as well.

• I think the problem is not the loss/absence of privacy when introducing facial recognition and other 
security systems. It’s where they are installed and how the information is used. And the 
transparency of this entire process and clear communication between students and the university.

• There are two very different topics here that should be probably discussed separately – firstly the 
“smart” solutions and their pros and cons and secondly the ethical issues when using private 
information.

• People are irrational and have a natural tendency (for evolutionary reasons) to maximise their 
safety at all costs. But rationally, we already live in a very safe (and convenient) environment and 
every improvement in these areas costs a lot in either freedom or privacy. We already live in a world 
where keeping control over our data is very difficult. Even in a public space, you can’t go out 
without being filmed by plenty of cameras (just try to pay attention to it for a few days, and you will 
see). While it’s certain that “smart” cities and campuses can bring convenience and improve the 
efficiency of these places, it’s important to: 1) accurately estimate the impact on privacy, 2) always 
be completely transparent about the collected data, and 3) give people an option to opt out of as 
much data collection as possible. Thank you for taking these into account.



Respondents’ comments

• Nobody in history has been able to protect their data. The biggest names in tech, with 
valuations exceeding the annual budgets of entire governments (for several YEARS, no 
less), have had breaches and leaks. The more data you collect, the bigger a target you are.

• Cybersecurity is an essential part of any online interaction these days, and investing in its 
protection should not be a waste. It is impossible to predict every event or crisis, much less 
plan for them all, so it should only cover the most likely scenarios and leave room for 
improvisation for the less likely. Physical safety is important because students need to feel 
safe to learn to the best of their ability. That said, I don’t think physical safety is too big of 
an issue right now. Any security system needs to be supported with resources to make it 
work, but I think, as already stated, there needs to be a broader discussion with the faculty 
and student body about their willingness to participate in such a system.

• The technologies used should be introduced to students and they should give their 
permission to use it on them, also they should have full access to the data collected on 
them. These technologies should help the student not invade their privacy. Also, it should 
be clear how this data is used and to whom is it provided. The student should be aware of 
the pros and cons and in case of a data leak, they should be noticed immediately.



Conclusions

Students express concerns about data security, fearing potential misuse of collected 
personal information:

• While some support using tools like facial recognition cameras for safety, particularly in 
dormitories, others stress the importance of privacy and minimizing data collection. 

• Suggestions include using unobtrusive monitoring systems and ensuring users can 
control the extent of shared data. 

• Physical safety measures, such as marking bomb shelters on campuses and employing 
security guards, are preferred over reliance on cameras. 

• Students advocate for a fast notification system for threats and emphasize the need for 
trust, privacy, and community support over invasive technology.

• In conclusion, it can be stated that security (or the lack thereof) is not such a big problem 
in Estonia, and in particular, the human dimension in ensuring physical security is 
emphasised, for example, security guards instead of cameras and the important role of 
fellow university members, who should be more attentive to each other.
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