
The persistent problems with cybersecurity: 
a negative example and an outlook on the 

Cyber Resilience Act
Sebastian Fischer (OTH Regensburg)

ComputationWorld 2025 & DataSys 2025 - April 06 to April 10, 2025 - Valencia, Spain



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Prof. Dr. Sebastian Fischer

sebastian.fischer@oth-regensburg.de

2

since 2023 Professor for "Computer Science and System Security” at OTH 
Regensburg, Germany

2021 - 2023 Lecturer at OTH Regensburg, Germany

2022 Dr. rer. nat. at Freie Universität Berlin, Germany

2018 - 2021 Research Associate at Fraunhofer AISEC, Germany

2015 - 2018 Research Associate at OTH Regensburg, Germany

2015 M. Sc. Applied Research in Computer Science, OTH Regensburg

2013 B. Sc. Computer Science, OTH Regensburg

mailto:sebastian.fischer@oth-regensburg.de


The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Contents

• Missing API security 

• Example: Earl

• Cyber Resilience Act (CRA)  

• Conclusion / Outlook

3



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Missing API security

• e.g. OWASP Top 10 API Security Risks – 2023 

• API1:2023 - Broken Object Level Authorization 

• API2:2023 - Broken Authentication 

• API3:2023 - Broken Object Property Level Authorization 

• API4:2023 - Unrestricted Resource Consumption 

• API5:2023 - Broken Function Level Authorization 

• https://owasp.org/API-Security/editions/2023/en/0x11-t10/
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Work of Lea Laux

• The following example with Earl is the work of Lea Laux!

• Master student at OTH Regensburg 

• Research on cybersecurity 
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eCarsharing - Earl
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System of Earl

• Direct operation and billing by the municipal utility company Regensburg 

• Application for managing the bookings: fleetster (earl.fleetster.de on the 
web, but also as an app for Android and iOS) 

• RFID cards next to app for bookings 

• Free charging with charging card in the vehicle charging card from 
REWAG 

• Inverse Cloudboxx by fleetster: telematics, key management

7



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Contact

• No response to mail after enquiry for research cooperation 

• Telephone call: no interest or referral to fleetster
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fleetster?

• Self-description: Cloud software for modern fleets & mobility providers 

• Marketing without interest in cooperation, because: Security is a top 
priority here
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fleetster?
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Hacking rules

• Publicly findable information for more general Information (such as 
customers) 

• For everything else: activated account (via the public utility company) 

• Use of own user ID or user ID (and data) from friends 

• Tests on own data or after permission from persons (if personal data) 

• Significant gaps now disclosed via Federal Office for Information 
Security (BSI) and fixed
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Starting point

• URL: earl.fleetster.com 

• Also available for: telekom, athlon, mikar, … 

• Customers can also be found on the website, no secret / confidential 
information
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fleetster-API in the browser
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fleetster-API in the browser
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cURL / HTTP Requests

• Communication in web applications via HTTP Requests / response and 
REST 

• Requests can generally not only be executed via browser  

• ⇒ Client: cURL (command line) 

• Next: View of requests with Authorisation header from active client 
session
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cURL request
curl https://earl.fleetster.de/bookings?v=1699555681898
&endDate%5B%24gte%5D=2023-11-09T18%3A48%3A01.897Z
&fields%5B%5D=type
&fields%5B%5D=locationStartId
&fields%5B%5D=locationEndId
&fields%5B%5D=state
&fields%5B%5D=stops
&fields%5B%5D=startDate
&fields%5B%5D=endDate
&fields%5B%5D=vehicleId
&fields%5B%5D=userId
&fields%5B%5D=extended.BikeSharing
&fields%5B%5D=extended.CostCenter
&fields%5B%5D=extended.Vouchers
&fields%5B%5D=modified
&fields%5B%5D=buffer
&state%5B%24nin%5D%5B%5D=expired
&state%5B%24nin%5D%5B%5D=canceled

16



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Response
[
{
"_id": "57da8bc3d65cc70500ec103b",
"userId": "57da8bc3d65cc70500ec103b",
"vehicleId": "57da8bc3d65cc70500ec103b",
"companyId": "57da8bc3d65cc70500ec103b",
"startDate": "2018-02-14T09:00:00.000Z",
"endDate": "2018-02-14T11:00:00.000Z",
"initialStartDate": "2018-02-14T09:00:00.000Z",
"initialEndDate": "2018-02-14T11:00:00.000Z",
"locationStartId": "57da8bc3d65cc70500ec103b",
"locationEndId": "57da8bc3d65cc70500ec103b",
"type": "private",
"state": "canceled",
"extended": {},
"deleted": true,
"estimatedDistance": 25,
"startMileage": 1337,
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Response

• Result: List of booking objects - with all essential information 

• Provides too much information: not all data on other bookings necessary 
to determine whether the vehicle is free at a given time and has sufficient 
capacity 

• Resulting idea: What happens without filters?
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GET request without filters

• curl https://earl.fleetster.de/bookings? … > earldata.json 

• stat -c "%s %n" -- earldata.json 

• 154916452 earldata.json
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GET request without filters

• curl https://earl.fleetster.de/bookings? … > earldata.json 

• stat -c "%s %n" -- earldata.json 

• 154916452 earldata.json 

• JSON file with all bookings since 2016 (start of Earl)

• 150 MB data with IDs for users, vehicles, locations, ...
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Data

          userId duration                                cost
2402  0         0 days 00:02:00                   -3.00
2893  1         0 days 00:44:00                   -3.00
2026  2         34 days 04:41:00                 0.00
...
464    7         104 days 19:57:03.995000  15706.77
308    8         301 days 01:20:40.259000  17317.37
16      9         205 days 18:38:24.209000  17597.73

Additional: internal vehicle functions, like 
suspiciousVehicleActivityLastWarning
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Data from user

• Destinations (places, plans, names, exact addresses if applicable) 

• Purpose of the vehicle (destinations, goods transported, passenger 
transport, ...) 

• Error messages, complaints (cleanliness, charging status, ...) 

• Support requests (redemption of bonus points from other programmes, 
longer messages including names) 

• Accident documentation (course of events, damage)
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System for managing bookings (API)
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System for managing bookings (API)
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Selected endpoints

• GET /bookings: bereits gezeigt 

• POST /bookings 

• PUT /bookings(/{bookingId}) 

• POST /bookings/calculatecost 

• GET /locations 

• GET /publicLocations/{adminGroup} 

• GET /vehicles 

• GET /vehicles/vehicleId
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POST /bookings/calculatecost

• Idea: Calculation of the expected costs of a booking 

• Parameters: Booking ID, user ID, vehicle ID, start, end 

• Expected response: Cost of the booking

26



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

POST /bookings/calculatecost

• Idea: Calculation of the expected costs of a booking 

• Parameters: Booking ID, user ID, vehicle ID, start, end 

• Expected response: Cost of the booking 

• Actual response: Cost of the booking
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POST /bookings/calculatecost

• Idea: Calculation of the expected costs of a booking 

• Parameters: Booking ID, user ID, vehicle ID, start, end 

• Expected response: Cost of the booking 

• Actual response: Cost of the booking and all data of the person with 
associated ID
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User data

• General information: Name, address, date and place of birth, 
nationality 

• Discount-specific information: RVV subscription number, REWAG 
customer number, RKom customer number, student number 

• Internal information on Earl use: RFID card number, timestamp of 
registration confirmation, last login, last password change, ... 

• Direct debit mandate (if issued): IBAN, BIC, ...
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Results…

• calculatecost harmless, as long as no user ID is available… 

• …but we have all the IDs of all users who have ever made a booking from 
the bookings endpoint…
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Locations endpoint

• locations endpoint for all available locations in the current system, no 
secret data per se, only internal data like created or modified timestamp 

• GET /publicLocations/{adminGroup} for locations any customer of fleetster  

• yes, also with authorisation header from Earl… 

• Customers?  telekom, athlon, mikar… 
stat -c "%s %n" -- telekom_locations.json
72692 telekomlocations.json
stat -c "%s %n" -- athlon_locations.json
25508 athlon_locations.json
stat -c "%s %n" -- mikar_locations.json
149324 mikar_locations.json
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Vehicle endpoint

• All available vehicles for users via vehicles 

• For respective ID corresponding to vehicle endpoint with vehicles/
{vehicleId} 

• Internal information for vehicle: Mileage, Information on the activation of 
mail notifications for certain events, user IDs for service trips, ...  

• ⇒ no secret data, misuse nevertheless possible
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Car bookings

• Book with an unauthorised user ID: unauthorised 

• Own bookings: cancellation of bookings, changes to start and end times, 
kilometres, … 

• Show potential: Change booking so that amount to be paid changes

• Change to own disadvantage
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Car bookings

• -1.00 km travelled 

• Gets canceled later
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Invoice

• Billing period: per quarter 

• Payment: bank transfer or direct debit 

• Consequence of billing period: Results on invoice only at the end of the 
quarter 

• Automated processing

35



The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

Invoice

• 11 888 Euro for 62 554 km in one hour
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Summary

• All bookings since the start of Earl 

• Possibility to get all the private data from any customer over the  
/bookings/calculatecost endpoint 

• Change own bookings (also afterwards) without checks
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Responsible Disclosure

• Notification and coordination of the disclosure process via Federal Office 
for Information Security 

• Initial disclosure: 11.12.2023 

• 11.01.2024 Request for current status 

• 15.01.2024 BSI feedback and confirmation that Vulnerability still exists 

• Mid-May until patch
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Cyber Resilience Act (CRA) 

• Introduces new mandatory 
cybersecurity requirements for 
hardware and software 
products throughout the whole 
lifecycle 

• Regulation focuses on 
products with digital elements 

• Classification of products into 
different classes + exclusion 
criteria
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Challenges for manufacturers of IoT products

• How to define requirements for a software that could assists 
manufacturers with complying with the CRA?  

• Additional overhead for manufacturers to proof compliance  

• How can compliance be proven to a third party? 
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Solutions we are working on

• Research Question: How could a software prototype look like, that assists 
manufacturers with vulnerability detection to comply with the CRA? 

• Idea: Introducing Software that performs compliance checks for IoT 
devices 

 CRA Compliance Checklist  

 Vulnerability Scanner
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CRA Compliance Checklist 

• A tool to determine the current cyber 
security standard and to monitor 
compliance with the requirements of the 
Cyber Resiliance Act 

• Documentation on the current status and 
the degree of compliance with the 
regulation 

• Tips and information on compliance with 
the requirements
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Conclusion / Outlook

• Cybersecurity is important… 

• It is still ignored (see fleetster) 

• One possible solution: regulations 

• => Cyber Resilience Act
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