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Missing API security

. ©.g. OWASP Top 10 API Security Risks — 2023

AP11:2023 -
AP|2:2023 -

API3:2023 -

Broken Object Level Authorization

3roken Authentication

Broken Object Property Level Authorization

AP|14:2023 - Unrestricted Resource Consumption

AP15:2023 -

Broken Function Level Authorization

o https://owasp.org/API-Security/editions/2023/en/0x11-t10/



https://owasp.org/API-Security/editions/2023/en/0x11-t10/
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The following example with Earl is the work of Lea Laux!

Work of Lea Laux

 Master student at OTH Regensburg

 Research on cybersecurity
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eCarsharing - Earl

NEWS KARRIERE KUNDENMAGAZIN KONTAKT / ANFAHRT
, das Stadtwerk.
Regensburg das Stadtwerk. Bader Arenen  Mobilitit  Parken Fahrzeuge & Technik  Logistik  Nachhaltigkeit -~/
| / das Stadtwerk.
Earl

Standorte Tarife Earl-Knigge  FAQs

3
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* Direct operation and billing by the municipal utility company Regensburg

System of Earl

* Application for managing the bookings: fleetster (earl.fleetster.de on the
web, but also as an app for Android and 10S5)

 RFID cards next to app for bookings

 Free charging with charging card in the vehicle charging card from
REWAG

* |nverse Cloudboxx by fleetster: telematics, key management
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Contact

Forschungskooperation IT-Sicherheit Earl-Fahrzeuge 2 Messages il Quick Filter ~ Sr

E &  Subject Correspondents Date v Location

v« Forschungskooperation IT-Sicherheit Earl-Fahrzeuge - info@dasstadtwerk-earl.de 13.08.23, 20:26 Sent

Re: Forschungskooperation IT-Sicherheit Earl-Fahrzeuge info@dasstadtwerk-earl.de 22.10.23,11:05 Sent

 No response to mail after enquiry for research cooperation

* Jelephone call: no interest or referral to tleetster
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o Self-description: Cloud software tor modern tleets & mobility providers

fleetster?

 Marketing without interest in cooperation, because: Security is a top
priority here
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fleetster?

Datensicherheit in der fleetster Cloud

Wir kimmern uns um lhre Daten! fleetster hostet seine Software ausschlielRlich
in Deutschland, es werden keine Nutzerdaten in andere Lander ubertragen.

(@ Nur Deutschland

Wir hosten unsere Software ausschlie3lich in Deutschland.
Auch alle Backups liegen auf deutschen Servern. Es werden
keine personlichen Daten in andere Lander ubertragen!

@ IT-Sicherheitskonzept

Die Sicherheit unseres Systems steht fur uns immer im
Vordergrund und wir haben die SicherheitsmalRnahmen in
unserem IT-Sicherheitskonzept dokumentiert

REGENSBURG

Im 1S027001 Zertifizierungsprozess

Allgemeine Informationen

& |n der Cloud

Cloud-Software ist sicherer als jede andere Hosting-Option,
und das Rechenzentrum, in dem sich unsere Software
befindet, gewahrleistet hochste Verfugbarkeit und Sicherheit!

B Begriff der Léschung

Jeder Nutzer hat das Recht, seine personlichen Daten zu
I6schen. Um dieses Recht zu gewahrleisten, haben wir ein
Loschkonzept entwickelt

v Erfolgreiche Penetrationstests

Die Partner von fleetster sind international und in vielen
verschiedenen Branchen tatig. fleetster hat alle
Penetrationstests erfolgreich bestanden (z.B.
GroRRunternehmen, europaische Banken)

@ RegelmiRige Schulungen zur
Datensicherheit

Wir legen grof3en Wert darauf, dass unser gesamtes Team fur
Datenschutzfragen sensibilisiert ist, und regelmaRige

Datenschutzschulungen sind fur uns eine
Selbstverstandlichkeit
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* Publicly findable information for more general Information (such as
customers)

Hacking rules

* [or everything else: activated account (via the public utility company)
 Use of own user ID or user ID (and data) from friends
e Jests on own data or after permission from persons (it personal data)

Significant gaps now disclosed via Federal Office for Information
Security (BSI) and fixed
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Starting point

e URL: earl.fleetster.com
e Also available for: telekom, athlon, mikar, ...

e (Customers can also be found on the website, no secret / confidential
information
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fleetster-APIl Iin the browser
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« Communication in web applications via HT TP Requests / response and
REST

 Requests can generally not only be executed via browser

= (Client: cURL (command line)

 Next: View of requests with Authorisation header from active client
Sessior
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cURL request

curl https://earl.fleetster.de/bookings?v=1699555681898
&endDate%5B%24gte%5D=2023-11-09T18%3A48%3A01.897~Z
&fields%5B%5 D=type

&fields%5B%5D=locationStartld
&fields%5B%5D=locationEndld

&fields%5B%5D=state

&fields%5B%5D=stops

&fields%5B%5D=startDate

&fields%5B%5D=endDate

&fields%5B%5D=vehicleld

&fields%5B%5D=userld
&fields%5B%5D=extended.BikeSharing
&fields%5B%5D=extended.CostCenter
&fields%5B%5D=extended.Vouchers
&fields%5B%5D=modified

&fields%5B%5D=buffer

&state%5B%24nin%5D%5B%5 D=expi red
&state%5B%24nin%5D%5B%5D=canceled
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Response

[

{
"1d": "57da8bc3d65cc70500ec103b",

"userld": "57da8bc3d65cc70500ec103b",
"vehicleld": "57da8bc3d65cc70500ec103b",
"companyld": "57da8bc3d65cc70500ec103b",
"startDate": "2018-02-14T09:00:00.000Z",
"endDate": "2018-02-14T11:00:00.000Z",
"InitialStartDate": "2018-02-14T09:00:00.000Z2",
"InitialEndDate": "2018-02-14T11:00:00.000Z",
"locationStartld": "57da8bc3d65cc70500ec103b",
"locationEndIld": "57da8bc3d65cc70500ec103b",
"type": "private",

"state": "canceled",

"extended": {},

"deleted": true,

"estimatedDistance": 25,

"startMileage": 1337,
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e Result: List of booking objects - with all essential information

Response

* Provides too much information: not all data on other bookings necessary
to determine whether the vehicle is free at a given time and has sufficient
capacity

 Resulting idea: What happens without filters®?
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GET request without filters

» curl https://earl.fleetster.de/bookings? ... > earldata.json
e stat-c "%Ss %n" -- earldata.json

e 154916452 earldata.|son
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GET request without filters

» curl https://earl.fleetster.de/bookings? ... > earldata.json
e stat-c "%Ss %n" -- earldata.json

e 154916452 earldata.|son

- JSON file with all bookings since 2016 (start of Earl)

150 MB data with IDs for users, vehicles, locations, ...
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Data
userld duration cost
2402 O 0 days 00:02:00 -3.00
2893 1 0 days 00:44:00 -3.00
2026 2 34 days 04:41:00 0.00

464 7 104 days 19:57:03.995000 15706.77
308 8 301 days 01:20:40.259000 17317.37
16 9 205 days 18:38:24.209000 17597.73

Additional: internal vehicle functions, like
suspiciousVehicleActivityLastWarning
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* Destinations (places, plans, names, exact addresses if applicable)

Data from user

* Purpose of the vehicle (destinations, goods transported, passenger
transport, ...)

* Error messages, complaints (cleanliness, charging status, ...)

e Support requests (redemption of bonus points from other programmes,
longer messages including names)

* Accident documentation (course of events, damage)
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System for managing bookings (API)

Errors Hide

Resolver error at paths./users/auth/{token).S$ref
Could not resolve reference: Could not resolve pointer: /tokenRoute does not exist in document

fleetster API

To authorize for the api routes you need to execute the POST /users/auth route and pass the result to the authorize button. Afterwards you don't have to specify authorization tokens for the following requests.

Timestamps
All imestamps (e.g. booking startDate ) returned by the API are based upon the UTC timezone. If you need the timestamp in a different timezone you have to convert it yourself.
Query Options:
Please see the examples below to query the fleetster API more effectively.
Simple in URL query examples:
» Query for bookings with specific user and current booking state: /bookings?userId=54fecaed77d44d44716a7f7esstate=keyreleased

« Query for vehicles with specific brand and engine: /vehicles?brand=BMW&engine=petrol

Object query examples:

(w8

.1:.
L
[

™

It is also possible to extend the scope of the queries for a more complex range of results. Here you have access to most Comparison, Logical, and Element operators from the Mongo uer
We recommend using something like QS to stringify your query objects if you are within a js environment.

For example a query object for Bookings within date range for a specific vehicle sorted by date created:

{
startDate: { $gte: "2019-03-10T00:00:00.000z" },
endDate: { $lte: "2019-04-10T00:00:00.000z" 1},
vehicleId: "54fecaed77d44d44716a7f7e"

sort: { created: -1 },
limit: 10,
page: 1,

fields: { userId: 1, vehicleId: 1}

The above would result in the following querystring when stringified with QS and inserted into the bookings endpoint:

/bookings?startDate%5B%24gte%5D=2019-03-10T00%3A00%3A00.000Z&endDate%5B%241te%$5D=2019-04~
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System for managing bookings (API)

Booki NQgS Manage bookings ~

<

/bookings Create booking/s

/bookings |jst bookings

/bookings Edit bookings

c
-

/bookings/{bookingId} Get booking

/bookings/{bookingId} Edit booking

c
-

» =283 /bookings/{bookingId} pelete booking

/bookings/{bookingId}/cancel cCancel booking

c
-

/bookings/{bookingId}/release st booking

/bookings/{bookingId}/return Finish booking

/bookings/{bookingId}/unlockvehicle yniock the vehicle of a keyreleased booking

c
-

/bookings/{bookingId}/lockvehicle |qck the vehicle of a keyreleased booking

/bookings/{bookingId}/getlastvehiclestate RECOMMENDED Get latest vehicle state from DB of the vehicle assigned to a booking

/bookings/{bookingId}/getvehiclestate NOT RECOMMENDED Get vehicle state of the vehicle assigned to a booking

/bookings/ecalculate cCajculate electric values for booking vehicle

/bookings/calculatecost calculate the cost of the booking

CHEE CHEEE R CHEEE CEEE CHEEE CEEE CEEE A CEEE A CEEE AN RN A
<

/bookings/getoptimumvehicle Retrieves the optimal vehicle for a given booking configuration
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Selected endpoints

 GET /bookings: bereits gezeigt
 POST /bookings
 PUT /bookings(/{bookingld})

« POST /bookings/calculatecost

e GET /locations

 GET /publicLocations/{adminGroup}

e GET /vehicles

e GET /vehicles/vehicleld
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POST /bookings/calculatecost
* |dea: Calculation of the expected costs of a booking
 Parameters: Booking |ID, user ID, vehicle ID, start, end

 Expected response: Cost of the booking
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POST /bookings/calculatecost

* |dea: Calculation of the expected costs of a booking
 Parameters: Booking |ID, user ID, vehicle ID, start, end
 Expected response: Cost of the booking

* Actual response: Cost of the booking
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POST /bookings/calculatecost

* |dea: Calculation of the expected costs of a booking
 Parameters: Booking |ID, user ID, vehicle ID, start, end
 Expected response: Cost of the booking

» Actual response: Cost of the booking and all data of the person with
associated ID
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 (General iInformation: Name, address, date and place of birth,
nationality

User data

* Discount-specitfic information: RVV subscription number, REWAG
customer number, RKom customer number, student number

* [nternal information on Earl use: RFID card number, timestamp of
registration confirmation, last login, last password change, ...

Direct debit mandate (if issued): IBAN, BIC, ...
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e calculatecost harmless, as long as no user ID Is available...

Results...

e ..but we have all the IDs of all users who have ever made a booking from
the bookings endpoint...
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e |ocations endpoint for all available locations in the current system, no
secret data per se, only internal data like created or modified timestamp

Locations endpoint

 GET /publicLocations/{adminGroup} for locations any customer of fleetster
e ves, also with authorisation header from Earl...

o Customers? telekom, athlon, mikar...
stat -c "%s %n" -- telekom_locations.json
72692 telekomlocations.json
stat -c "%s %n" -- athlon_locations.json
25508 athlon_locations.json
stat -c "%s %n" -- mikar_locations.json
149324 mikar_locations.json
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Vehicle endpoint

@Il REGENSBURG

All avallable vehicles for users via vehicles

A

vehicleld}

mail notifications for certain even

S, user |

—or respective |ID corresponding to vehicle endpoint with vehicles/

Internal information for vehicle: Mileage, Information on the activation of

Ds for service trips, ...

* = NO secret data, misuse nevertheless possible
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Car bookings

e Book with an unauthorised user |D: unauthorised

 Own bookings: cancellation of bookings, changes to start and end times,
kilometres, ...

Show potential: Change booking so that amount to be paid changes

 Change to own disadvantage
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Car bookings

e -1.00 km travelled

2,79 € €3 Storniert

e (3ets canceled later




The persistent problems with cybersecurity: a negative example and an outlook on the Cyber Resilience Act

@Il REGENSBURG

Invoice
* Billing period: per quarter
 Payment: bank transter or direct debit

 Consequence of billing period: Results on invoice only at the end of the
qguarter

Automated processing
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| OIIEl < :censeure
Invoice

e 11 888 Euro for 62 554 km in one hour
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Summary

» All bookings since the start of Earl

* Possibility to get all the private data from any customer over the
/bookings/calculatecost endpoint

 Change own bookings (also afterwards) without checks
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* Notification and coordination of the disclosure process via Federal Oftice
for Information Security

Responsible Disclosure

e |nitial disclosure: 11.12.2023

 11.01.2024 Request for current status
e 15.01.2024 BSI| feedback and confirmation that Vulnerability still exists

Mid-May until patch
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Cyber Resilience Act (CRA)
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e [ntroduces new mandatory 4 Objectives
cybersecurity requirements for
hardware and software
products throughout the whole /A
ifecycle

* Regulation focuses on
produc"s With d|g|’[a| elements 1. Improve security 2. Ensure coherent

throughout the whole lifecycle framework for cybersecurity

» (Classification of products into

different classes + exclusion 3. Increase transparency g,f:;:;'grgir;ﬂig‘;?gita.
criteria of security features of products oroducts safely
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 How to define requirements for a software that could assists
manufacturers with complying with the CRA"

Challenges for manufacturers of loT products

* Additional overhead for manutacturers to proof compliance

« How can compliance be proven to a third party?

l)
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 Research Question: How could a software prototype look like, that assists
manufacturers with vulnerability detection to comply with the CRA"

Solutions we are working on

* |dea: Introducing Software that performs compliance checks for [oT
devices

@ CRA Compliance Checklist

™ Vulnerability Scanner
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* A tool to determine the current cyber — e
security standard and to monitor e e e e o
compliance with the requirements of the worie und
Cyber Resiliance Act sicherheitseigenschaften des Produkts

12 Wird das Prochid® ohre bebarmie sevatrhare Sehmscbatnlon ssngelwtert’

-«

 Documentation on the current status and
the degree of compliance with the
regulation

11. G4 on ot sehare ““‘.‘”."MM e “h’h““ e Jursibhsetoen aul da Srands

F :

 Tips and information on compliance with
the requirements

12, Sl L.ﬂhﬂ'uhow\’o Ldeort.\als subev :W—oo waNwrgpaysiorva sem Wbl v o.‘d'b,

11 Send gevgmeichar te varwandete odder st ede persanicbe rewvarte Daten @ h maodervyie |
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Conclusion / Outlook

o Cybersecurity is important...
e [tis still ignored (see fleetster)
* One possible solution: regulations

* => Cyber Resilience Act
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