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Aims and contributions of our paper

Safeguard user privacy and maintain effective interoperability between
varied platforms.

Explores the barriers to seamless interoperability among various
digital identity systems.

|dentify security attacks in digital identity system.

Demonstrate an innovative approach designed to meet the significant

Contribution: security attacks in digital identity system.




Key Concepts and Definitions

Digital Identity

Digital identity in Smart Cities securely verifies individuals' access to urban services, enhancing
efficiency and trust.

Interoperability

The ability of Information and Communication Technology (ICT) systems and the business processes
they support to exchange data and enable the sharing of information and knowledge.

PCTF

The Pan-Canadian Trust Framework plays a pivotal role in setting the standards to secure digital
identity landscape across Canada.




Department of Public
Safety

Context

Revenue and Tax
Authority

Social Services
Department

Use of electronic identity management to
improve collaboration between government
agencies by reducing duplication of efforts and
increasing the efficiency and effectiveness of
resource utilization.



Interoperability Challenges

Lack of communication across jurisdictions

Government services perceived as a unified entity by the public require interactions with multiple departments, leading to
communication barriers and fragmented service delivery.

Security risks

Data breaches or leaks present substantial correction challenges, heavily dependent on existing protocols and their
implementation.

International collaboration and standardization challenges

Efforts between countries (e.g., Canada and the European Commission) highlight the need for international cooperation to
address digital identity interoperability.

@ Emerging technologies and regulatory compliance

Determining whether ZKP proofs constitute personal data requires careful consideration to align with privacy regulations.



Security Issues

User-Centric
The proliferation of vendors and solutions complicates the development of identity management

systems that prioritize user control over personal data.

Complexities in Identity Management

The expansion of digital identities adds complexities, including proof of ownership,
identity-to-holder linkage, attribute transferability, and authorization processes.

Design and adaptive approach requirements

Necessity for a comprehensive and adaptive approach to meet evolving security needs and user
requirements.




Security Attacks on IAM Technologies

307 Redirect Attack in OAuth

Attackers exploit incorrect HTTP redirection status codes at the Identity Provider (IdP) level.

This error during the redirection process compromises authorization and authentication, potentially exposing user credentials
during login.

Man-in-the-Middle (MITM) Attack in SAML

Attackers can intercept or alter communications between the user and the Service Provider (SP), especially where SOAP binding

is used without adequate security measures like digital signatures on assertions, increasing the risk of identity theft or
unauthorized access.

Denial-of-Service (DoS) Attack in OpenID Connect (0IDC)

Potential for DoS attacks during the OIDC identity provider's configuration information discovery process.

Publicly accessible metadata endpoints can be overwhelmed with requests, impacting the availability of the OIDC service
and disrupting legitimate user access.



Smart City- Digital Identity System Model
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USE CASE: SEAMLESS USER AUTHENTICATION IN THE DIGITAL IDENTITY
INTEROPERABILITY MODEL FOR SMART CITIES

Identification Authentication Outcome

Alice seeks to access a service. She provides her current The university prqvideg a ,minimal
identifiers to the respective Service Providers she ,r'espf’)nse, conﬁrmmg ﬁ“ce S student status
engages with. Yes” or denying it as "Not".

Role of the Smart City Authorization

The Service Provider proceeds to grant access
to the user’s account based on the
authentication outcome.

s the intermediary account holder. It does not store
or process of user information.

Authentication Request SecurelD

The public t  servi d thenticati This approach ensures enhanced privacy,
€ pUDIIC transport SETvVICe sends an atthentication trust, and security in the digital identity

query to Smart City, seeking verification of Alice’s ecosystem
student card. | h



The current situation, as demonstrated by the Canadian Federation’s decentralized identity management
systems, emphasizes the necessity for a single and dependable identification system.

As digital identity management evolves, the research emphasizes the need for seamless interoperability,
which presents a range of challenges including data exchange, authentication compatibility, privacy
management, and regulatory compliance.

To address these issues, a proposed system model for Smart Cities is presented, stressing the government’s
role as an intermediary account holder in allowing secure and transparent identification processes. The
approach seeks to achieve a careful balance between resolving security issues and promoting frictionless
data interchange, supported by collaboration, standardization, and strong security safeguards.

The proposed approach is consistent with the principles of least privilege and segregation of roles, which
contribute to a robust and user-friendly IAM cycle.
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It is imperative to conduct in-depth investigations into the implementation and practical viability of
Zero-Knowledge Proofs (ZKP) for secure identification, ensuring that user data remains confidential while
enabling seamless verification across platforms.

As quantum computing advances, comprehensive studies are warranted to explore and adopt
quantum-safe encryption techniques, such as lattice-based encryption and hash-based signatures, to
fortify digital identity systems against potential quantum threats.

More research focus needed on developing fault-tolerant frameworks that enable automated recovery from
transaction failures, enhancing the overall reliability and continuity of the system.

Regulatory and governance bodies must actively reassess existing policies to accommodate decentralized
identity (DID) and Self-Sovereign Identity (SSI) approaches while upholding data protection principles.

Empowering users with comprehensive knowledge of digital identity concepts and privacy rights through
educational initiatives will foster trust and confidence in the system.
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