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Aims and Contributions of Our Paper

In our paper, we aimed at:
1. Developing an efficient yet secure collusion resistant watermarking method for videos.
2. Comparing the effectiveness of the method in binary and video domains.

Our study makes three important contributions:
1. We suggested employing error-correcting codes (convolutional codes) to reduce overall
error rates.

2. Instead of typical convolutional codes, we proposed two different ways of combining
spreading with convolutional codes.

3. Then we compared the performance of the two approaches in the binary and video
domains.
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2.1

The Environment

* Video on demand distribution.

* A server distributes a video to all users.

* Fingerprint:

* A unique code for all the users.

 Watermarking:

* A process of embedding a fingerprint into a video

e Set of authorized users.

e A limited set of n users receives the video.

* The Problem:
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8. Threat of suspicious release.

(

Server N ot
~ . Qfo - 7.7_(";'10('
= N / . o .
»'bc’ ngt?f- L )
6\6 . Prip F G
; 6Q. | : | ] m
L \ “1 “
0‘96 ., 64},‘
AN /)7@
S L
D K
SN
AZQ A,)/? . Ly,
A “-’_'/n N\ P
= AN e 4
o =% Oﬁ‘ AR | \
=\ ® ~ N\ T
U — 1
® | D U '«,‘)
- 4 \
Sz 4 :
=1 5 'y



2.2

The Problem: Threat of Suspicious Release

* Fingerprints:

* Each user has its own fingerprint
e With certain length k bits.

e Collusion:

Goal
Catch one
* A group of users conspiring to deceive the video provider.  Identify one user who participated in collusion
* Creating a suspicious release of video Catc—'m,”, , ,
Identify all users who participated in collusion
Video
Server
, 0‘9 277
Suspicious Release
- Collusion Find Traitors

&

' (Redistribution ) T
: ¥ server
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2.3  Collusion Attacks Models

Majority vote attack

“Detectable Positions”

* Collusion attacks models: wer#t [1]0[1[1]0]1]0]0]1
* Majority vote attack user#2 1111/1]1]0]1)1)1)1
* Minority vote attack wer#3 JOJOJ1]rjOJ1]2]L]?

Collusion |1 (0111101121111 ???K

* Detectable positions:
* Where they can see the difference between the bits.
* They can vote to create a suspicious copy.

Minority vote attack

user#l |1 (0(1(1|/0|1|0|0(1

user#2 (1 (1|1|1(0|1]|1|1(1

Solution user#3 0|0 |1|1|0|1|1[1]1
Collusion Resistant Fingerprinting Codes Collusion |01 211112l0l1l0lol1 ???K
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Gabor Tardos proposed optimal probabilistic
collusion resistant fingerprinting codes in 2003.

Tardos: Collusion Resistant Fingerprinting Codes

o Maximum number of colluders - ¢4, Length of codes
o False accusation error probability — 1) = 210a
o Number of users — n = Cmax 108 /T]

How to generate Tardos codes? How to decode Tardos codes?

» Vi€ [1:k], Generate p; in interval [0, 1]. = When a pirated copy y is found:

* p;isi.i.d uniform random variable. = Calculate: Vj € [1:n],0; = g(X, y;, pi)
= Generate X matrix of s'ize n Xk: = Tisathreshold

" Based on Bernoulli(p;) = If X%, 0; > 1, then user j is accused.

= Generate code words {0,1}*.

= Save X matrix and p; vector for decoding.
= Based on p; different generation methods for codes:
o We used Tardos.

= We used g(X,y;, p;) function:
o Laarhoven

[P1 P2 | | | Pl | | | | [Pn]

N USers | X7

—
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3.1 A Model for Collusion-Resistant Watermarking

* 360p watermark image:
* (360 X 640) = 230400 — {LL3 = (90 x 40)} = 226800
* msg_len = 226800

* Alpha Blending:
* I, =1I; X opacity + I,, X (1 — opacity) Solution

« Discrete Watermarking (watermark not visible): Random Spreading
ECC (Error Correcting Codes)

e Opacity should be close to 1:
* Lower SNR = 20dB

|Dpacitr‘
a=1,2,3,4,5...230400 l .
k: bits I60x640 360x540 Extracied
Spreading | . . Extracted De-
Tardos Codes—» a Binary Image—» IDWT —» Embedding ——» DWT —» Binary Image 4>{ S dfng}‘ Ef:;: o

Watermark (I,) Orinal Frame ([;) watermarked Frame (L) Extracted watermark
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3.2 Problem: Tardos Codes vs Errors

* Tardos:

4 1440
1000 1073 5.

6 2880

 Simulation Parameters
* Binary Symmetric Channel (BSC) with = € [0.1, 0.5]
* Random colluders

Average colluders and innocents
w

YT e 2
i k Tal'dOS- Majority \ kr, é L
: Skoric | >| °°¢ [ Attack ’ Decoding "_"
: _ | )
o N 1(;'1 2x107! 3x10-! 4 x 1071
 Whatever the length of the fingerprint k: BSC Error Probability(n)

* Average detected colluders drops: —e— (k=1440)-colluders  -®- {k=1440)-innocents
+  Binary error probabilities higher than w = 2.107?! @ (k=2880)-colluders M- (k=288)-innocents
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4.1 Random Spreading

* Random Sequence spreading:

* For each bit in fingerprint:
* Arandom sequences is generated 7.

* For decoding, a correlation is calculated between the received
sequence and the original ones.

—k
Rate: = /msg_len

k bits BER
1D > Rando.m -~ BSC ————— Correlation ——~
Spreading k bits

p =1[0.05,0.1...0.5]
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4.2  Error Correcting Codes (ECC)

* Convolutional Encoder:

* characterized by three parameters |k, n, T].
* k:input data length,
* n:output message length,
* r:code rate k/n

e T is the constraint length:
* which is simply the length of the used register (memory).

Outnut bit 1
—5)2
* Ri|R2| R;
Output bit 2

Reference
G. Forney, "Convolutional codes I: Algebraic structure," in IEEE Transactions on Information Theory, vol. 16, no. 6, pp. 720-738, November 1970, doi: 10.1109/TIT.1970.1054541.

Input bit
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4.2 Coded Approaches: Joint and Concatenated

* (a) Joint (ECC and Spreading):

re {1/2 ) 1/4.’ 1/8} . rj= ﬁ/msg_len
k bits i ="/, BER
D Convolutional P Rando.m . BSC - Decoder .
Encoder Spreading k bits
p €[0.05,0.5]
* (b) Concatenated (ECC and Spreading):
Rate: r, = k/msg_len
Convolutional
k bits BER
> ID —— Encoder ~——+ BSC — Decoder -
+ k bits
Spreading p € [0.05,0.5]
———>» Transition for 0 — Transition for 1
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4.3 Uncoded vs Coded Approaches ) N R

 Spreading De-spreading

--------------------------------------------------------------

Chain settings

* Random k = 1440 - i + —
* msg_len = 226800
* Concatenated Coded Approach: Tc
¢ T = k/msg_len 1440 10!
226800 _
* Joint Coded Approach: ' " &
* ?6{1/2)1/4;1/8}; " " T} @
- A=k, 1 1440 1440
a Y (uncoded) 226800
[ ) r. =
J msg_len
1 2880 2880
2 226800 1072+
7. -
 BER?: 1 5760 5760
. Joint? 4 226800
1 11520
. ? = 11520
Concatenated? 3 526800 |
* Uncoded? 2x107! 3x107! 4%x107!

Error Probability(p)

— Uncoded —8— Concatenated 1/4
- JOint ~+— Concatenated 1/8
—<4— Concatenated_1/2
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4.5 Spreading Rate vs BER e ——

—> + —>» BSC » + —»
: Spreading De-spreading !
p

* To find possible code length with acceptable BER:
 k €{256,512,1024,1440,2880}

 msg_len = 226800 10-1 -
* Target:

« BER=10772

- p=03 Lo

* Two optimized configurations:

1073 4

1
— 1440
157 104 4
i 2880
315 ' T 102

Spreading rate(a)

—a— Joint(p=0.45) --q- Uncoded(p=0.4)
- Joint(p=0.5) --@: Uncoded(p=0.45)
«%- Uncoded(p=0.3) -‘l- Uncoded(p=0.5) '
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g
B 27
1]
©
& 11
4 1440 ©
1000 10° § ks |
6 2880 < o Bguun e
0.0 0.1 0.2 0.3 0.4 0.5
. . . Error probability(p)
* Binary Simulation Model:
6-
* BSC:p €[0.1,0.5] £
w
o e R e e e e R R s SR o o R e oy NS as S R R T SR AR S R e 0 SRaOSe SRy g 5 4
Il c
: I il H: -E
k| Tardos- Majority . Tardos 5 ©
; skoric BSC > attack Decoding | § 4 -
| [tcoang]| P vcomnl | | S
) + . ! = 34
| Sor st De-spreading. | E
.................. NI, . ... .o oo o o o S T PO oo e e o
. . . R -t; |
* Videos Simulation: g2
©
* Opacity € [0.91,0.99] 2.1 | L. i
S p s ; T
! . i g B S I PP CLCLLPIIS SAEEEEEE CLEEEEE: 3
Ek Tardos- Video | Darken Tardos L__I"i 2 0- ﬁ:::::..m.m::::..‘ ...... eragerneesiil ‘ |
i skoric Embedding ~  Attack Decoding ! ! ! ] 1 ] ! ! 1 I
; _ “Decoaing) || —— | 091 092 093 094 095 096 097 098 099
; \ (Coding) O l-——v + : opacity(®)
s . De-spreading :
SprRaci : —&— Joint{k=1440)-colluders —#— Uncoded(k=1440)-colluders
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ~&— Joint(k=2880)-colluders —<4— Uncoded(k=2880)-colluders
March 1, 2024 @ Joint{k=1440)-innocents  --#*- Uncoded(k=1440)-innocents
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Conclusion & Future Directions

e Conclusion:

Tardos codes are used to detect traitors.
Discrete watermarking using Tardos codes implies extremely low SNR.
Spreading improves SNR but reduces Tardos code length.

We suggested utilizing convolutional codes with spreading to improve
performance.

Performance was measured using a 360p watermark image and a 1080p video.

The joint coded technique outperforms the un-coded method both theoretically
and practically.

 Future Directions:

More robust error-correcting codes combine with spreading can be investigated
for further performance improvement.
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