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Background

Background on DevOps

DevOps [1][2] is a methodology that combines development (Dev) and operations (Ops) with
automation to improve the quality and speed of software deliveries.

= While there is no universally agreed to definition, key principles include Continuous Integration (Cl),
Continuous Delivery (CD), shared ownership, workfiow automation, and rapid feedback.

Both the code and tool integration and automation that DevOps addresses has become
indispensable to modern software development.

It has been reported that 83% of developers surveyed reported being involved in DevOps-related
activities [3].

Lately, Security (Sec) has often been included in DevOps, denoted at the stage where it is
primarily considered, e.g., DevSecOps [4].
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Motivation

Problem and Challenges VR-DevOps Seeks to Address

Problem: Despite the popularity of DevOps, there are no visualization standards for pipelines
Each platform and vendor has their own, can thus be difficult for non-developers to grasp - and hence

collaborate regarding - the current state of pipeline runs, and the processes involved in software
development, testing, and delivery.

Challenge: Collaboration and communication among stakeholders

* In their systematic review of the DevOps field, Khan et al. [5] identified a lack of collaboration and
communication among stakeholders as the primary critical challenge.

» Our contribution leverages VR towards enabling more intuitive DevOps visualization and

interaction capabilities for comprehending and analyzing DevOps pipelines, thereby supporting

enhanced collaboration and communication among a larger spectrum of stakeholders

Challenge: DevOps landscape extremely fragmented

« Afurther challenge is the finding by Giamattei et al. [6] that the landscape for DevOps tools is
extremely fragmented, and stakeholders end up accessing various custom webpages or logs.

* Hence, a further goal of our solution concept is to unify the visualization and information access
across heterogeneous DevOps tools.
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Solution

VR-DevOps Solution Concept in Relation to our other VR Solutions

« VR-DevOps is based on our generalized VR Modeling Framework (VR-MF) (detailed in [10]).

= VR-MF provides a VR-based domain-independent hypermodeling framework addressing four aspects
requiring special attention when modeling in VR: visualization, navigation, interaction, and data retrieval.

o In the Software Engineering (SE) and Systems VR-MF SE & SysE
Engmeerlng (SysE) areas Data 3
VR-DevOps (shown in blue) Retrieval VR-

= VR-V&V (Verification and Validation) [14] visualizes
aspects related to quality assurance Yisualization

= VR-TestCoverage [15] visualizes tests coverage
= VR-Git [7] and VR-GitCity [8] offer different ways of
visualizing Git repositories

e Inthe EnteB)nse Architecture (EA) and Business

Process (BP)
VR-EA[16] supports mapping EA models to VR Since DevOps (or DevSecOps or DevOpsUse)
* Including both ArchiMate as well as BPMN via VR-BPMN [10]  ¢an be viewed as inter-disciplinary, at least for
* VR-EAT [17] adds enterprise repository integration software organizations we view the EA and BP
+_ Aflas and IT blueprint integration area as potentially applicable for VR-DevOps to

VR-EA+TCK [18] adds knowledge and content integration N o
VR-EvoEA+BP [19] adds EA evolution and Business support synergies, more holistic insights, and
Process animation enhanced collaboration across the enterprise and

VR-ProcessMine [20] supports process mining in VR organizational space.
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Solution

Solution Concept

VR-DevOps is a solution concept for
visualizing and interacting with heterogenous
DevOps pipelines in Virtual Reality (VR).

VR provides an unlimited immersive space for
visualizing and analyzing a growing and
complex set of models and their
interrelationships simultaneously in a 3D
spatial structure viewable from different
perspectives.

T

Pipeline ID

I Anchor
"

Pipeline hyperplanc

Visualization in VR

« A horizontal pipeline hyperplane represents a pipeline, holding vertical semi-
transparent gc’)’l)c?red boxes called rupn planes (s%epeﬁgure), ‘which are ordered
chronologically left to right.

« Arun plane represents a pipeline run, which is colored based on status
(green=success, yellow=in progress, red=error, grey= aborted).

« Hyperplanes also enable inter-project pipeline differentiation for larger portfolio
scenarios involving multiple pipelines.

*+ The bottom of each run plane encloses a directed c};r ph of sequential stages
(cubes) of the pipeline between a start (black sphel e?and an end (black s%here)

. _Verticallg stacked smaller cubes linked with lines above each stage show the
internal steps within a stage.

« Acube with black borders is used to represent the entire run, and is all that is shown
when a run is collapsed (e.g., to reduce visual clutter); on its front various details are
depicted (ID, run duration, circular percentage of stages with status). The
visualization form remains consistent across DevOps tools.

Navigation in VR

« Two navigation modes are incorporated in our solution: default gliding controls for

fly-through VR, while teleporting instantly places the camera at a selécted position
via a selection on the VR-Tablet. Teleporting is potentially disconcerting, but may
reduce the likelihood of VR sickness.

Interaction in VR

« User-element interaction is su?ported_ ci)riman'! through VR controllers and a VR-
Tablet. The VR-Tablet is used to provide detailed context-specific element
information. It includes a virtual keyboard for text entry via laser pointer key
selection. On a hyperplane corner, an anchor sphere affordance (labeled with its
pipeline ID) supports moving, hiding (odlapslng%, or showing (expanding)
hyperplanes, as shown in the bottom left of the figure.
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Realization

Realization

¢ VR visualization aspects were implemented using Unity.
e The Data Hub is implemented in Python and integrates and
stores all data in JSON
e The MongoDB Atlas cloud is used for storage
= Can easily be switched to a local MongoDB
. Integranon via Adapters
All integrations with DevOps tools use their Web APIs via our
tool-specific Adapters in our Data Hub.
= To demonstrate the tool or platform independence (i.e., 1
heterogeneity) of our solution concept, we chose to |ntegrate with 50 e oM
« Jenkins to exemplify a private (local) cloud tool 512 “errortessag

813 “description

«  SemaphoreCl to exemplify a public cloud tool 1810 “maven3”

« ACD pipeline is an automated expression of the process for preparing software for delivery.
= A Jenkins pipeline is a set of Jenkins plugins with a set of instructions specified in a text-based Jenkinsfile using
Groovy syntax.
« It can be written in a scripted or declarative syntax, and typically defines the entire build process, including

buﬂdlnﬁ; testlng and delivery. Concepts involved can include agents (executors), nodes (machines), stages
(subset of tasks), and steps (a single task).

= A SemaphoreCl pipeline is described via YAML syntax.
e We created our own common generic JSON format to store pipeline information shown in the figure.
= Apipeline instance refers to a run. The refresh rates can be configured for Data Hub state retrieval from Unity and for
each Adapter’s Web APIs calls.

a tool from a predefined Tool Installation”,
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Evaluation >
Evaluation

« The evaluation of our solution concept is based on the design science method and principles [22],
in particular a viable artifact, problem relevance, and design evaluation (utility, quality, efficacy).

« Ascenario-based case study is used (assuming the user may not be a developer):
= The Status scenario focuses on comprehension (run state, number of runs),
= The Analysis scenario focuses on information retrieval (towards problem identification or resolution).

« To demonstrate the heterogeneity of the solution, screenshots of runs from Jenkins or
SemaphoreCl are interchangeably used.

« For Jenkins, the SpringBoot PetClinic example pipeline [23] includes 39 Java files and 1335
Lines of Code (LOC).

« For SemaphoreCl, the Android App example pipeline [24] includes 13 Kotlin files and 287 LOC.

« An additional step with an artificial error was inserted into the SpringBoot example for illustration
purposes in a second version of the pipeline.
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Evaluation
Evaluation: Status Scenario

« Analogous to a dashboard, a VR-DevOps
stakeholder should be able to readily
comprehend and assess the current status and
state of the various pipeline runs, exemplified
for Jenkins in the top right figure and
SemaphoreCl in bottom right figure.

« Each run may execute different steps and
stages (e.g., due to an abort or error). Fully
collapsed run planes provide a purely high-level
overview with relevant info on the black-lined
cubes, as in the figure below.
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Evaluation

Evaluation: Status Scenario

In contrast, every DevOps tool has its own web
interface and way of accessing information,
illustrated via screenshots of Jenkins in the top
right and SemaphoreCl in the bottom right.

Retrieval of equivalent status and state details
typically requires multiple separate web page
requests, thus VR-DevOps supports utility and
efficacy, especially for increasing pipeline
complexity, pipeline versions, and large scale-
out of runs.

X springBootExample < 8

Update Semaphore configuration
B Workflow  © Tests @ Artifacts

(G2 Veriiation Pipeline - 95:12 - Triggered by rerun of a Warkflow by maxzeger 28 minutes ago «

© Verification Pipeline e5:12 Promotions

Verification > StartIntegration tests
Build
——— © AnalyzeCode 62:39
© BuildProject 62:29
© UnitTests  62:15
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Evaluation

Evaluation: Analysis Scenario

o VR-DevOps supports issue analysis via immersive visual patterns and contrasts,
visually revealing differences in pipeline versions and the detailed steps executed
shown for the Android App (see figure below).

o The contrasts with its

= YAML (YAML Ain't Markup Language) pipeline definition in bottom right figure, which contains
many details (difficult for gll sta%eﬁ%l()eprspto grasp) but lacks status info, 9

= Or webpage Ul (top right), which provides simplified status but lacks sufficient overall details.

Update Semaphore configuration

B ot ©7es & A

Py — [ —

itoin Ry —

B p———
Pyt

bietine st

s cestoomnicrse

—
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Evaluation

Evaluation: Analysis Scenario

Immersive visual differentiation of runs via perspective and alignment is
shown for the PetClinic below

Grasping its pipeline structure from its Groovy file (bottom right) would be
more difficult for non-developers.

Visual depiction and differentiation can help support the inclusion of non-
tech-savvy stakeholders, improving the speed of assessments and the
quality of analysis tasks by including more stakeholders.
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Evaluation

Evaluation: Analysis Scenario

« The VR-Tablet provides B <cription or Instructions
additional context-specific o I d
metadata and error messages ID: 5

about a block (top left), step or
stage task instructions (top right),
or its raw log (bottom left) or
pipeline info (bottom right) for
developers.

« This consolidation, in conjunction
with visual differentiation, could
improve the utility and efficacy of
analysis tasks, especially when
considering increasing pipeline
complexity, pipeline versions, and
large scale-out of runs.
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Conclusion >

Conclusion

« VR-DevOps provides an immersive solution concept for visualizing, analyzing, and interacting
with DevOps pipeline runs in VR.

« The realization prototype showed its feasibility, and the case-based evaluation showed its
potential to support typical scenarios such as status and analysis.

« The solution concept is DevOps tool-independent, hiding the differences that the fragmented
DevOps tool landscape might present to non-tech-savvy stakeholders.

« It thus provides a way towards broader inclusion of various DevOps stakeholders, and can thus
support greater collaboration and communication to address one of the top challenges facing
DevOps.

« Combining VR-DevOps with our other VR solutions, such as VR-Git, VR-GitCity, VR-SDLC, VR-
EA, VR-V&YV, VR-TestCoverage, etc., can support more holistic DevOps insights.

o Future work includes: a VR-native collaboration and annotation capability, additional DevOps tool
integrations, and a comprehensive industrial empirical study.
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