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Who am I?
Background information…

Tech. at Escola Profissional D. Sancho II, Elvas, Portugal in 1994-1997
    Electrotechnical Professional
    Main Interest: Electronics
Eng. at FEUP, Porto, Portugal in 1997-2002
    Telecommunications, Electronics and Computers
    Main Interest: Digital Systems
M.Sc. at TUM, München, Germany in 2002-2004
    Communications Engineering
    Main Interest: Forward Error-Correcting Codes
Researcher at Siemens Mobile in 2004-2007  PhD
System Architect and Embedded Software Developer, Ericsson, in 2007-2013
System Design Engineer for JavaCard OS, NXP, Hamburg, in 2013-2014
PhD. at UniBwM, München, Germany in 2019-2021
Senior Key Expert for Secure Software Development
Siemens AG, München, 2014-present
Certifications:
    CISSP, CISM, GXPN, SANS 642 Coin, …
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Overview of what is to come…
Agenda

How to address software vulnerabilities during the development phase?

TrainingTooling Reviews

Agenda
1) What are serious games; what are the essential criteria for industrial serious games?
2) Examples of serious game design, developed through action design research.
3) (if we have time…) On the future of serious games using Artificial Intelligence

• SAST
• DAST
• AI

• Traditional
• Serious games
• …

• Human factor
• Tooling
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Serious Games
What Constitutes a Serious Game? How are Serious Games different from Gamification?

Serious Games are not the same as Gamification
Purpose:
• Serious Games: Fully-fledged; medium to teach or achieve a 

purpose while engaging the player(s) in an experience
• Gamification: Adding game-like elements (e.g., points, 

badges, leaderboards) to a non-game event; it's more about 
enhancing existing processes

Experience:
• Serious Games: Immersive environment for learning or skill 

development. Players might not even realize they are being 
educated or trained while playing.

• Gamification: Non-game-related core activity(ies); 
engagement achieved through elements such as rewards

Scope:
• Serious Games: Full game with mechanics, storylines, 

challenges, and goals tied to the purpose
• Gamification: Partial gaming elements, without building a 

complete game
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Gamification
Examples of Gamification

Source: https://www.straight.one/learning-base/mozart-stairs-in-stockholm-mehr-
spass-am-treppensteigen/

“Spin the Wheel and Win”

Employee of the Month

50%

10%

5%N
IL

Free!

5%

10%

N
IL

GitHub Profile Badges
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Serious Games
Recognized by the BSI IT-Grundschutz-Katalog (2016) as a mean to raise awareness
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Designing Industrial Serious Games
… using Action Design Research (Sein et al.)

T. Espinha Gasiba, Raising Awareness on Secure Coding in the Industry through CyberSecurity Challenges,
Ph.D. dissertation, Fakultät für Informatik, Univ. Bundeswehr Munich, Germany, 2021.

adapted from Stein, M., Hendfridsson, O., Purao, S., Rossi, M., Lindfren, R., “Action Design Research”, MIS Quarterly, 2011, 35(1), 37-56

…
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Three Industrial Serious Games
Design best—practices as outcome from research conducted in the industry

Secure Software 
Development

Secure Deployment 
in the Cloud Secure Code Review
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Design Requirement Criteria for Serious Games in Industry
Requirements and Background

Requirement     Background
q Clear learning goal      serious game
q Adapted to job description     targeting industry
q Working mechanics of game     serious game
q Progressive difficulty      serious game mechanics 
q Elicit discussions among participants  targeting industry
q Present compliant solutions     targeting industry
q Include solution hints      serious game mechanics
q Standardized solution      targeting industry
q Planning of duration of event     targeting industry
q Consider different technology stacks  general awareness
q Defensive challenges      novel result / industry
q Focus on secure coding guidelines     targeting industry
q No need to learn new tools     targeting industry
q Raise awareness of malicious attack   general awareness

CTF (Capture-the-Flag) games, although normally targeting cybersecurity, are not ideal to 
raise awareness of software developers on secure coding
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“Important” industry requirements are not addressed

Empirical study: comparison of CTF vs Game Requirements
Results of Lightweight Literature Review

Our experience shows that 
these requirements are 

fundamental for
industrial serious games
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• Lesson learned: not all challenges are suitable as 
CyberSecurity Challenges

• Challenge type depends on environment
• Capture-the-Flag creates a “competitive environment”

• Players focused on winning rather than learning
• Root cause of failure

• Not designed to address software developers

• No secure coding guidelines, not adapted to job

Lesson in failure: when interactive storytelling fails
How not to design serious games
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When Interactive Storytelling Fails
Five Scenarios

Backup and Restore

Principle of Least Privilege

Password Management

Where to Share Data

Patch Management
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Learning Techniques and Activities for Serious Games
Mapping between Techniques and Activities (Silva, 2020)

Silva FGM. Practical Methodology for the Design of Educational Serious Games. Information. 2020; 11(1):14.
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Designing Serious Games
A framework by Silva, 2020

Cost
• unproductive 

hours
• extra costs
• maintenance

/ adaptation

Benefit
• real-world 

examples
• teamwork
• standard 

compliance
• increased 

awareness /
      security

Silva FGM. Practical Methodology for the Design of Educational Serious Games. Information. 2020; 11(1):14.
© 2024 Siemens AG, Unrestricted, Dr. Tiago Espinha Gasiba, “Serious Games for CyberSecurity”, presented at the IARIA CYBER 2024 Conference in Venice, Italy, September 29 to October 03, 2024



Industrial Serious Games
Sifu – Raising Software Developers’ Awareness of Secure Coding Guidelines
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• You get a vulnerable code snippet
• Task is to find vulnerabilities and fix them
• Failed solutions uncover hints
• Supports: C, C++, Java, Python, Terraform

CyberSecurity Challenges

T. Espinha Gasiba, Raising Awareness on Secure Coding in the 
Industry through CyberSecurity Challenges, Ph.D. dissertation, 
Fakultät für Informatik, Univ. Bundeswehr Munich, Germany, 2021.
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§ That kinds of challenge types are suitable for 
industrial players?

Industrial Serious Games
Suitable Challenge Types
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Traditional 
methods

Interactive 
methods
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Structure of Serious Game Challenge
Challenge Structure in Three Phases

Introduction Challenge

Conclusion

Hints

Finish
Start Logic Correct

Wrong

Points
&

Penalties

Explanation

Phase 1 Phase 2 Phase 3
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Previous Work: Design through Action Design Research
Overview of Research Activities

Offensive Challenges Requirements Client-Based 
Deployment

Defensive/Offensive 
Challenges Challenge Design Server-Based 

Deployment

Ranking Secure 
Coding Guidelines

Temporal 
Dimensioning

Defensive 
Challenges

Cloud-Based 
Deployment

First Design 
Cycle

Second 
Design Ccle

Third Design 
Cycle

Industry Survey

Case Study

Empirical Studies Challenges Design Studies Deployment

Legend:
Deep Dive
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Sifu Platform (Defensive Challenges)
Third Design Cycle: developed platform, released under MIT license

19
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CyberSecurity Challenges
Embedded in a Corporate Training Event; Agenda and Empirical Studies

Survey:  opt-in with informed consent and anonymized answers

20
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Evaluation of Serious Game
Success in the industry

• More than 80% of evaluation criteria shows positive results
• Usefulness: established in the official company training curriculum
• Success achieved in industry and academia
• Note: not always possible to achieve 100% agreement in every category

2 3
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CyberSecurity Challenges
How to play a challenge?

22
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Automatic Evaluation of Challenges
Architecture: Frontend/Backend
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Industrial Serious Games
CATS – Raising Awareness on Responsibilities for Secure Cloud Deployments 

24

• Electronic (virtual) table-top game
• Goal is to build a defense strategy
• Failed solutions provide hints
• Teach separation of responsibilities and 

defense strategies against typical attacks

Cloud of Assets and Threats

Ongoing work by: Tiange Zhao
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Cloud of Assets and Threats
A Virtual Table-Top Game
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Player 
cards

Attack 
description Solution 

evaluation

Hints

Game tipsPool of 
cards

Card 
description

Different 
Responsibilities

Solution 
Rationale

© 2024 Siemens AG, Unrestricted, Dr. Tiago Espinha Gasiba, “Serious Games for CyberSecurity”, presented at the IARIA CYBER 2024 Conference in Venice, Italy, September 29 to October 03, 2024



Cloud of Assets and Threats
Game Mechanics
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Introduction Challenge

Conclusion

Hints

Finish
Start Logic Correct

Wrong

Points
&

Penalties

Explanation

Phase 1 Phase 2 Phase 3
Where did 
we see this 
model?...
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Cloud of Assets and Threats
Game Evaluation in an Industrial Setting
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Interaction 
and 

engagement

Crucial positive 
aspect: learningfun is also 

important

Watch out for
- Communication
- Infrastructure
- Environment
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Cloud of Assets and Threats
Study on effects before/after playing the game

28

Results after playing game Results before playing game

Significant 
improvementsStatistical noise Issues requiring 

special attention

NOTE:
Long-term effects are 
difficult/impossible to 
determine!
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Industrial Serious Games
DuckDebugger – Empowering Developers to Perform Code Review
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• Player is given a vulnerable code snippet
• Task is to review code and identify vulnerability-hotspots
• Hints in the form of checklist and SAST tool output
• Supports: C, C++, Java, JavaScript, Python, Golang, C#, …

Discover Vulnerabilities and Defend your code
…because code reviews matter!

Ongoing work by: Andrei-Cristian Iosif
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DuckDebugger – Discover and Defend
Interactive Challenges

30

Quack!

User review Vulnerable 
code Solution at 

the end

Output of 
SAST tools

Checklist to 
assist review
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DuckDebugger – Discover and Defend
Dimensions of Empowerment

31

Involvement Motivation

Teamwork Significance

Empowerment

© 2024 Siemens AG, Unrestricted, Dr. Tiago Espinha Gasiba, “Serious Games for CyberSecurity”, presented at the IARIA CYBER 2024 Conference in Venice, Italy, September 29 to October 03, 2024



DuckDebugger – Discover and Defend
Preliminary Results from Interventions in Industry

32

Results collected from 200+ participants, across 13 game events

How players interact with the game

How game motivates players

~70%

~77%
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DuckDebugger – Discover and Defend
Preliminary Results from Interventions in Industry

33

Game improves teamwork

Game is significant for daily job

~89%

~81%

Results collected from 200+ participants, across 13 game events
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Large Language Models and Secure Software Development
.

34
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Large Language Models and Secure Software Development
CodeGuardian – (Work Currently Under Review)

35

- Using LLM models to assist software developers
   to write secure code
- Ease of use: seamless integration in VisualStudio
  Code as a plugin
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About one in every five 
vulnerabilities is not found! 

About one in every ten 
vulnerabilities is wrongly labeled

Naïve Usage

Large Language Models and Secure Software Development
How well does ChatGPT perform (i.e. can detect vulnerabilities)? 

36

About four in every ten 
vulnerabilities is are found!
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A Simple ChatGPT Experiment
CWE 208 - Observable Timing Discrepancy

Code can be 
trivially broken!

37

Espinha Gasiba, T.; Iosif, A.-C.; Kessba, I.; Amburi, S.; Lechner, U.; Pinto-Albuquerque, M. May the Source Be with 
You: On ChatGPT, Cybersecurity, and Secure Coding. Information 2024, 15, 572. https://doi.org/10.3390/info15090572
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Technically correct,
but unnecessary

Technically correct,
but using extra libraries

q Using ChatGPT, solution had to be forced to obtain a solution
Ø Explicitly state that there is a timing vulnerability in the code

q AI’s solution introduces dependency on 3rd party component
Ø In an industrial context, this can be undesired, e.g. due to licensing issues

A Simple ChatGPT Experiment
CWE 208 - Observable Timing Discrepancy – ChatGPT’s solution

38
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Technically correct,
but unnecessary
due to context

Expected solution

A Simple ChatGPT Experiment
CWE 208 - Observable Timing Discrepancy – ChatGPT’s 2nd solution

q Additional solution had to be forced to remove dependency on 3rd party library
q Solution still exhibits several problems (after more than 15 interactions)

Ø Potentially unnecessary checks
Ø Maintenance of code can be problematic
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Observed problems with AI and Secure Coding
Short summary of identified issues

Missing context Changed semantics Code complexity

MaintainabilityLimited learningLearning inference
(abuse/leakage)

> pre-conditions
> superfluous corrections

> Different behaviour
> no-go for safety-critical systems

> Efficiency not guaranteed
> affecting real-time systems

> e.g.missing comments> Findings limited to 
learning data set

> Leakage of IPR, company 
internal secrets
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Large Language Models and Secure Software Development
… we are sure that this will become more and more ubiquos

41
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Large Language Models and Secure Software Development
A recent study indicates potential serious consequences…

42

The presented in this work are surprising, not in 
terms of the results, but in the possible 

application and/or extension of the idea!

It is no longer a privacy issue…

Can an AI system be used to misinform and lead 
software developers to write insecure code?

To which extension can we trust AI systems?
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Large Language Models and Secure Software Development
Can ChatGPT be used to trick software developers to write insecure code?

43

…
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Large Language Models and Secure Software Development
…maybe!

44
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Large Language Models and CyberSecurity
Reflections on trust…

45

The only statistics you can trust are those you falsified yourself.
Winston Churchill
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Thank you!
Contacts for further information

Dr. rer. nat. Tiago Espinha Gasiba

tiago.gasiba@siemens.com
Siemens AG
Munich, Germany
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Sein et al.: Action Design Research
Methodology

Sein, M. K., Henfridsson, O., Purao, S., Rossi, M., & Lindgren, R. (2011). Action design research. MIS quarterly, 37-56
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Design-Science Research (Hevner et al.)
Information Systems Research Framework
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