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Cyber Resilience Act (CRA) 

• Introduces new mandatory 
cybersecurity requirements for 
hardware and software 
products throughout the whole 
lifecycle 

• Regulation focuses on 
products with digital elements 

• Classification of products into 
different classes + exclusion 
criteria
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Challenges for manufacturers of IoT products

• How to define requirements for a software that could assists 
manufacturers with complying with the CRA?  

• Additional overhead for manufacturers to proof compliance  

• How can compliance be proven to a third party? 
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Presented Solutions

• Research Question: How could a software prototype look like, that assists 
manufacturers with vulnerability detection to comply with the CRA? 

• Idea: Introducing Software that performs compliance checks for IoT 
devices 

 CRA Compliance Checklist  

 Vulnerability Scanner
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CRA Compliance Checklist 

• A tool to determine the current cyber security standard and to monitor 
compliance with the requirements of the Cyber Resiliance Act 

• Documentation on the current status and the degree of compliance with 
the regulation 

• Tips and information on compliance with the requirements

7



Automated Vulnerability Scanner for the Cyber Resilience Act 

CRA Compliance Checklist 

e.g. Checklist: 

• Is the product delivered without 
known exploitable weak points? 

• Yes / No 

• Comments (for documentation) 

• Further Information
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Vulnerability Scanner
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Functional Requirements Non-Functional Requirements

Vulnerability Reporting Usability: Should enable non-developers, 
like project managers, to track the 
security status of the project 

Software Bills of Materials Deployment: Easy installation 
procedure, ability to deploy on all 
platforms

Languages: C, C++ and Python Development Process: Should be 
integrated into the development process
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner
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Vulnerability Scanner

• SAST Scanners like Semgrep, Flawfinder perform pattern matching  

• Quality of the scan depends on variety, number and quality of the patterns 

• Certain vulnerabilities cannot be expressed with simple patterns 
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Conclusion / Outlook
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-> Toolkit for the CRA
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