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Results From Pitpimon’s PhD Thesis

Methodology

Machine Learning
1. Data Sources: Utilized two distinct datasets:

a) A public Tor dataset from UNB-CIC, encompassing eight application types:
audio, browsing, chat, email, FTP, P2P, video, and VolP.
b) A private dataset focusing on browsing applications.

2. Data Preprocessing: Clean and prepare the raw data for analysis.

3. Statistical Analysis: Conducted using the Mann-Whitney U Test to identify significant
differences and patterns.

4. Machine Learning Models: Implemented and evaluated three models—J48, Random
Forest, and KNN. 5



Results From Pitpimon’s PhD Thesis

Analysis of Tor vs. Non-Tor Traffic

Table 1: Number of balanced Tor and non-Tor instances for nine applications

Audio 26,082 | Email 12,300 | Video 32,154
Browsing 71,950 FTP 514,952 VolP 737,382
Chat 6,504 | P2P 433,770 | Private 29,600

Statistical Analysis

- The Mann-Whitney U test showed significant differences in traffic, with
differentiation rates of 95.42% for the public dataset and 100% for the private
dataset.



Results From Pitpimon’s PhD Thesis

Machine Learning Analysis

Feature Set 1: Frequency Features Feature Set 2: Ratio Frequency Features
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Figure 1: Results of the approach proposed.



Why Are These Results That Remarkable?

Adversarial Indistinguishability Experiment

1. An attacker A chooses two messages mg and m4 of the same length for a
given encryption scheme with security parameter N. The security parameter
may be viewed as corresponding to the length of the key.

2. Arandom key k is generated (depending on N) and a bit b € {0,1} is chosen
at random. A receives the so-called challenge ciphertext ¢ <— Encg(mp).

3. Aoutputs a bit b’ € {0,1}.
4. The result of the experiment is 1if b = b’, otherwise 0.
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In a perfect crypto world, distinguishing Tor-encrypted traffic from other
encrypted traffic should not be possible!
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New Experiments: Algorithms and Experiments

AES Modes of Operation Machine Learning Algorithms
- Cipher Block Chaining (CBC) - Random Forest (RF)
- Counter (CTR) - Decision Tree (DT)
- Electronic Codebook (ECB) - k-Nearest Neighbor (kNN)
Datasets Train-Test-Split
- Dr=R'UR? - Split (X, ) into (X, Vir) ; (Xie, Vee)
- D, =7'UZ7 - Ratio: 75% training, 25 % test

A total of 18 experiments were conducted

10



New Experiments: Results (CBC)
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New Experiments: Results (CTR)
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New Experiments: Results (ECB)
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Conclusion and Outlook

Conclusion
Pitpimon’s PhD Thesis shows distinguishability of Tor and non-Tor packets
Q: Is this due to the different number of encryption passes?
l.e.: Can single-encrypted data be distinguished from triple-encrypted data
via analysis of hex characters?
A: All three ML models failed to do so regardless of the type of encrypted data.
The accuracy is ~ 50 %, which is the guess probability.
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Outlook
Further experiments needed to gradually rule out possible explanations for the
distinguishability and to identify the actual cause.
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