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'Intelligent Transportation Systems (I13) apply a variety of
technologies to monitor, evaluate, and manage transportation

systems to enhance efficiency and safety”, Uy DOT

Main Benefits of IT5:
o Safety

e Better Management

e tificiency
o  (ost Effectiveness
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Cont'd ~NextGen. Project
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ADI-B SWW Probesn

[raditional durveillance Technologies ADS-B advantages
o Primary Surveillance Radar (PSR) o Better Accuracy
« Secondary durveillance Radar (38) « (apability to be deployed in remote
areas

e Less operational & maintenance Costs

13



Cont’'d — How ADS-B Worky

Satellite with
ADS-B reciever

° GNSS
<§4/sateu.ites\b ?é 3

\ Aircraft with /
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Cont'd — ADS-B Nersage Format

Preamble DF Capability ICAQ Address Parity PI
ADS-B (8 bits) (5bits) | (3 bits) (24 bits) (24 bits)

Mode S-ES

UAT
Mode A Mode C

Mode S - ’
ATCRBS




Cont'd — ADI-B Threat Modef

Satelllte

* lypes of Attacks:

* tavesdropping / \

* (P5 dpooling E * %)

* Jamming \ \
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Refated Work

@ Cyploqaohic Aopraaches @ ;\\;t;?;a!h|:ste|hqence 9 /K(;c;rt(i)zrgh\ézriﬁcation
e Rationale: Add digital signature dats * Rationale: Use machine learning ~® Rationale: Use the time difference of
in extra ADO-B messages and/or deep learning classifiers arrivals from nearby aircrat
e Panetal * Jingeta * trohmeier ef
e Jang et a o Habler and shabtal o faune et a
o Weakness: not scalable and may @ Weakness: these approaches are ot~ Weakness: requires severa
increase error rate, and may require  preventive, not much insight on the  multilateration stations, no message

changing the message format type o the attacks attribution
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ADI-Bhrece Framework -Overview
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ADS-Brec — Jecure Mervage Generator

nis is a software change that does not require any hardware change

. |

« Ihere is no need for an ADS-B message format modification

« Ihe power of the HMAC lies mainly in the length of the key

« No need for sending extra data that harm the scalability of the approach

[wo variants of the secure message generator:

o Version 1: ADS-5 Ot only
e Version Z: Both ADS-3 Out and ADS-B In

/1



Cont'd = Varnion 1
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nwH'd - Verpion 2

| Even Message Payload | CRC|

I Odd Message Payload ]CRC]

|Even Message Payloadl Odd Message Payload |

Individual HMAC HMAC
key Algorithm Algorithm

[P IP2] . - IMca] Py |

Bit Manlpulatlon
Algorithm

[Hoga |

Heven l

Group
key

ERERI

- Iox-1] 9]

Bit Manlpulatlon
Algorithm

[ Soad |

evenl

Security Metadata
Generation Algorithm

\G

Security Metadata
eneration Algorithm

MDeven MDOdd
HMAC-based Sequence Individual Group
Metadata Number Metadata Metadata
8 bits 8 bits 8 bits




ADI-Brec — Jecurity Analydis Module
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ADI-Brec — Key Managerment Module

|

o DI schemes are difficult to deploy to share ADY-B keys mainly due to trust issues
« oymmetric keys are more adequate

e Delegate the initial key distribution to the AIC Center of departure

L2y Exchange Constraints:

« |deal flignt conditions
« Unforeseen flight changes

o ADS-B Out vs ADS-B In and ADS-B (ut




Cont'd - Vdeal Flight Conditions
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Cont'd - Unlformw» Flight Changes
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Cont'd - Exchange jor ADI-B In
and ADSE%? Out g

e Rationale:

o Nearby aircraft, equipped with ADS-5 In, receive ADS-B messages from each other

o Al aircratt in a qiven zone qenerate their security mefadata sing a group key that is generated from seed keys
o [he qranularity of the qroups are inspired from the airspace subdivision by the authorties {e.q. Flight Information Regions|
* broup keys need to be updated every time a member joins or leaves the group

* Lach day is subdivided into time intervals depending on the frequency of aircratt in that zone

o deeds are generated in 1 lesla- ke fashion
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ADS-Brec — ML Claddijier
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ADI-Brec — Radio-location Modufe
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Cont'd — Computing the TODT

Tn — tn + Pn

\/(xn - ajE)Q + (yn — yE)Q -+ (Zn — ZE)2

tn —
C

7i — 7 = (ti = 1) + (pi — pj)

T —T1j =t; —t; + N(0,207)



Cont'd - deﬂh@ bogu) ADI-B
Nmoﬂm

Algorithm: Detection of Bogus ADS-B Messages

1 Initialize arrays to store the Cartesian coordinates of both
the MLAT sensors and the emitters;

2 while r <endTime do

3 Store the coordinates of each emitter in its
corresponding array;

4 Run the multilateration algorithm to determine the
location of the emitter based on the collected TDOT
values;

5 Apply Kalman Filter to improve the location
estimation;

6 Compute the horizontal difference hp;rs between the

estimated and reported position;
if hpiry <Threshold then
| ADS-B message is valid

9 else
10 | ADS-B message is malicious
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Bvalualion Resulh

@ (rypto Module @ Al Module @  Location Verification
o Measure the sending time anc o Measure the classitication accuracy,  Comparing DO vs TDOA
receiving time of secure ADS-B sensitivity and specificity of the ML Location estimation using 1D0I
Messages classirier o [etecting malicious ADS-B messages
o [ompare the overhead of the added  ® Compare the classification scores of
security vs the original protocol the original vs modified datasets

o Study the effect of the
implementation of the Key
Management Module



Cont'd — Crypto-Hodufe Evafuation

nnnnnn (s)

The ADS-Bsec Test Bed
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nH'd — Receiving Tume
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Cont'd — Al Module rvaluation

CLASSIFICATION RESULTS WITH ORIGINAL DATASET. CLASSIFICATION RESULTS WITH MODIFIED DATASET.
Percentage Classifier CA Sens  Spec Percentage  Classifier CA Sens  Spec
95-05 Dtree 0.96 0.69 0.92 95-05 Dtree 0.99 0.97 0.99
95-05 SVM 0.97 0.51 0.92 95-05 SVM 094 0.69 0.97
95-05 RF 097 0.71 0.92 95-05 RF 099 097 0.99
90-10 Dtree 095 0.68 092 90-10 Dtree 1.00  0.98 1.00
90-10 SVM 094 049 0.92 90-10 SVM 096 0.71 0.96
90-10 RF 094 070 0.92 90-10 RF 099 097 0.99
85-15 Dtree 0.92 0.61 0.92 85-15 Dtree 0.99 097 0.99
85-15 SVM 091 050 091 85-15 SVM 094 069 0.97

85-15 RF 090 069 091 85-15 RF 099 097  0.99
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0.9

® Average of CA

® Average of Sens

m Average of Spec
Dtree RF SVM Dtree RF SVM

Modified Original

Average (lassification dcore: Original dataset vs Modified dataset

4



Cont'd = Radio Location Module
Bvaluation
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ADS-Bsec framework addresses the security problems of ADY-B from a holistic approach without altering
the packet format or requiring new equipment

[t combines novels cryptographic, artificial intelligence and location verification techniques to provide the

inteqrity and authenticity of the ADS-B messages

The findings are supported by a set of experiments that assess the performance of the key modules of ADy-Bsec

4o
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Future Challenges

Risk of adversarial attacks on Universal Access Transceiver ACAS-X Security Unmanned Aircraft System Security of other transportation
ML and DL approaches to (UAT) Security Traffic Management Security protocols such as the AlS and

detect ADS-B Security oV

Problems
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{Aircraft, FlightPath}SymKey

Aircraft SourceATC
I T T T T T T 7 net,sidi,pst |
| SourceATC > DestATC
| nc3, sid3, ps3
| DestATC > SourceATC
| CERT(DestATC)
| DestATC » SourceATC
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Initial Key Exchange Protocol
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and DestATC to exchange key to be
used by aircraft using master key

Handshake between SourceATC
and TransitATC to exchange key to
be used by aircraft using master key
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| I
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Cont'd — Key Management Module Clasd

lagram

GeoFencingManager
e +checkLocation(icao; String, fir: String)
. eoroin Flight details-Fil +Iongitude2X(I9ngitude: double) @ L _-___ &
-longitude: double +latitude2Y (latitude: double) :
-latitude: double +geoFencingBasics() <<use>> FIRParser
-altitude: double : .
' A i +parseGeometry()
A : ! +parseFeature()
\ ' <<uge>> :
1 ’ :
<<use>> - : i
| [ . |
: - KeyManagementManager | 77 °°= \
FlightPlan - _. . !
' : : ' 1 +initScenario() &1 '
-flightMap: ArrayList<GeoPoint> . ( ¢’ +geoFencingCheck(icao; String, fir: String)
+parseFlightPlan() @~ [ -~~~ ’ +genSecAssociation(icao; String, fir: String) US FIR: KML File
N
1
]
]
1
]
I
] 1*
: - 1.’
<<use>> Aircraft ATC Center
] -icao: Strlr?g -id: String
————————— -Ksec: String

-Kicao: Map<lInteger, String>
+negotiateSecAssociation()

+getFlightPlan()
+getSecurityAdociation()
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Future Challenged — The Bigger Picture

(reate a new research lab focusing on

teligent Tansportaion Systems Support the research vvith'a proper Apply for research Gra'nts. dome
. educational foundation potential programs include:
Security
« Aligned with GMU participation in « Develop new courses on: « DOT: Universtty Iransportation Centers
CyManll and VA Cyber Intiative o TS Securiy (UTC) Competition
« Promation of My and PhD) theses o (ritcal Ifrastructure Securiy o FAA: Aviation Research Grants
« Foster research collaboration between « Smart Cities Security Program

faculty members at GMU and beyond « NSF: SalC, (P, S&LL



