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CPPS & IIoT Security

CPPS

Antao, L., Pinto, R., Reis, J., & Gonçalves, G. (2018, April). Requirements for testing and validating the industrial internet of things. In 
ICSTW (pp. 110-115). IEEE.
Pinto, R., Rossetti, R. J., & Gonçalves, G. (2016, July). Wireless sensor network simulation for fault detection in industrial processes. In 
SIMULTECH (pp. 1-6). IEEE.



5200
cyber attacks are launched against IoT devices 

each month.

$3.1 billion
The worldwide spending on IoT security is 

expected to reach this year

https://parachute.cloud/2022-cyber-attack-statistics-data-and-trends/

❏ The security of CPPS is crucial to the development and acceptance of the technology. 
As the IoT environment becomes complex, the resulting security issues present more 
challenges than any other existing network system.

❏ The limited computational power of COTS devices in CPPS restricts the usage of 
heavy security solutions.

❏ Security solution must be lightweight and Self-X* compliant.



47%
Since 2018, the number of security incidents 

involving insiders has increased by

70%
Organizations use and rely on a security 

prevention tool

https://parachute.cloud/2022-cyber-attack-statistics-data-and-trends/

❏ Prevention alone is no good, since no system can be full-prove to all attack vectors, 
especially considering zero-day attacks and inside threats. 

❏ The autonomous and complex nature of CPPS does not comply with traditional IT 
security solutions. 

❏ Intrusion Detection Systems may be used as a 2nd layer of protection.



40%
Of security technology is expected to rely on 

artificial intelligence by 2023

55%
of enterprises plan to increase their 
cybersecurity spendings this year

https://parachute.cloud/2022-cyber-attack-statistics-data-and-trends/

❏ By focusing on ML detection solutions, IDS is limited in model training, online 
detection and real-time data processing.

❏ Develop of security solutions in CPPS is a complex and error-prone process. Security 
features should be included in the CPPS already in the design stage.

❏ Avoid the training phase, batch data processing and offline detection.

❏ Follow an Model-based Engineering approach using an industrial standard, such as 
the IEC 61499.



Value 
Proposition

02



An intrusion detection System to 
protect Manufacturing Systems, 
enabled by bio-inspired 
approaches, such as Artificial 
Immune Systems. 

The IDS development is fostered 
by the IEC 61499 standard to 
enable a low-cost and error free 
deployment process.



❏ Since attackers are becoming more and more underhand in their techniques, 
which are increasingly sophisticated, data breaches are inevitable.

❏ It is extremely difficult to fix all the possible vulnerabilities of a system and stop 
all intrusions/attacks to happen.

❏ Prevention won’t stop inside attackers.

Why IDS?



IDS Taxonomy



Pinto, C., Pinto, R., & Gonçalves, G. (2021). Towards Bio-inspired Anomaly Detection using the 
Cursory Dendritic Cell Algorithm. Algorithms.



❏ In the context of Autonomic 
Computing, a system is Self-immune 
when it recovers its safety properties in 
the face of an external (malicious) 
action. Ultimately, safety properties are 
no longer compromised when the 
same action occurs, acquiring tolerance 
over time.

❏ All Self-immune systems are 
self-healing, but the reverse is not true.

Self-Immunity



Application of ais in sms
❏ AIS are attracting researcher attention in Autonomic Systems, Control Systems, Islanding, 

A-IDS, Fault Diagnosis and Operations Research areas. 

❏ The main motivations are:

❏ Handle large volumes of data & manage very complex systems

❏ Generate Self-behaving systems and adaptability to changes

❏ MAS-oriented architecture for dynamic, heterogeneous and distributed environments

❏ The industry adoption of the AIS technology is very slow. The average TRL of bio-inspired 
solutions in industry is between 3 and 4 (proof-of-concept and validation in lab), while the 
LOA is between 2 and 3 (partially/limited autonomy). Possible reasons may be:

❏ The strong stochastic nature of the solutions makes them hard to assess, explain, and 
use in different contexts.

❏ Cost & effort of the industrial systems and infrastructure transformation.

Pinto, R., & Gonçalves, G. (2021). Application of Artificial Immune Systems in Smart Manufacturing. Array.
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The immune system is a network of biological 
processes that protects an organism from 
diseases. It detects and responds to a wide variety 
of pathogens (viruses, bacteria, cancer cells…), 
distinguishing them from the organism's own 
healthy tissue.

There are two major subsystems of the immune 
system. The innate immune system provides a 
preconfigured response to broad groups of 
situations and stimuli. The adaptive immune 
system provides a tailored response to each 
stimulus by learning to recognize molecules it has 
previously encountered. Both use molecules and 
cells to perform their functions.

Immune System



Immune Cells - Leukocytes



Immune Process overview

➔ Negative Selection 
Algorithm

➔ Clonal Selection Algorithm

➔ Artificial Immune Network

➔ Danger Theory (Dendritic 
Cell Algorithm)
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Negative Selection Algorithm
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Selection 
Algorithm



Clonal Selection Algorithm



Artificial Immune Network



Danger 
Theory



Dendritic Cell algorithm
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❏ Enable Self-Immunity in industrial systems
❏ Enable automatic security features adjustment according to needs of the system 

to be protected.
❏ Achieve autonomous reconfiguration of the industrial Edge devices in case of an 

attack/failure detected.

❏ Enhance the detection approach & performance
❏ Relating process host-related data with network-based data for a meaningful 

detection approach.
❏ Decentralized detection approach to enable a global self-awareness of the entire 

industrial system to be protected.

❏ Automatic security requirement validation, solution adjustment and deployment
❏ Assess the application context and, based on the specific requirements, adjust 

the detection technique and deploy the solution.
❏ Scalability, to be used in multiple application scenarios and business segments.



THANKS!
Rui Pinto

Do you have any questions?
rpinto@fe.up.pt 


