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Utility companies and Security

Utility Company Security
B Monitoring/control of regions energy consumption
B overload/outage monitoring
B Peak Load EV Charging avoidance(energy aggregators)
W Security:
B Advanced Metering Infrastructure (AMI) monitors grid resources (e.g. transformers)
and energy demand/consumption (smart meters).
B Consumer subscription reliability/fraud protection
B EV subscriber authentication protocol (AKA protocol:auth/secure metering)
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THE CASE OF SMART CHARGING

Peak load avoidance versus standard charging of electric vehicles (EVs), worldwide projection for 2040

Meteting
N Smart meter EV fleet consumption profile during working days capacity reduction through smart charging
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Safe EV Charging

EV Charging Requirements

» Mutual authentication of service provider
(PUC) and consumer/vehicle

» Secure charging metering:
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To achieve safe EV charging

- Authentication should be performed
using symmetric key authentication.

- Authentication keys should be shared only
between users and service providers.
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SM
home AKA communication initiation

(RA:Home Server) (PUC; Auth Server ) (SM."Charging St.) (Electric Vehicle )

PUC

(Home_AKA)Send_License_Plate -
Captures vehicle ]
lIicunes plate

HS

(Home_AKA)Generate_Key
(Home_AKAG)Generate_Authentication_Vector
SQN: 188875110173367
(Home_AKA)Generate_XRES_MAC

XRES: 11665645253085518279

MAC: 10822972401101129059

vAuthReq(lcenss plate)

nomeAutnReqllcerse plate)

Gonerales auth
vectors(x)

vAULhChalIRAND AMF, ..
-

PUC
(Home_AKA) Extract_RAND_AMF_SN_SQN_XRES_MAC VAR CRIRAND AMF,...)

SM
(Home_AKA)Send_RAND_AMF_SQN_XMAC Verfies MSG

Computes resporse

EV vAUrCrallRES)
(Home_AKA)Generate_RES_AK_CK_IK_MAC
RES: 11665645253085518279

XMAC: 10822972401101129059 Cashes CX, IK
AK: 34423461800822
CK: 2249123680931665397515298317071300281 vAUthCheRES)
IK: 228519579036339817031007113528161573847
0K! MAC = XMAC

PUC_MSK = 886499507777074393188636241814219822

Verites Response
Establshes PUC MSK

SM authorzesChargng|CK, IK)

(Home_AKA) Forward_Encrypted_RES

SecreChargngSesson

PUC T
SQN: 188875110173368 Home Authentication and Key Agreement

(Home_AKA) Compare_RES_and_XRES

OK! XRES = RES Figure 3: Home Authentication and Key Agreement
PUC_MSK: 886499507777074393188636241814219822
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Key Authentication Description

SM
home AKA communication initiation

(RA:Home Server) (PUC; Auth Server ) (SM."Charging St. ) (Electric Vehicle )
PUC
(Home_AKA)Send_License_Plate g

s ures vahic

HS lIicunes plate ]
( Home_AKA) Gene rate_Key vAuthReq(lcenss plate)

(Home_AKAG)Generate_Authentication_Vector nomehutnReqiicerse plate)
SQN: 188875110173367
(Home_AKA)Generate_XRES_MAC
XRES: 11665645253085518279
MAC: 10822972401101129059 homeduinResp(home-av)

Gonerales auth
vectors(x)

vAULhChalIRAND AMF, ..
-

PUC
(Home_AKA) Extract_RAND_AMF_SN_SQN_XRES_MAC VAR CRIRAND AMF,...)

SM
(Home_AKA) Send_RAND_AMF_SQN_XMAC Vesliaa MBG
Compuies rsporse
EV

(Home_AKA)Generate_RES_AK_CK_IK_MAC

RES: 11665645253085518279

XMAC: 10822972401101129059

AK: 34423461800822

CK: 2249123680931665397515298317071300281

IK: 228519579036339817031007113528161573847
OK! MAC = XMAC

PUC_MSK = 886499507777074393188636241814219822

vAURCHaIKRES)

Cashes CX IK

vAUlhChal|RES)

Verites Response
Establshes PUC MSK

SM
(Home_AKA) Forward_Encrypted_RES

authorzesChargng|CK, IK)

SecreChargngSesson

PUC —
SQN: 188875110173368 Home Authentication and Key Agreement

(Home_AKA) Compare_RES_and_XRES

OK! XRES = RES Figure 3: Home Authentication and Key Agreement
PUC_MSK: 886499507777074393188636241814219822

==
KYI/?;\HU lo TRC

-
-
—
—
—
. Kyushu Institute of Technology

UNIVERSITY



IMPLEMENTATION PROOF OF CONCEPT

HomeServer(pykka.ThreadingActor):
__init_ (self):
super(HomeServer, self).__init_ ()

link_class(self, instance_name):
self.PUC_ref = instance_name

on_receive(self, message):
print("")

print("HS")

self.message = message
self.order = message["order"]

if(self.order == "Send_License_Plate"):

print (" (Home_AKA)Generate_Key")
self.license_plate = message["license_plate"]
self.Generate_Authentication_Vector()

f Generate_XRES_MAC(self):
print (" (Home_AKA)Generate_XRES_MAC")
self.XRES = Create_RES(self.key, self.RAND, self.OP)
self.MAC = Create_MAC(self.key, self.RAND, self.AMF, self.OP, self.SQN)
print(f'XRES: {self.XRES}')
print(f'MAC: {self.MAC}')
self.Send_Authentication_Vector()

Send_Authentication_Vector(self):
self.PUC_ref.tell({"order":"Send_Authentication_Vector", "RAND":self.RAND,
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Library : pykka, Crypto.Cipher.AES

Communication between HS, PUC, SM,
and EV was implemented by sending a
dictionary type list with the tell
function of pykka.

The ciphers were generated using the
library Crypto.Cipher.AES
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CONCLUSION AND FUTURE WORK ()

A symmetric key based authentication and key
agreement protocol.

There is no need for the smart meter to store
authentication information.

New encryption and integrity keys are used by
the smart meter for each charging session.

The framework hence reduces Smart
Meter security requirements, as well as
its attack surface.
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