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Anonymous Quantum Sensing



Quantum anonymous communication :

Senders can send a message without revealing his identity to other parties[2-6].

Quantum remote sensing:

A client can obtain a value of the magnetic field generated at the server side without letting the server know the 
value[30],[31],[37].

Our paper :

The concept to combine quantum anonymous communication and quantum remote sensing is called 
“Anonymous Quantum Sensing” [43].

Quantum Sensors can broadcast values of magnetic field by hiding information about where magnetic 
fields exist. Simply speaking, we do not want to obtain the position distribution of magnetic field 
𝝎(𝒙) but want to obtain exactly histogram of magnetic field 𝐏(𝝎). 

Consider only attack in after the implementation of the protocol.
Attack during the implementation of the protocol is discussed in conclusion.

Purpose
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Distributer D Measurer M 

All participants V: 
In figure, n=5 green persons.

ෝ𝝆𝒊𝒏𝒊𝒕

𝑽 : Set of all n-agents (Each has a quantum sensor). 𝑛 is known. 𝒏 ≥ 𝟓.

𝑺 : Set of all m-senders.  Whose quantum sensors with non-zero magnetic fields (𝝎 > 𝟎). 𝑚 = 2.

𝐷 : There is one distributer of quantum states.

𝑀 : There is a measurer of quantum states.
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𝒔𝟐

𝝎𝟏

𝒔𝟏

𝝎𝟐

Initial state:

: 1-qubit

: Quantum sensor

: non-zero 
magnetic field

Superposition of Dicke state： Dicke state |Dk
n⟩ : Coefficient equally 

weighted superposition of n-qubit state |𝑥⟩
whose hamming weight satisfies ℎ𝑤(𝑥) = 𝑘
[38-40].

Hamming weight 𝒉𝒘 𝒙 ：
The number of 1 in a bit string 𝑥. 

Where 𝑘 = 0,1, … , 𝑛



Transfer state from photon to spin

Irradiate external field ( microwave or the laser light) to 
electron spin and photon which came in here. Then, 
state of photon-system is transferred to electron spin system. 

Electron spin

Microwave or laser lightPhoton
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The definition of the SWAP gate is the following and this is the swap of 2-qubit state.

The quantum circuit describing the following operation is called the SWAP gate.



Interaction between electron spin and 
magnetic field

Consider measurement of magnetic field by using electron spin. In this presentation, we define 
the direction of magnetic field in figure as z-axis and z-component as 𝐵𝑧.

𝜔 =
𝜇𝐵𝐵𝑧

ℏ
is Angular frequency which magnetic moment of electron rotates around magnetic 

field.
In this protocol, strength of magnetic field 𝐵𝑧 is independent on time and ℏ = 1 in the following 
slide.

magnetic moment 𝝁 = −
𝒈𝒔 𝝁𝑩

ℏ
𝑺 

Electron spin

Magnetic field B

𝒈𝒔 : g-factor of electron spin

𝝁𝑩 : Bohr magneton
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Mechanism of quantum magnetic-field 
sensor(1/2)

Preparation of initial state:

First, prepare initial state that spin directed direction of magnetic field 𝐵𝑧 (=Eigenstate of physical 
quantity 𝜎𝑧).

Then, operate Hadamard gate on initial state

As a result of operation, 
remain state is following.

|𝟎⟩

x

y

z

|𝟏⟩

𝝓𝟎

|𝟎⟩

x

y

z

|𝟏⟩

𝝅

𝟐

Operate 
Hadamard gate H

𝝓𝟏
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Interaction between electron spin and magnetic field:

Operate Hamiltonian of magnetic-field sensor on state |𝜙1⟩.

The corresponding unitary operator as follows.

where interaction time that applying magnetic field
on electron spin is known constant value 𝑡.

Mechanism of quantum magnetic-field 
sensor(2/2)

|𝟎⟩

x

y

z

|𝟏⟩

𝝎𝒕

magnetic field 

𝑩 = 𝑩𝒛 𝒆𝒛

𝝓𝟏,𝝎
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Transfer state from spin to photon

Irradiate external field ( microwave or the laser light) to electron spin, then electron spin emits
photon. So, state of electron spin system is transferred to photon-system.

Electron spin

Microwave or laser light

Photon
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The quantum circuit describing this operation is called the SWAP gate.



Dk
n 𝑈 Dk

n , 𝜙𝑘,+
𝑛 𝑈 𝜙𝑘,±

𝑛 is independent of senders.

Security Requirements
・Definition of Attacker
He cannot attack any quantum states but can steal all classical information after the implementation of the protocol.

・Demanded Security
Probability distribution of POVM (= positive operator-valued measure) measurement outcome is independent on the 
positions in which non-zero magnetic fields are generated.

・ Leak information
All classical information are probability distribution of POVM, target parameter of estimation 𝜽𝟏, 𝜽𝟐 and sending 
information that values of non-zero magnetic field 𝝎𝟏, 𝝎𝟐.  These quantities will be defined p11.

・Verification
If Initial state 𝜌𝑖𝑛𝑖𝑡 and POVM is represented as Dick state |Dk

n⟩ or the superposition |𝜙𝑘,±
𝑛 ⟩, 

probability distribution of POVM measurement outcome is independent of who are senders.
Symmetry, due to the entanglement, helps to hide where the magnetic fields exist.
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Protocol overview

Distributer D

Magnetic

field 𝝎

(1)The distributer D generates 
entangled photons, and 
distributes these to 
all participants .

: 1-qubit

: Quantum sensor

: non-zero 
magnetic field

(5)The measurer M performs 
a POVM on the photons from 
the participants.

(2)Each participant has an 
electron spin, and let the spin 
absorbs the photon from the 
distributer D.

(3)Each participant lets interact 
the electron spin with the 
magnetic fields 𝝎 at each position.

(4)Each participant converts the 
electron spin state to the state of 
the photon,  and send them to the 
measurer M.

(2)

(2)

(2) Measurer M 

(5)

(4)

(3)

(1)
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Step (1), (2) Step (3), (4) Step (5)

Dependence of 
magnetic field 

× 〇 〇

Anonymity × 〇



Setup
Sending information:  𝟎 < 𝝎𝟏, 𝝎𝟐

Target parameter of estimation 𝜽𝟏, 𝜽𝟐 : 
Hamiltonian of magnetic sensors which all 
senders have and the corresponding unitary 
operator for interaction time 𝑡 are as follows.
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POVM ( for measurement )：

Probability distribution of measurement：

In finite time 𝑁 measurement, considering estimation of 
unknown parameter 𝜑 = 𝜑1 , 𝜑2… ,𝜑𝑚 ∈ 𝑅𝑚 . Lower 
limit of variance Δ 𝜑𝑖

2 of parameter 𝜑𝑖 (𝑖 = 1,2, … ,𝑚) is
represented by Cramer-Rao inequality as following,

where 𝐽 is Fisher information matrix.

Fisher information is represented as 𝑚-dimensions square matrix 𝐽 and it is 
called Fisher information matrix. (𝑖, 𝑗)-component of 𝐽 is following.

Where 𝑝( ⋅ | ⋅ ) is probability distribution and 𝑝( ⋅ | ⋅ ) is set of 
outcome 𝑥 of probability trial.



In White zone, 𝜹 𝜽𝟐 diverges

Ability of quantum sensing

Assumes 𝜹𝜽𝟐 ≡ 𝒍𝒐𝒈𝟏𝟎{ 𝑱
−𝟏

𝟐,𝟐
(𝒏)}, 𝒂 =

𝒏

𝟐
. 

Plot of 𝜹𝜽𝟐 against 𝜽𝟏 and 𝜽𝟐 with parameters of 
𝒒 = 𝟎. 𝟑𝟑 and 𝒏 = ∞.  𝜽𝟏 and 𝜽𝟐 defined in page 11. 

Even if 𝜽𝟏 changes, 𝜹𝜽𝟐 does not diverge.
But if |𝜽𝟐| approaches zero, 𝜹𝜽𝟐 approaches infinity. 

12/14  



Ability of quantum sensing

Plot of 𝑱−𝟏
𝟐,𝟐
(𝒏) against 𝑛 with parameters of 𝑞 = 0.33, 𝜃1 = 2 and 𝜃2 = 0.5, 0.1, 0.05.

As 𝒏 decreases, 𝑱−𝟏
𝟐,𝟐
(𝒏) also decreases.

𝜽𝟐 = 𝟎.5

𝜽𝟐 = 𝟎. 𝟏

𝜽𝟐 = 𝟎. 𝟎𝟓
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Conclusion and future work
Conclusion： We propose quantum sensing protocol using Dicke states as the following property,

・Values of non-zero magnetic fields can be broadcasted without revealing their positions.

・For 𝒎 = 𝟐 (two non-zero magnetic fields 𝝎𝟏, 𝝎𝟐), except when 𝝎𝟏 is equal to 𝝎𝟐, we can estimate values of magnetic 
fields with finite uncertainty of estimation.

Since the magnetic field sensor is used in medical science and material engineering, our protocol could play 
an important role to protect confidential information once quantum network becomes available.

Future work：

・Although we assume that the measurer obeys the instruction (to perform a specific POVM) in this work, we will relax 
this condition in the future work.

・We try to propose a protocol with finite estimation uncertainty for arbitrary values of non-zero magnetic fields.

・Consider only attack in after the implementation of the protocol as a first step. Attack during the implementation of the 
protocol should be consider for more secure protocol. However, in the present discussion, step3 in protocol flow, state 
verification of state which has unknown values of non-zero magnetic fields is difficult by existing techniques.

・It should be interesting to find other applications.

Ideas for other applications are welcome!
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