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Presentation Outline

• Introduction
• Consumer-Based techno-business Model (CBM)

• Third-Party Authentication, Authorization            
and Accounting (3P-AAA)

• Third-Party Charging and Billing (3P-C&B)
• Conclusion
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INTRODUCTION
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Business agreements
Wireless Services

CBM techno-business model

ANP

TSP VASP

Consumer 
Mobile 
User

CBM

3P-AAA-SP

• Consumers are not constrained 
to any particular ANP

• May use any available 
teleservice through any 
available access network 

• 3P-AAA-SP takes care of their 
authentication, authorization 
and accounting

New

6

1 2

3 6



2

13I. Ganchev. “Third-Party AAA, Charging and Billing Realization 
for Future Consumer-Oriented Wireless Communications”.
NexComm 2023 Congress, April 24-28, 2023. Venice, Italy.

EMULSION

CBM Wireless Environment - UCWW
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UCWW: ABC&S paradigm
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CBM: Technological Foundations
3rd-Party Authentication, 
Authorization and Accounting 
3P-AAA The two

Pillars

Wireless Billboard Channels 
WBC

Consumer-oriented 
Incoming Call Connection 
service ICC

Business
Pillar

Re-invented

3rd-Party Charging and Billing 
3P-C&B
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Third-Party Authentication, 
Authorization and Accounting 

(3P-AAA)
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3P-AAA: Service and Service Providers 

• Central role 
• Goal

– Separation of the administration and management 
of users’ AAA activity from the supply of                     
a wireless access network service

• Status
– Network-independent, autonomous, and trusted 

business entities

3P-AAA-SP are new business entities
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3P-AAA: Functional Model
Four principle interfaces:

• a (consumer ↔ ANP/TSP/VASP)

• b (consumer ↔ 3P-AAA-SP) 

• c (ANP/TSP/VASP ↔ 3P-AAA-SP)

• d (3P-AAA-SPA/B/C↔3P-AAA-SPB/C/A) 
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3P-AAA: Accounting

• At least 2 parallel 
accounting streams 
exist

(1) At least 1 for Service 
Resource usage, and

(2) 1 for Network Resource 
usage

Service 
#x

Service 
#y

Advertisement
of available Access

Networks (AN-s) and Services Access
Network

(AN)
#1

Access
Network

(AN)
#1

Access
Network

(AN)
#k

Access
Network

(AN)
#k

Default
Access

Network Provider
(ANP)

Access
Network Provider

(ANP)
#j

Access
Network Provider

(ANP)
#m

Teleservice 
Provider
(TSP)

#q

Currently Accessed Network

Using Service #y 

Access
Network

(AN)
#n

Access
Network

(AN)
#n

Mobile 
Node
(MN)

Accounting Sequences

Mobile
Node
(MN)

Access
Network
Provider

(ANP)

Local
AAA Server

Teleservice
Provider

(TSP)
/

Value
Added

Service
Provider

(VASP

AAA Server

Service Equipment

3P-AAA-SP

3P-AAA Server

Usage

(1) Accounting Records

Access Network
Usage

(2) Accounting Records 
for network usage 

26

27I. Ganchev. “Third-Party AAA, Charging and Billing Realization 
for Future Consumer-Oriented Wireless Communications”.
NexComm 2023 Congress, April 24-28, 2023. Venice, Italy.

EMULSION

Multiple Accounting Sequence

Mobile
Node
(MN)

Teleservice
Provider 

#1
(TSP)

/
Value

Added
Service

Provider
#1

(VASP)

AAA Server

Service Equipment

3P-AAA-SP3P-AAA Server

Teleservice
Provider 

#N
(TSP)

/
Value

Added
Service

Provider
#N

(VASP)

AAA Server

Service Equipment

Accounting stream #1

…

Accounting stream #N

Resource Usage

Access
Network
Provider

(ANP)

Local
AAA Server

Access Network

Accounting stream for Network usage

3P-AAA: Accounting for Composite Services 
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• Inter-Domain Accounting
– Separately administered domains 

involved
• ANP/TSP/VASP
• 3P-AAA-SP

– Accounting policies exchange is 
needed between the AAA servers 
(e.g., by pulling)

DescriptionFunctionStep

Policy is requested from the 3P-AAA 
Server

AccPolRQ1.

3P-AAA sends the Accounting backAccPolAns2.

Accounting data sent from Teleservice 
Provider (TSP) AAA server

AccRec3.

Service

Local AAA Server

Application Specific
Module (ASM)

Accounting

Policy

Configuration

Accounting Records

3P-C&B
(Charging & Billing)

Accounting Policy

Accounting Records

End System
Service usage

Mobile Node (MN) Teleservice Provider (TSP)

3P-AAA Server

1. AccPolRQ

2. AccPolAns

3. AccRec

3P-AAA-SP

Metering Manager

Meter

Meter Reader
SNP
(Conf.)

SNP
(Data)

3P-AAA: Policy-based Accounting Model (cont.)
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• Integrated Accounting Service
– Accounting is coupled with the service
– Accounting is tailored to the specific service
– Specific service entity is used to generate accounting data

• Discrete Accounting Service
– Service providers outsource the accounting service
– Independent accounting service providers provide the accounting services  
– Having generic accounting services could speed up service creation

• Inter-Domain Accounting
– This is appropriate for 3P-AAA usage
– External accounting policies, stored on 3P-AAA domain, are sent to the 

service provider domain and the local AAA server enforces these on the 
corresponding service equipment for the provision of the actual service 

 The preferred type for 3P-AAA is the Discrete Accounting Service 
because it is more flexible and generic

 The Inter-Domain arrangement is a good basis for 3P-AAA usage 


3P-AAA: Policy-based Accounting Model Evaluation
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3P-AAA: Authorization Models

agent model                                   pull model                                    push model
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Generic 3P-AAA Architecture

36

Service Equipment (SE)

Local 
AAA 

Server
(with Rule-based 

Engine)

ASM

ASI

Policy-based 
Configuration

AccRec

3P-AAA
Accounting 

Policies’ 
Repository

Metering 
Records

Mobile 
Device

Mobile 
service 
usage

Consumer 
domain

ANP 
domain

3P-AAA 
Server

AccPolRQ

AccPolAns

AccRec

3P-AAA-SP 
domain

ASM

ASI

Policy-based 
Configuration

AccRec

Metering 
Records

Network 
access 
service 
usage

TSP/VASP  
domain

AccPolRQ

AccPolAns

AccRec

Accounting

Meter 
Manager

Meter

Meter Reader
SNMP
(Conf.)

SNMP
(Data)

Service Equipment (SE)

Accounting

Meter 
Manager

Meter

Meter Reader
SNMP
(Conf.)

SNMP
(Data)

Local
Accounting 

Policies’ 
Repository

Local
Accounting 

Policies’ 
Repository

Local 
AAA 

Server
(with Rule-based 

Engine)
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Third-Party Charging and Billing 
(3P-C&B)
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3P-AAA & 3P-C&B: 
5-Layer Reference Model
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Generic 3P-C&B Architecture
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'Class C' 3P-AAA-SP
(specialized for consumers)

'Class A/B' 3P-AAA-SP
(specialized for ANPs / TSPs & VASPs)

ANP/TSP/VASP

3P-C&B Client

Service
Equipment (SE)

Mobile
Device 

(with 3P-AAA client)

Proprietary i/f (Rf, Ro, CAP)

C&B Protocol 
(extended Diameter CC application)

• Resource Control
• CC Usage Reporting
• Service Unit

Reservation Logic
• CDF 

Charging
Trigger
Function

(CTF)

Local AAA 
Server

Service
Usage

3P-C&B

Business Support System (BSS)

• TSP/VASP Business Agreement 
Management

• TSP/VASP Account Management
• TSP/VASP Charging Policy Management 

(Rating/Pricing Policy Management…)
• TSP/VASP Accounting Policy 

Management
• Credit Transfer Service

'Class A/B' 3P-C&B Server

• Pricing and Rating 
• Online/Offline Charging
• CDR generation

C&B Protocol 
(extended Diameter CC application)

'Class A/B'
3P-AAA Server

Inter-3P-AAA-SP Protocol 
(extended Diameter base protocol 

with extended Diameter CC application)

3P-C&B

Business Support System (BSS)

• Consumers’ Accounts Management
• Billing System Configuration
• Top-Up Service 
• …

'CLASS C’ 3P-C&B Server

• Consumers’ Accounts Balance                                
Management

• Accounts Counter Data Management
(for discount & promotion schemes) 

'Class C' 
3P-AAA Server

ASM

• Policy-
based
Config.

AccRec

Configuration

C&B Protocol 
(extended Diameter CC application)

ACI

AccRec

a

d

b

c
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Inter-3P-AAA-SP Signaling Operations and Flows

46

37 39

43 46



6

49I. Ganchev. “Third-Party AAA, Charging and Billing Realization 
for Future Consumer-Oriented Wireless Communications”.
NexComm 2023 Congress, April 24-28, 2023. Venice, Italy.

EMULSION

CONCLUSION

49

50I. Ganchev. “Third-Party AAA, Charging and Billing Realization 
for Future Consumer-Oriented Wireless Communications”.
NexComm 2023 Congress, April 24-28, 2023. Venice, Italy.

EMULSION

Conclusion
• A generic 3P-AAA and 3P-C&B solution has been

described to serve the UCWW, established on the CBM
model.

• The main technological foundations for the 3P-AAA and
3P-C&B provisioning have been described.

• A new Inter-3P-AAA-SP signaling protocol has been
introduced to facilitate the charging interactions between
different classes of 3P-AAA-SPs.

• The development of this protocol, along with other
supplementary protocols and applications for use in
UCWW, briefly introduced in the presented proposals, is
envisaged as part of the future R&D.
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Conclusion: Strength with 3P-AAA-SP/3P-C&B Approach
• Delivers fast innovative environment for service creation

– Service providers (ANP, TSP, VASP) do not need to invest in 
their own AAA and C&B system

– Service providers can focus better on their services
– Service providers get the AAA and C&B service for free 

• Delivers a ‘fair system’
– Consumers chooses which service provider (ANP/TSP/VASP) and 

which service they are going to use (in that point of view, every 
service provider has equal chances!)

– Consumer can freely seek for ‘value for money’ services 
• Helps create sophisticated AAA and C&B systems and 

services
– 3P-AAA-SPs can invest in their AAA and C&B services (for new 

charging schemes or flexible charging solutions) and these will 
automatically be available for every service provider and this 
would certainly result in more interest and new customers 
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End

Thank you !
Questions & comments ?
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