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• IoT networks consist of many devices that collect information about us

• Authentication issue

• Overview of the Blockchain-based authentication scheme

• Performance evaluation

• Numerical Results

• Conclusion



Background

IoT networks
• IoT devices are heterogeneous in 

nature

• Connected to the Internet

• IoT networks are huge in size

• Embedded with sensors, 
software, and other technologies

• A building block of automation
• Smart manufacturing
• Smart power grids
• Smart cities – the self-driving car
• Medical
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Problems

• Internet of Things (IoT) networks are huge in size

• IoT networks have access to sensitive data

• “A very popular vector for gaining access to IoT devices arises due to 
inadequate authentication and authorization procedures.” [1]

• Difficult to assess the performance of an authentication scheme

• Formal analysis does not provide quantitative results for comparison
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Source: http://www.insecam.org/

[1]  Mohamad Noor, M. B., & Hassan, W. H. (2019). Current research on internet of things (IoT) security: A survey. 
Computer Networks, 148, 283-294.



Background

Blockchain

ICIMP 2023 Presentation

• Blockchain is a decentralized storage solution

• Blocks are linked in chronological order by their digital fingerprint

• Difficult to forge blocks or records

• Coin-based blockchain system
• Bitcoin, Ethereum, etc...

• The evaluated authentication scheme is based on coins

• Every device has a unique device identifier (Id)



Background 

Block structure

• Genesis block contains Blockchain public key (kc)

• Configure the authentication threshold (AT)

• Each block has the digital signature of HA

• Digital signatures were produced by Blockchain private key (kp)
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Blockchain-based 
Authentication scheme

• Every IoT device has a unique device 
identifier (Id)

• Hardware authenticator (HA) has 
initial coins
• Kept by the network administrator
• No internet access

• Authenticated IoTs receive a certain 
number of coins from HA

• Own certain number of coins are 
considered authenticated

• Authenticated IoTs talk to each other 
only

• Forming an overlay network
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Stochastic 
Threat model

𝑃 =

γH βp 0

εP γP βF

εF 0 γF

Markov Diagram

Transition probability matrix :

β = Move to the next state
γ = Stay at the current state
ε = Recover to previous state
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Stochastic Threat 
model – cont.

• Put a Markov process {Xn} in the long run such that n →∞, the probability for 
each state j will converge to a limiting probability (πj)

• By substituting the transition probability matrix (𝑃): 

• πj consists of four parameters: βP , βF , γP , εF

𝜋𝑗 = lim
𝑛→∞

Pr Xn = j X0 = 𝑖  𝑓𝑜𝑟 𝑖, 𝑗 = 0, 1, 2.
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Solving the 
model

• Classify the vulnerabilities between 2008-
2016 into 2 levels that causing 

• Partially compromised state (𝑉𝑃) 

• Fully compromised (𝑉𝐹)

• Assume the average exploitation rate for 
V𝑝 be E𝑝and V𝐹  be E𝐹. 

• Therefore, β𝑃 =  E𝑝𝑉𝑃 and β𝐹 =  E𝐹𝑉𝐹.
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Numerical
Results – Cont.
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β = Move to the next state
γ = Stay at the current state
ε = Recover to previous state

Higher is better Lower is better



Numerical
Results – Cont.
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β = Move to the next state
γ = Stay at the current state
ε = Recover to previous state

Lower is better Lower is better



Summary

•  Blockchain-based authentication scheme can greatly improve the IoT 
security level
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