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Introduction €.

d Cloud services have significantly expanded in current society, transforming the way
individuals and organizations store, access, and manage their data and applications

Huge amount of information disclosure that alters users’ personal information management
Organizations and individuals should carefully evaluate their specific requirements and
consider the appropriate privacy measures and service-level agreements when adopting
cloud services

The notion of social identity has been indicated as an important factor that influences
individuals' privacy preferences and concerns

Cloud services provide individuals with opportunities to express and project their social
identities to others through profiles, content sharing, and interactions

Different social groups may have varying attitudes towards self-presentation and self-
disclosure practices

The variety of attitudes within cloud services concerns privacy as well, such as prioritizing
the protection of personal information or embracing a more open approach.
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Group norms and the values associated with them can shape members’ privacy preferences
and may influence individuals' privacy management practices and decisions

Privacy management, in this context, involves considering what information to disclose and
how it aligns with individuals’ social identity and desired impression

Towards this, self-adaptive privacy measures and techniques have been indicated as an
effective approach. Self-adaptive privacy in cloud computing refers to the ability of cloud
systems to dynamically adjust privacy measures based on specific requirements and
preferences of individual users or organizations

Privacy management is changing based on users’ social groups, several social factors and
attributes, influencing the design, implementation, and acceptance of self-adaptive privacy
mechanisms and practices.

Previous research indicates these factors are usually hard to be identified or are neglected
during systems’ design
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Research Questions and Methodology @

Thi . itical i bout e research population included the students of
1S Rapet: Iexamlnes c_rlhl_ca IISSUQS abou three Universities in Greece, England, and Spain:
users' social groups within cloud services the University of the Aegean, the University of

re.lated to theil‘ §e|f-presentati0n and Self' Bournemouth, and the University Of Malaga
disclosure practices ) ) i
* An online structured questionnaire was developed

? U * The researchers opted for the Hellenic Statistical
ANA Authority’s categorizations when determining the
* values for measuring users’ socio-demographics

JRQ: Is belonging in a social group

affecting users’ self-presentation and * Participants were asked to identify the groups to
self-disclosure practices? which they belong within cloud services

 validated metrics from previous studies on self-
presentation and information disclosure were

incorporated
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Results
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* The collected data was processed using
SPS528 =
Other 0.7%
280 valid responses
Age 33-47 28.6%
>48 12.1%
. Nuclear Family 61.8%
* The survey involved more women than men "
Family Form Single-Parent Family 11.8%
* Despite the distribution of ages, the majority was in Gl —
the age group of 18-32.
Bachelor 23.2%
Educational Level VS =
* Regarding family structure, the nuclear form - -
dominates o -
.. . 111015 9.6%
* Most of the participants held a Master’s diploma, | s T
and 92% of the respondents have professional il i
experience of at least 1-5 years. o o
* The majority declared a relatively low monthly et e — —
income, ranging from 301 to 800¢.
Iw 2 A} UNIVERSITY OF THE 1 ; The research project was supported by the Hellenic Foundation for Research and Innovation (H.F.R.l.) under the
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. . . . SELF-PRESENTATION AND INFORMATION DISCLOSURE SELF-PRESENTATION AND INFORMATION DISCLOSURE
: Media & Services : Media & Services
° Th e fl n d I n gs Of o u r S u rvey l n d I Cate t h at Groups D,D'SC'°?”'E Instagram, Messenger, Facebook Groups Disclosure Instagram, Messenger, Facebook
ractices S 2 Practices S 2
. . . . Google services, What’s up Google services, What’s up
personal essenger . " Facebook:
participants declare belonging to various AT N P my ity aciiios | sy —a 72608 4. o101
Instagram: contac Google services:
. . X2(1) =11.024, p=0.001. . = 0.200 information X?(1) =3.878, p=0.049, ¢ = 0.119
l h d t l d photos of myself Messenger: I tag others in the Facebook:
SOdla grO u pS whnen ado p lng clou X?(1) =6.517, p=0.011. @. = 0.154 photos | share X?(1) =4.268, p=0.039, . =0.124
; Messenger: personal Messenger:
o] t i d:
Services about my friends X?(1) =3.957, p=0.047. ¢ = 0.120 information X2(1) =4.467, p=0.035, @ = 0.127
- Messenger:
. about my job oy se _ about my Instagram:
7 X2(1) =5.227, p=0.022, @c = 0.138 friends X?(1) =4. 484 p 0.034, ¢ = 0.127
Compani Instagram: =2.004
i " X?(1) =10.663, p=0.001, @ = 0.197
. . onship about my hobbies @ Meseongor " about my x2(1) =5. 774 p 0.016, ¢c = 0.145
- X2(1) =5.1 632 p=0.018. @c= 0.143 hobbies . agram:
The chi-square test for two nominal otis | o) e sol 588 g, —oavs
about my daily X2(1) =10. 115 p=0.001, @: = 0.191 my daily . Messe"gerr
d . h t . bl d activities Messenger: (1) =5.480. p=0.019. . = 0.141
X?(1) =6.479, p=0.011, @ = 0.153 5 nstagram:
IC O OI I |OUS Va rla es Was Use my location Instagram: my location x2(1) =6. 245 p=0.012, @c = 0.150
X*() =4.082. p=0.043. g. = 0.122 I tag others in
= Instagram:
| tag others in the nstagram: the photos | _ - _,
f h . . I d photos | share X2(1) =5. 520 p=0.019. @c = 0.141 share X?(1) =4.086, p=0.043, @c =0.122
about my job Messenger: -
2 personal Google services:
Most of the associations were reveale poutmy. 1) =703 Pb30%. . = 0160 e | o> o33 e . — 0120
religious views essenger Eacobook
Profi i X?(1) =5.! 553 =0.018, ¢ = -0.142 . acebook:
for  users’  self-presentation  and R e Ao = protonor | xa) =a07 B2 05k, 0= 0130
profile X2(1) =5.. 470 p_o 019, @ = - 0.141 Leisure myself . nstagram:
I tag others in the agram: bout x?(1) =4. 730 . p=0.030. = 0.131
. . . . 2 ac about m
photos | share x?(1) =5. 549 p .018, @ = -0.142 ! Y ebook:
information disclosure ractices on about my famil Messenger: hobbies X:(1) =7.015. =000, 9. = 0,159
Y Yy X2(1) =4.953, p=0.026, @c = 0.134 I update my ebook:
. Facebook: status X2(1) =4 634 50.031, @c = 0.130
Messenger 2 associations and o =asg pro b, m= 019 ot my farmty
Political about my job *2(1) =6. 4159559512?'1 0.152 X2(1) =4. 405 p=.0036, ¢c = 0.126
> ) (€M) a;ZEbDDk L= about my Messenger,
- h 21y = 2 -
Instagram (22 associations), less on T e |21 Z8.98 L, p0. 008, e 070 e B ¥
. . photos | share X2(1) =7.527, p=0.006. @c = 0.165 about my x2(1) =9. 34’\:;5’5:”323 ®c =0.184
1 T H Culti 1 -
Facebook (15 associations) and few (1-2) protos of myselt | i 00 B0 = oaze | | MU | poivicalwews | ') =8.0A1 50805, 0. = 0473
Facebook: my location Messenger:
) H about my hobbies X?(1) =6.686, p=0.010. @ = 0.156 i X?(1) =8.671, p=0.003, ¢ = 0.177
Trade nstagram: Instagram:
On What S Up and Google SQerceS. union X2(1) =5.633, p=0.018. . = -0.143 _contact X?(1) =3.863, p=0.049, @ = - 0.118
my location Instagram: information Messenger:
Y X?(1) =7.107, p=0.008, ¢ = -0.160 X*(1) =3.888, p=0.049. p. = 0.110
| tag others in the Instagram: i Facebook:
photos | share X2(1) =8.209, p=0.004, ¢c= -0.172 about my job X?(1) =9.700, 9:0-002 ¢pc =0.187
personal Messenger: Scientifi about my ) Instagram:
information X2(1) =4.871, p=0.027, ¢ = 0.133 cientific hobbies X2(1) =4.189, p=0.041, ¢. = -0.123
about my famil Messenger: about my daily Messenger:
Gend i 4 X3(1) =15.645, p=0.000, ¢c = 0.238 activities X2(1) =4.597, p=0.032, ¢ = -0.129
ender . Messenger: .
k about my friends _ Environ personal Messenger:
equality About Ty dail X?(1) =9.468, p=0.002, ¢, = 0.185 mental information X2(1) =4. 182 p 0.041, @c = -0.123
Activiies X2(1) =5.639 essec?gig =0.143 Human photos of myself ebook:
contact a‘::ebook Pc=0. Support x2(1) :7.492, D:0.007, @c = 0.164
- . N _ photos of Instagram:
-~ T R = technol myself X?(1) =8.102, p=0.004, ¢ = -0.171
Religious my hobbies X?(1) =5.076, p=0.024, gc = 0.136 iear e about my . Instagram:
Instagram: Interest hobbies X?(1) =4.825, p=0.028, ¢. = -0.132
photos of myself (1) =4.410, p=0.036, ¢ = -0.126 about my daily Instagram:
hat’s up: activities X2(1) =5.751, p=0.016, ¢, = -0.144
Voluntar X2(1) =4.226, p=0.040, ¢c = 0.124
- Facebook:
about my job X2(1) =8.503, p=0.004, . = 0.176
] Messenger:
about my hobbies X2(1) =4.735 p=0.030, ¢, = 0.131
r Ty
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Results

* The majority of associations were positive with the
exception of fifteen (15) negative revealed in the
case of participating in specific types of groups
(mainly trade-union, professional, technological
interest, scientific, voluntary, cultural,
environmental) and for specific social media, mostly
Instagram and less Messenger.

* Although the negative associations refer to nine (9)
different practices, more negative associations
were revealed for practices including photos
sharing and for practices referring to hobbies and
daily activities information.

¢ those participating in companionship groups use
more self-disclosure practices compared to others
participating in other type of groups,. Results also
revealed that the self-presentation practices more
used (or avoided) by people according to the type
of group they belong, and the media context, were
that of sharing information about hobbies (12
associations, 3 of them negative) and photos
sharing of oneself (9 associations, 3 of them
negative).
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Disclosure

Media & Services

Disclosure

Media & Services

Groups 5 Instagram, Messenger, Facebook Groups 5 Instagram, Messenger, Facebook
Practices Google services, What’s up Practices Google services, What’s up
personal Messenger: ; it Facebook:

information X2(1) =6.844, p=0.009. @ = 0.157 my daily activities X2(1) =4.720, p=0.030, ¢ = 0.131
Instagram: contact Google servic:
photos of myself X2(1) =11.024, p=0.001. ¢ = 0.200 information X2(1) =3.878, p=0.049, ¢ = 0.119
Messenger: I tag others in the Facebook:
X2(1) =6.517, p=0.011. @c = 0.154 photos I share X2(1) =4.268, p=0.039, @c =0.124
- Messenger: personal Messenger:
about my friends
i (1) =3. 95131 p=0.047. @c = 0.120 information X?(1) =4.467, p=0.035, @ = 0.127
- essenger:
about my job 201y — Se _ about my nstagram:
i X2(1) =5.227, p=0.022, ¢ = 0.138 friends X2(1) =4. 484 p=0.034, @c = 0.127
Compani Instagram: e Book:
i 2(1) = < -
onship about my hobbies 2(1) =10.663, p—0,00!, e =0.197 about my X?(1) =5.774, p=0.016, g = 0.145
essenger: hobbies Instagram:
X2(1) =5. 632 P=0.018, @c= 0.143
Sport X2(1) =8.501, p=0.004, ¢ = 0.175
stagram: .
about my daily x2(1) =10. 115 P=0.001, @, = 0.191 my daily Messenger:
activities Messenger: activities x2(1) =5. 430 p=0.019, @c = 0.141
X2(1) =6.479, p=0.011. @c = 0.153 . stagram:
Jocati Instagram: my location X2(1) =6. 245 p=0.012, ¢c = 0.150
my location X2(1) =4. 082 p 0.043, @ = 0.122 I tag others in \nstagram:
I tag others in the agram: the photos | _ g =
photos | share X2(1) =5. 520 p 0.019. @ = 0.141 share X?(1) =4.086, p=0.043, @c =0.122
about my job Messenger: Srsonal .
Google services:
X?(1) =7.917, p=0.005, @e = 0.169 P > 201y — gle _
religious views Mostengor: information x2(1) 73.97'2:, p—é‘).Ol:(B, @c = 0.120
Professio X?(1) =5.! 553 pP=0.018, @ = -0.142 ; acebook:
nal ashort cv in my nstagram : photos of X?*(1) =4.667, p=0.031, @c = 0.130
profile x2(1) =5A47o, p=0.019, @c = - 0.141 Leisure myself . Instagram: _
I tag others in the Instagram: x2(1) =4. 730 P 0.030, @c = 0.131
photos | share X2(1) =5.549, p—.018. @c = -0.142 about my N ebook:
. hobbies X2(1) =7. 015 “he0.008. e = 0.159
Messenger:
about my family X2(1) =4.953, p=0.026. pc = 0.134 I update my ebook:
2
about my friends o Facebook: status x2(1) =4 634 p =0.031, @c = 0.130
(1) =3.936, p=0.047. @c= 0.119 bout my famil Messenger:
about my fami
Political about my job 2 Messenger: d Y X?(1) =4.405, p=.0036, @ = 0.126
(1) =6.415, p= 3 0:(1 e =0.152 about my Messenger:
n Faceboo i 2(1) = =
about my hobbies X2(1) =8.561. pe® 003, o = 0.176 sexuality X2(1) =11. gosespseggoeorl @c = 0.208
T tag others in the Facebook: religious views -
photos | share X?(1) =7.527, p=0.006, @, = 0.165 Bout X?(1) =9.344, p=0.002, . = 0.184
hotos of myself Instagram: Cultural about my N Messenger:
Pl % X2(1) =4.502, p=0.034. @, = -0.128 political views X2(1) =8.041, p=0.005, @ = 0.171
Facebook: my location Messenger:
b hobbi X2(1) =6.686, p=0.010. @ = 0.156 Y X?(1) =8.671, p=0.003, ¢c = 0.177
Trade about my hobbies Instagram: Instagram:
union X2(1) =5.633, p=0.018. @, = -0.143 _contact X?(1) =3.863, p=0.049, @ = - 0.118
N Instagram- information Messenger:
my location X?(1) =7.107, P=0.008. e = -0.160 X2(1) =3.888, p=0.049, ¢ = 0.119
I tag others in the nstagram: about my job Facebook:
photos 1 share X?(1) =8.209, p=0.004. @ = -0.172 Vi X*(1) =9.700, p=0.002, ¢ = 0.187
personal Messenger: R L about my Instagram:
information X2(1) =4.871, p=0.027. @ = 0.133 Scientific hobbies X2(1) =4.189, p=0.041, @, = -0.123
about my famil Messenger: about my daily Messenger:
Gond Y i X?(1) =15.645, p=0.000, ¢, = 0.238 activities X2(1) =4.597, p=0.032, ¢ = -0.129
ender : Messenger: -

< about my friends 2 _ Environ personal Messenger:
equality . X*(1) =9.468, p=0.002, . = 0.185 mental information X2(1) =4. 182 p 0.041, @c = -0.123

about my daily Messenger: Human ebook:

iviti 2 _

ag;:/t-;::ets X2(1) =5. eseapc)egoc:’::.(s e =0.143 Support photos of myself x2(1) :7_492 p:o.oo7, @0 = 0,164

i 5 hotos of Instagram:

information X?(1) =5.563, p=0.018, @ = 0.142 P! S tag :

Religi information about Facebook: T myself X?(1) =8.102, p=0.004, ¢ = -0.171

eligious my hobbies X?(1) =5.076, p=0.024, @ = 0.136 ioal about my Instagram:
Instagram: L erast hobbies X2(1) =4.825, p=0.028, ¢c = -0.132

X2(1) =4.410, p=0.036, c = -0.126 about my daily Instagram:

photos of myself e my. g :
What’s up: activities X?(1) =5.751, p=0.016, @c = -0.144

Voluntar X2(1) =4.226, p=0.040, . = 0.124

- Facebook:
about my job X2(1) =8.503, p=0.004, . = 0.176
Messenger:

about my hobbies

X?(1) =4.735 p=0.030, ¢ = 0.131

1 1 The research project was supported by the Hellenic Foundation for Research and Innovation (H.F.R.l.) under the
‘2nd Call for H.F.R.l. Research Projects to support Faculty Members & Researchers’ (Project Number: 2550)

8/12



Discussion and Future Directions @

1 Social belonging in a group affects users’ self-
disclosure practices and respectively influences

their privacy preferences iy’ J—
O Users who share a similar social identity based on T;":m 5
companionship, feel more comfortable disclosing peurglill i — scienTIFIC .
personal information and photos within cloud L':“ : N
services and particularly within social media | SOCIAL GROUPS' '
REQUIREMENTS FOR |
d other users emphasizing mostly the professional A
based ones, and downplaying the others, declared - g SERVIcES —
to be mindful of their social identity presentation, T — g TREs
considering the potential consequences and el i O @ neigoussain
impacts on their privacy, well-being, and —
relationships e
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Discussion and Future Directions

U Since Self-adaptive privacy in cloud services seeks to
strike a balance between data utility and privacy
protection, by tailoring privacy measures to users’ needs

Photos of myself

and dynamically adapting to changing circumstances Hobbies
O users’ empowerment can be enhanced when self- e —
adaptive privacy schemes from the beginning of the oyl Hobbies
design take into account groups preferences location @ — 2 @ bailyactivities
. . . 50C GROUPS' /
U Incorporating the understanding of social groups' self- REQUIREMENTS FOR J
i ces i privacy b "R R
disclosure practices into the concept of "privacy by | THTIN CLE |
design" methodologies, such as the extended PriS e N ~ } W
H . ailv Activities B istagren gram <& Tagging others'
framework for cloud computing services that should be NaE— TRcOLOGCAL b e
. . . . Photos of H INTEREST H . :
used for designing self-adaptive privacy schemes, can et 2.8 swwernn
help ensure that privacy considerations are embedded Personal  go "ror - . Contact
Information - © Information

in the development process of cloud services.

U Therefore, users will be provided with control and
agency over their information and with respect to their
individual privacy preferences, reducing the risk of
unintentional oversharing or undersharing

OSSN gPriva]]
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