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A I M S  T O  C O N T R I B U T E

o Addressing the potential questions related to the privacy 

risks of contact tracing applications from technical and 

organizational measures perspectives and thus to 

provide a contribution to the use of privacy-preserving 

contact tracing applications within the European 

Economic Area (EEA). 



I N T RO D U C T I O N  

There are many samples in the history of medicine, ranging from AIDS 

to Ebola, where tracing methods were conducted to determine 

symptomatic people and, where required, employ isolation strategies 

[1]. Traditional contact tracing, where a public health official interviews 

an infected person to determine the places and people they met, is still 

in place [2]. Accordingly, contact tracing applications have played an 

important role in controlling the spread of Covid in society. However, 

there are some privacy concerns among users about the use of these 

applications, which will be reviewed in this paper. 
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Contact tracing, identifying individuals that have been in contact 
with an infected person, is a key component in tackling the 
spread of infectious illnesses [3]. The tasks conducted by contact 
tracing applications could be accumulated into 3 groups [4];



C O N C E R N S  A N D  R I S K S  A B O U T  
C O N TAC T  T R AC I N G  A P P L I C AT I O N S

Generally, there are two types of privacy risks to an individual when 
we consider exposure notification applications, these are namely 

identity privacy, in which situation user individuals would not desire 
their identity to be shared without their affirmation) and location 

privacy, which response to the case where the individual would not 
desire other people may be able to link the various locations they 

visited to discover location history, without their consent) [14]. 



A RC H I T E C T U R E  O F  T H E  

A P P L I C AT I O N S  A N D  P R I VAC Y  
I M P L I C AT I O N S  T H E R E O F

Processing activities with centralized or decentralized protocols do 
have several implications for data controllers and data subjects. There 

is a need to understand the logic of decentralized and centralized 
processing. To track infected people and alert those who have come 

into touch with them, the centralized approach entrusts a central 
server with user information [18]. In contrast, the decentralized 

strategy relies on users' phones to keep user data and alert them, in 
case they are exposed to an infectious person[19]. 



T E C H N I C A L  A N D  
O RG A N I S AT I O N A L  M E A S U R E S

The EDPB

o The adoption of both 
centralized and decentralized 
systems, provided that 
adequate security measures 
are implemented [21]. 

Guideline sets out;

o Modern cryptographic techniques 
must be used to protect the data 
that is stored on servers and in 
applications, communications 
between the remote server and the 
apps [24]. 

o Additionally, the EDPB 
guideline elaborated other 
valuable suggestions for 
adequate security measures 
implemented by data 
controllers.



T E C H N I C A L  A N D  
O RG A N I S AT I O N A L  M E A S U R E S

In addition to the 
EDPB guideline; 

o Hiring subject matter experts specifically devoted to 
implementing technical and organizational measures 
and designating contractual safeguards with third-
party suppliers or vendors within the scope of cyber 
security activities could enhance the security 
capabilities of data controllers. 

o Detailed and recurring data protection impact 
assessments could be an efficient way to determine 
privacy-related risks, regardless of the architectural 
design of the applications.

o Privacy risks associated with data regarding 
identifiable individuals can be mitigated in great part 
by using de-identification techniques in conjunction 
with reidentification procedures [30]. 



C O N C L U S I O N

Efficient safeguards and privacy-by-design are vital for contact tracing 

applications’ success. App architecture isn't the main factor in privacy protection, 

as the goal is virus control, not extensive data processing or tracking. Most EEA 

data controllers comply with GDPR and related guidelines.
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