


How This Contribution Was Created. ..

Amir Pakmehr

Andreas ABmuth

“en

i@h

Christoph P. Neumann

Gerald Pirkl



How This Contribution Was Created. ..

o -

Christoph P. Neumann

!
N

Amir Pakmehr

°[3

Andreas ABmuth conference papc@ Gerald Pirkl



Outline

01
02
03

Introduction

Cloud Computing Security
Challenges

Fog Computing Security
Challenges

04
05

Ostbayerische
Technische Hochschule
() Amberg-Weiden

Special Security Challenges
For Al Applications

Conclusion & Future Work

Security Challenges for Cloud or Fog computing-Based Al Applications | Pakmehr, ABmuth, Neumann, Pirkl 27th June 2023 3



Al Services On The Internet

DataRobot
OpenAl ChatGPT IBM Watson Studios
AWS Al Services OCI Al Services
Alibaba Al and
Azure Al Data Intelligence

Google Al Services Wipro Holmes
h20.ai Services :



Typical Al Workflow
Steps A to C

Data Acquisition

Sensors
Databases
Files
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Preprocessing
Data Preparation

Feature
Selection
Labelling

Validity Tests
Domain-spec.

Knowledge

Model Selection &
Training

-0

©



Typical Al Workflow e
Steps D to F

Model Deployment & Re-Training
(Weights & Structure) Usage
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Al Services in Use — Cloud, Fog And Edge

Naive Architectures
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Naive Architectures
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Al Services in Use — Cloud, Fog And Edge
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Cloud Computing Security Challenges

A. Data Breaches

B. Ransomware Attacks
C. Distributed Denial of Service Attacks
D. Dependence on 3rd Party Software

E. Unsecure APls

Number of Attacks
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U01H 2020 Bm1H 2021

Monthly DDoS attack frequency during the Covid-19 pandemic in 2020 and 2021 (Germany) according to Netscout “Threat Intelligence Report, Issue 7:

Findings from 1H 2021", p. 7, 2021.
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Fog Computing Security Challenges

Physical Attacks

Fog & User Impersonation Attack
Malicious Fog Nodes

Rogue Fog Nodes

Ephemeral Secret Leakage Attack
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Data Representing ML Model
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Special Security Challenges For Al Applications

Data Representing ML Model

Special Al-related Security Issues

Data Acquisition Preprocessing Model Selection & Model Deployment & Usage
Data Preparation Training (Weights & Structure)
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Special Security Challenges For Al Applications

Data Representing ML Model
Special Al-related Security Issues

Special Attacks on Language Models

Data Acquisition Preprocessing Model Selection & Model Deployment & Usage
Data Preparation Training (Weights & Structure)
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Conclusion & Future Work

Dependency of Al applications on underlying cloud or fog-based services

Attacks against cloud services or fog computing networks = difficulties, data breaches,
failures, or malfunctioning of Al applications based on these

Al currently a hot topic = attractive target for cybercriminals

interplay between Al and information security promises huge potential for future
applications and research
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