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How can access to confidential data be limited to
selected developers only (Need-To-Know principle)?
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Related Work
Introduction and Related Work

jak [1]
• Single command encryption and

decryption (AES)
• Single key for all confidential files
• Unencrypted files on developers’

computers
• Key distribution problem unsolved

git-crypt [2]
• Single command encryption and

decryption (AES)
• Single key for all confidential files
• Unencrypted files on developers’

computers
• GNU Privacy Guard for key distribution
• No recipient removal

Encrypted Container File | Tobias J. Bauer and Andreas Aßmuth 27th June 2023 5



Related Work
Introduction and Related Work

jak [1]
• Single command encryption and

decryption (AES)
• Single key for all confidential files
• Unencrypted files on developers’

computers
• Key distribution problem unsolved

git-crypt [2]
• Single command encryption and

decryption (AES)
• Single key for all confidential files
• Unencrypted files on developers’

computers
• GNU Privacy Guard for key distribution
• No recipient removal

Encrypted Container File | Tobias J. Bauer and Andreas Aßmuth 27th June 2023 5



Design of the Encrypted Container File

• Requirements Engineering
• File Structure
• Operations
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Requirements Engineering
Design of the Encrypted Container File

Requirements

(1) Mandatory encryption of content
(2) Possibility to modify content
(3) Key distribution is no prerequisite
(4) Decryption on demand
(5) Support for multiple recipients
(6) Addition and removal of recipients
(7) Minimal information gain for externals
(8) Customizable set of recipients per file

Design goals

• Use of hybrid encryption
• Inclusion of recipient information to

allow re-encryption on changes
• Obfuscation of recipient information

for respective external parties
• Delivery of the associated software

as a library for embedding into
existing applications
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File Structure
Design of the Encrypted Container File

Encrypted Container File

Public information about
the file and the recipients

General information
for file decryption

Recipient-specific
information for
file decryption

m

Private information about
the file and the recipients

• Public Key
• Name
• Name Signature

n

Confidential data
(passwords, certificate
keys, credentials, ...)

AES
(GCM)

Recipient-specific infor-
mation for file decryption

Identification Tag

Key Agreement Information

General information
for file decryption
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(#recipients, algorithms, ...)
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Operations
Design of the Encrypted Container File

Encrypted Container File
Public information about
the file and the recipients

General information
for file decryption
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file decryption
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Prerequisites for decryption
• Alice is recipient
• Her private X25519 key: skX

A
• Her public X25519 key: pkX

A

• Hash function: H
• Bit string concatenation: a∥b
• Bitwise XOR: a ⊕ b
• Bytewise truncation: a[0,...,n]
• Scalar-Point-multiplication [3]:

X25519(a, B)
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Operations
Design of the Encrypted Container File

Further Operations

General procedure
(1) Decrypt Encrypted Container File
(2) Modify content and/or recipient list
(3) Encrypt Encrypted Container File

Possible operations
• Modification of confidential data
• Addition of a new recipient
• Removal of an existing recipient
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Implementation Details
How everything is put together

ECF
PoC implementation

in C# (.NET 6.0)

Used libraries: Sodium [4](fork of NaCl [5]), NSec [6]

Two packages:ECF.Core and ECF.CLI
Private key management with

AES-256 (GCM [7]) and Argon2id [8][9]

Get the code from GitHub!
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Conclusion and Future Work

• Proof of Concept (PoC) implementation supports two cipher suites

• Implementation of more cipher suites possible

• Full code and unit tests available:
https://github.com/Hirnmoder/ECF
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