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Application of Machine Learning- based Systems (MLS) is now part 
of the business context

Application of Machine Learning- based Systems (MLS) is now part 
of the public debate

Legal steps have been taken to address raised (ethical) aspects

How do the public and legal debates translate into the software 
engineering?

Motivation
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Public debate focus

The role of ethics in the design of ML-based systems

Wired via Twitter 2021

https://frausb.de/mercado-da-ribeira-die-markthalle-in-
lissabon/
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https://www.wired.com/story/im-a-lyft-driver-my-passengers-act-like-im-part-of-the-app
https://frausb.de/mercado-da-ribeira-die-markthalle-in-lissabon/
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AI regulation in the European Union
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https://allai.nl/eus-ai-regulation-europe-puts-fundamental-rights-and-values-front-and-center/
https://www.dw.com/en/eu-unveils-ai-rules-seeking-global-standards/a-57282281
https://techcrunch.com/2021/04/14/eu-plan-for-risk-based-ai-rules-to-set-fines-as-high-as-4-of-global-turnover-per-leaked-draft/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cucXdhbnQuY29tLw&guce_referrer_sig=AQAAAAacZnVYGXfyanGOk94ddK5JfYShAN67KeNn8zehLKY-CVQ-kiYe1CTRjolLF-jHW0rGQwiMPcUR9YIBgn_khjUtZ2g2qheYgOnfIMk26G5f3Br_CA2eQODMOkw2CuMRy05FWaj8jRoQlpDi155B0eQ6LWsE3fZs6wv_Rs7gW7BS
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How does the debate translate into the development of information systems?

The role of ethics in the design of ML-based systems
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Data processing pipeline in machine learning-based system (MLS) context

Sense Transform

Act[Apply]

Based on Schutt and O‘Neill 2013
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• Property

• Access

• Accuracy

• Privacy

Sense: 
Collect data

Potentials for ethical issues along the data pipeline- decisions, decision, 

decisions….

Levina 2020
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• Property

• Access

• Accuracy

• Privacy

Sense: Collect
data

• Data quality: 

• Are the data biased?

• …„clean“?

• ….sufficient in their
amount?

Transform: Pre-
process data

Potentials for ethical issues along the data pipeline- decisions, decision, 

decisions….

Levina 2020
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• Property

• Access

• Accuracy

• Privacy

Sense: Collect
data

• Data quality: 

• Are the data biased?

• …„clean“?

• ….sufficient in their
amount?

Transform: Pre-
process data • What is the chosen

algorithm

• What is the optimization
variable/ threshold of the
algorithm?

• What is the variance of the
result?

Transform: 
Analyse data

Potentials for ethical issues along the data pipeline- decisions, decision, 

decisions….

Levina 2020
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• Property

• Access

• Accuracy

• Privacy

Sense: Collect
data

• Data quality: 

• Are the data biased?

• …„clean“?

• ….sufficient in their
amount?

Transform: Pre-
process data • What is the chosen

algorithm

• What is the optimization
variable of the algorithm?

• What is the variance of the
result?

Transform: 
Analyse data

• Validity of the result

• Suggestions based on input
data

• Estimations based on input
data

Transform: 
Calculate result

Potentials for ethical issues along the data pipeline- decisions, decision, 

decisions….

Levina 2020
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•Property

•Access

•Accuracy

•Privacy

Sense: Collect
data

•Data quality: 

• Are the data biased?

•…„clean“?

•….sufficient in their amount?

Transform: Pre-
process data • What is the chosen algorithm

• What is the optimization
variable of the algorithm?

• What is the variance of the
result?

Transform: 
Analyse data

•Validity of the result

•Suggestions based on input
data

•Estimations based on input
data

Transform: 
Calculate result • Situative applicability of the

result

•Decisions based on the result

•Decisions revoked based on 
the result

•Interpretation of the
recommendations

Act: Apply
result

Potentials for ethical issues along the data pipeline- decisions, decision, 

decisions….

Levina 2020
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Identifying ethical issues in the data processing pipeline – a lot of requirements

Ethical issues in the data
processing pipeline

Maso
n 

ALTAI

Huma
n 

rights

Levina 2020
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(Some) Challenges that MLS developers face

Where does the data come from?

•Buy licenced data = expensive; no guarantee for ethical correctness in collection and representation

• „Free“ data = un-certain; no clear legal situation; wrong and un-ethical lables (Peng 2021; Paullada,Raji 
2020)

•Create own data set = Time consuming and expensive; sometimes provided through unethical means like 
datamining (Teutenberg 2022)

Where does the algorithm or model come from?

What part of the system/process am I developing the code for?

Who will use the system?

•Transparency and explanation: seem to be valid buying criteria for the MLS (Levina 2022)

Who is responsible?

The role of ethics in the design of ML-based systems
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But what if we did not talk about a user-centered product?

Machine 
facing MLS 

Human 
facing MLS

The role of ethics in the design of ML-based systems

?
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Some (potential) Mitigations

Dataset audits

Transparency: vs. information overflow

Explainability: parameters, documentation 
of the dataset

Time needs: provide the cost/time 
overview needed to create ethical products

The role of ethics in the design of ML-based systems
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Machine Learning: An exclusively engineering domain? 

No!

The systems are 
implemented into a 
business context 
and have a wide 
range of potential 

stakeholders

Transparency 

and communication 
as well as business 

context 
understanding is 
crucial for good 

information systems

The role of ethics in the design of ML-based systems
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Thank you and enjoy the talks!

Olga Levina

Twitter: @AgloAnivel
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