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ERCR & AIW-PSO-ERLC atop DCGAN-CANNI-CANN?2 with BNSI

Non-ECP = CS

]
MARL+AAC = MSDEP,,,

DCB,,.+

Al/ML DDPM = MLPRS

opt

opt+DG Ropt

to mitigate against CS/ACS (i.e., STA)

to mitigate against PSCHF/PSHF (i.e., HDF)

to mitigate against MC2 (i.e., ITP)

SCV = Supply Chain Vulnerability

CPSCV = Cyber-Physical Supply Chain Vulnerability

ClI = Ciritical Infrastructure

CPS = Cyber-Physical System

CPPS = Cyber Physical Power System

SG = Smart Grid

LCNS = Large Complex Networked System

ICS = Industrial Control System

CBM = Condition-Based Maintenance

SPS = Special Protection Schemes

RAS= Remedial Action Schemes

EACCS = Electric Power Alarming and Coordinated
Control System

SSCS = Security and Stability Control System
SSCD = Security and Stability Control Device
HDF = Hidden Defects/Failures

PEFD = Protection Element Functionality Defects

PSCHF = [Protection System] Coordination Hidden
Failure

PSHF = Protection System Hidden Failures

RES = Renewable Energy Sources

RPS = Renewable Portfolio Standards

PV = PhotoVoltaics

SCD = Substation Configuration Description

CID = Configured [Intelligent Electronic Device] IED
Description

BTW = Bak—Tang—Wiesenfeld




ERCR & AIW-PSO-ERLC atop DCGAN-CANNI-CANN?2 with BNSI

Non-ECP = CS

]
MARL+AAC = MSDEP,,,

.
Al/ML DDPM = MLPRS

DCB.+

opt+DG Ropt

to mitigate against CS/ACS (i.e., STA)

to mitigate against PSCHF/PSHF (i.e., HDF)

to mitigate against MC2 (i.e., ITP)

ERCR = Enhanced Robust Convex Relaxation

AIW = Adaptive Inertial Weighting

PSO = Particle Swarm Optimization

ERLC = Enhanced Reinforcement Learning
Component

DCGAN = Deep Convolutional Generative
Adversarial Networks

CANN = Convolutional Adversarial Neural Network

BNSI = Bespoke Numerical Stability Implementation

ECP = Efficient Controllability Problem

CSEC = Control Signal Energy Cost

CS = Control Signal

ACS = Augmented Control Signal

STA = Sequential Topology Attack

MARL = Multi-Agent Reinforcement Learning

AAC = Asynchronous Actor-Critic

MSDEP = Multi-Stage Decision Engineering Problems

HDF = Hidden Defects/Failures

Al = Artificial Intelligence

ML = Machine Learning

DDPM = Defect Diagnosis/Prediction Models

DCB = Defensive Circuit Breakers

MLPRS = Machine Learning-based Protection Relay
Selection

DGR = Defensive Grid Re-configuration

MC2 = Malicious Command and Control

ITP = Insider Threat Paradigm
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Nonconvex and Convex MINLP Solver Experimentation

atop

ERCR & AIW-PSO-ERLC atop DCGAN-CANN1-CANN2 with BNSI
(a.k.a., Experimental Testbed or ET)

MINLP

Il

1

|cszc°,,| | MSDEP, DCB,yct
MLPRS,, DGRy
ESSA
| Juniper | | 36ms per prob | | 95ms per prob |-> removed

mglob OTl range

optimal solution and verify
optimality within the desired

| Bonmin | | 4ms per prob | | 14ms+ per prob |-> removed
| Couenne | | 4ms per prob | 80ms+ per prob |-> removed
| mbng | | 4ms per prob | <5ms per prob |
| mqg | | 4ms per prob | <5ms per prob |
| magpar | | 4ms per prob | <5ms per prob |
| mglob | | 4ms per prob | <5ms per prob |
| SHOT | | 4ms per prob | 4ms per prob |
mbng Did not consistently both return the | = removed

— removed

R0 G

maqgpar

mglob

OTl range
SHOT

Consistent performance, consistently
returned optimal solution and
verified optimality within the desired

MINLP = Mixed Integer Nonlinear Programming

ERCR = Enhanced Robust Convex Relaxation

AIW = Adaptive Inertial Weighting

PSO = Particle Swarm Optimization

ERLC = Enhanced Reinforcement Learning

Component

DCGAN = Deep Convolutional Generative
Adversarial Networks

CANN = Convolutional Adversarial Neural Network
BNSI = Bespoke Numerical Stability Implementation
ET = Experimental Testbed

CSEC = Control Signal Energy Cost

MSDEP = Multi-Stage Decision Engineering Problems

DCB = Defensive Circuit Breakers

MLPRS = Machine Learning-based Protection Relay
Selection

DGR = Defensive Grid Re-configuration

ESS = Experimental Solver Set
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