
Authors: Naif Alasmari & Radu Calinescu
{nnma500, radu.calinescu}@york.ac.uk

Department of Computer Science
University of York

York, UK

Efficient Formal Verification with Confidence Intervals



About the Presenter – Naif Alasmari

• I am a Ph.D. student in the Department of Computer Science at the University of York, UK. 

• My research interests are in the quantitative verification of component-based systems, 
verification under uncertainty, the correct-by-construction synthesis of discrete-event 
controllers, and performance models for cloud-based big data applications. 

• I have a bachelor’s degree in information systems from King Khalid University, Abha, Saudi 
Arabia and a master’s degree in computer information systems from St. Mary’s University, 
San Antonio, USA. 

• I have worked as a system analyst’s assistant at Umm Al Qura University, Makkah, Saudi 
Arabia and a lecturer in the College of Arts and Sciences at King Khalid University, where I 
was also head of the Department of Information Systems.

2The 30th International Conference on Computational Logics, Algeras, Programming, Tools, and Benchmarking COMPUTATION TOOLS 2022



Outline

• Overview
• Introduction – FACT and ePMC
• eFACT
• Evaluation
• Conclusion & Future Work
• Bibliography

3The 30th International Conference on Computational Logics, Algeras, Programming, Tools, and Benchmarking COMPUTATION TOOLS 2022



Overview

• FACT: formal verification with confidence intervals [1]
• ePMC: efficient parametric model checking [2]
• eFACT: efficient formal verification with confidence intervals
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Overview

• eFACT integrates FACT with ePMC.
• The purpose of eFACT is to:
• Compute confidence intervals for non-trivial parametric Markov model 

properties when observations of the unknown transition probabilities of 
these models are available
• Utilise an efficient binary search technique to further speed up the 

determination of the highest confidence level at which a non-functional 
requirement can be deemed violated or satisfied.
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Introduction: FACT

• FACT is a model checking tool that is used to calculate confidence 
intervals for parametric discrete time Markov chains (pDTMCs) that 
have at least one transition probability with observation.
• FACT employs PRISM [3] to obtain an algebraic expression for the 

evaluated properties of pDTMCs models.
• FACT fails to produce confidence intervals for non-trivial pDTMCs 

models when:
• The produced algebraic expression is too large to be computed
• PRISM fails to produce an algebraic expression.
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Introduction: ePMC

• ePMC uses domain-specific modelling patterns to produce sets of 
closed-form subexpressions for the analysed properties of pDTMCs.

• ePMC uses these subexpressions as terms in the main formula to 
analyse an entire pDTMCs model.
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eFACT: Computing Confidence Intervals

• To overcome the limitation of FACT, eFACT exploits ePMC to compute the 
confidence intervals for non-trivial pDTMCs models.

• It invokes ePMC instead of PRISM to obtain algebraic expressions 
(subexpressions and main formula) and evaluate a property.

• It first computes confidence intervals for subexpressions.

• Then, it substitutes the results in the main formula to obtain the 
confidence intervals of a property.
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eFACT: Steps for Computing Confidence Intervals
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eFACT: Using Binary Search

Goal: to obtain the confidence level at which a non-functional requirement can be deemed violated or satisfied 
for an inserted range of confidence levels by following these steps:

1. The process begins by verifying the first inserted confidence level, computing its confidence intervals 
(CIs), and obtaining the CIs for the last level. 

2. There are two confidence levels with their intervals, enabling eFACT to check whether the analysed
property bound is located inside those intervals. 

3. If the bound is located inside all the intervals, the process will terminate with a message stating that the 
requirement is undecidable for the given range of confidence levels (because the width of intervals is 
increased when the confidence level becomes greater).

4. Then, verify the middle confidence level and find its CIs.
5. The area between the middle level and another level (either the first or last) that has similar results is 

ignored.
6. The process moves to the area between the middle level and the other level whose result is different and 

verifies a new middle level for this area to obtain its CIs.
7. Repeat steps 5 and 6 until you find the solution.
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eFACT: Using Binary Search

• Input levels: 0.85 – 0.99

• Solution: between 0.87 and 0.88

• Number of steps: 6 instead of 15 
if we check all levels.
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Evaluation: Case Studies

• Two different case studies to evaluate their properties.
• A Foreign Exchange System [4]

• It aims to assist traders and offers them two operational modes: expert or normal.
• It comprises internal system components and possible independent third-party 

components implemented as services. 
• There are different ways in which services can conduct operations similar to those of 

service-based systems but with different probabilities in their execution time (t1,...,tn), 
costs (c1,...,cn) and successes (p1,...,pn).

• A three-tier server [5]
• It provides three services: web, database and application services. 
• The services are hosted on four different physical servers (A, B, C and D) and operate on 

different virtual machines (VMs). 
• The system can be scaled up to include more servers, VMs and service instances.
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Evaluation: Foreign Exchange System – Results
• (T) denotes the time out (1,800 seconds).
• (T*) means the tool has failed to produce an 

algebraic expression.
• (-) indicates that we skipped this experiment, 

as the previous model is smaller than the 
current one.

• FACT is better in the first row, where the model 
has a single service (SEQ pattern with one 
service) and the expression is small. However, 
eFACT requires more time to compute 
confidence intervals for the component 
expressions (more than one expression) before 
substituting their results into the model 
formula.

• eFACT’s execution time is better than FACT in 
most of the cases.
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Evaluation: The Three-Tier Server – Results
• FACT takes less execution time to analyse the model of deployment D1, which is found in the 

first row. The model is simple and produces a small expression that FACT can handle.
• In deployment D2, the model has some complexity (loop), and the expressions for both 

properties are too large. Therefore, FACT fails to analyse them before the time out.
• The third row is for deployment D3, which is a loop-free model. We note that FACT can 

analyse this model, but its analysis time is longer than eFACT. 
• The last row shows the superiority of eFACT, as FACT cannot analyse the properties of this 

model since the algebraic expression is not produced in 1,800 seconds.

14The 30th International Conference on Computational Logics, Algeras, Programming, Tools, and Benchmarking COMPUTATION TOOLS 2022



Conclusion & Future Work 
• eFACT exploits ePMC to calculate confidence intervals for non-trivial 

pDTMCs models with at least one unknown transition probability with 
observations.
• eFACT utilises a binary search to find the confidence level at which a non-

functional requirement can be violated or satisfied.
• The results show that eFACT can be useful in two cases:

• When FACT cannot compute confidence intervals due to the complexity of an 
algebraic expression

• When PRISM (used by FACT to obtain an algebraic expression) cannot produce an 
algebraic expression.

• For future work:
• Examine the scalability of eFACT.
• Increase the efficiency of eFACT by analysing the component expressions generated 

by ePMC in parallel.
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THANK YOU

If you have any questions, please send me an email: 
nnma500@york.ac.uk
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