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Research topics

* Internet of Things Security
e Security Standards
* Device identitication
 Device Security

o Cybersecurity with the help of Al
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Cybersecurity Issues with loT

A lot of security incidents in the last years with loT devices ]

By outsourcing to the cloud, data is particularly at risk [
The constant connection increases the attack surface area

Botnets are the consequences 31141 5]
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Security, Privacy and Usabillity

 [he important points for the development of loT and Cloud
Applications are

» Security - protection of data
* Privacy - protection of private data

» Usability - easy to use and understand
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Security, Privacy and Usabillity

e Security and privacy are not the same, but can often be combined

* [he less data is stored and forwarded (to the cloud), the more privacy and security
you have

o Usability usually contrasts with security

* £.9., the easier a login is, the less secure it usually is (not in every case)

Security
Usability

Privacy
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Scoring System

A Security-, Privacy- and Usabillity- Scoring System for loT Devices
'S under development

't should help the manufacturers to define the requirements

Depending on the amount and type of data (e.g., private,
personal), the score changes

The individual scores enable a targeted focus
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Scoring System - Detalls

Individual scores for: Security, Privacy, Usability

Score Range: 0.00 to 1.00 (two decimals)

The scoring changes with the different kind of application and
data

As a requirement, all scores can be high, but in practice not
everything can be realized:

Security
Usability
Privacy
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Categories and Characteristics

o1

Cl - Critical Infrastructure

- Characteristics:

PD - Private Data

SD - Sensitive

SY - Safety

Data

Enterprise
o}l

Industrial
o1
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Example

As Example, a networked baking oven is u

sed

The oven can be a Consumer or Enterprise product
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Depending on the application, the requirements in the areas of

security, privacy and usability are different

A device for a company can be more difficult to set up, as it Is
done by a professional. However, the requirements for security are

higher, because If the device is attacked, 1
damage.

. Caln Cause Mmore



OSTBAYERISCHE
TECHNISCHE HOCHSCHULE

A Security-, Privacy- and Usability- Scoring System for loT Devices (-\ —
\) I ‘ ‘ REGENSBURG

Example

Security
( )
Privacy
— -
O ( ) R
S e
Usability

( )
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 Depending on the score (requirement), different standards can be
usead

 Consumer or Enterprise standard

e Baseline requirements or advanced standard

* e.9., ETSI EN 303 645 - baseline requirement for consumer products
(68 requirements) L6l

* e.9., IEC 62443 series - for industrial communication networks (263
requirements) 7] 18]
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summary

* [he scoring system ...
* |S currently work in progress
* should help to select standards
» recalls the importance of Security, Privacy and Usability
* |S developed to show the requirements

* => Please give Feedback to help the research!
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