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Self introduction FUjiTSU

Engaged in 30year in
Network technology

WDM Flex Grid
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Digital transformation

Communication point of view
OThree levels of problems in communication by Shannon Weaver (1949)

Information . . I
Transmitter Receiver Destination
Source E % E

A. The technical problem: !Hl

how accu'rately can the message be transmitted. 20t Century
B. The semantic problem:
how precisely is the meaning ‘conveyed’.

o)
FUJITSU

C. The effectiveness problem
how effectively does the received meaning affect behavior?

215t Century
Digital
transformation

Challenge for Level C problem = Digital transformation
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Network evolution towards

o)
Digital transformation TR

C. Effectiveness problem

B. Semantic
problem

Virtual network i

Packet network r‘/‘ A. ;eocbr;giﬁal '
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Challenges on data exchange FUJITSU

Data Resistance for data providing

Providing Security concern, unclear cost effectiveness

ULl Difficult to convert data for data users
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Decentralized: a more trustworthy data exchange

Centralized

Management and security of data
depend on cloud vendors

Data exchange
on the cloud

A’s  #B's #C's

ata data data data

EEEE

711X

=)
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#D’s

Copy/move
data to
the cloud

Decentralized

Each and every owner manages
his own data

Company #A Company #C

Data Exchange NW

=,
. \\ \ 7 &
— . i
; = ~ Blockchain =553
pr 4D Company #B Company #D
ooata Cloud Cloud / On-premise / Smart device
Connection Static Dynamic and flexible
Openness Service providers enclose data Equally open to every participant
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Requirements for decentralized data exchange
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P2P data transfer
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Data User
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Blockchain-based decentralized data exchange

Requirements Blockchain

Data Access Control |:> Smart contract

Data

mar ntract work
P2P data transfer control |:> Smart contract works
as a network controller

Providing

Data trace management |:>
s R
Discover etadata directory

Distributed ledger
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Fujitsu’s technology applying blockchain to NW control enables safe and reliable data exchange NW

VPX: Virtual Private digital eXchage FUﬁTSU

Data access control P2P data transfer control

Anagement
Blockchain technology is applied to control plane
- To control network (conventional functionality in NW)
- To control data exchange (additional one) Biz Analytics

“vuulau

I
API I =

Smart Contract s Smart Contract

Blockchain 8
P2P Communication P2P Communication

Data Provider ..........................

Data User
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Major APIs for VPX users FUﬁTSU

Set access policy

Data E ' metadataPublish() trailsGet()
provider LW _ \ ‘
—

Dat 8
VPX
b
Metadata E
metadataGet()
dataGet() l' 5:;?
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VPX APl procedures

DStep 1: Publish Metadata

Metadata ‘

Data ID Hash No. ution of Data ID Hash No.
Attribute [ *rrrx Attribute R

Dest. #C Tr.a”?SCt{D” Dest. #C

. Address (Encrypted) Distribution Address (Encrypted)
metadataPublish()
Access Policy f§ User X Access Policy f§ User X
1-1: Registration of metadata

Data Q

Provider

g #8] ,

1-4: Create

1-2: Verify data provider

Forwarding table &

Address translation table

@ Hash

No.

1-5: Create

Forwarding table &

Hash
No.

Address translation table

#E—
#C

. Network Interface

QUserX

g0

Data User Site

VPX GW VPX GW

Data Provider Site
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VPX API procedures FUJITSU

O Step 2: Find desired data
. Network

Interface

metadataGet()

2-1: Request metadata

2-2: Verify data user &
its access right of metadata

2-3 Return the list of met;ita that User X cgn access

Data Q @I Hash | Hash [| #E - @ Q\Jserx
Provider No. No. #C .

EEE -
B B &

Data Provider Site ExiGW VPX GW

Data User Site
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VPX API procedures

DStep 3: Transfer actual data
. Network

Interface
dataGet()
Q @ Data ID ) Internet~_ (@M  DataiD 4 Q
Dota Userx
Provider 3-4: Verify data user & 3-2: Verify data user &3-1: Request the desired data @
E EE ‘ its access right of the _ its access right of thdb n
http://#A 9323Act as reverse https://#C/ hash no.(Data ID) 9%Pact as reverse http://#E/ hash no.(Datq| ID)
ﬁ gl:g?(xhe‘:k the hash ﬁ g_r?:xgheck the hash ﬁ
To #B no. of To #D no. To #F
E: o the-getting E of the E:ing data
]

VPX GW VPX GW

Data Provider Site Data UserSite
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VPX API procedures

O Step 1: Publish Metadata
O Step 2: Find desired data
O Step 3: Transfer actual data

. Network Interface

metadataGet()

{2 ‘ Metadata ‘
Data ID Hash No. 1-3: Distribution of, Data ID Hash No.
Attribute metadata Attribute Frkk
Dest. #C Transaction Dest. #C
. Address (Encrypted) Distribution Address (Encrypted)
metadataPUbIISh() Access Policy f User X Access Policy @ User X
1-1: Registration of metadat|

[To #B] ,

1-2: Verify data provider

1-4: Create
Forwarding table &
Address translation table

Data ID Table

#B

3-4: Verify data user &
its access right of the data

_ 3-5: Act as reverse proxy

http://#A

Data Q

Provider

3-6: Check the hash no. of

the getting date E

Data Provider Site VEX(G

2-1: Request metadata that User X can access

2-2: Verify data user &
its access right of metadata
1-5: Create
Forwarding table &
Address translation table

DatalD  Table

Hash No. § #E — #C

its access right of the data

? 3-3: Act as reverse proxy
ttps://#C/ hash no.(Data ID)

3-7: Check the hash no.

To #D of the getting data

[To #E]

2-3 Return the list of !

dataGetga)taererX

3-1: Request the desired
[To #E)

http://#E/ hash no.(Data ID)

All requests and data go through VPX gateways, thus hiding the location of actual
data from VPX participants
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How it works

Google Chrome

Network operator

Department store

Train company

® o

Local public entity

E-commerce company .

Search engine

APl name

Enroll ID(default: clal)

Destination of publication

Keyword
Le

FUJITSU-RESTRICTED

@® Manufacturer

Publish data
to only User A

® Trade show operator

Parking management

1A3CTF22F9D3BIDET.
etwork operato DOOCCAC345F1121970.
! pubk

Man

DBB3D75E14B236C0BE.

AP

AR TREAPIE—RERLET.

Metadata  Trade show operator [ getAPIDoc

FoEm g 1) 0923 %
A BRAL -

Blocks (height:29)

Payload [
Timestamp 09:24:59
ev_Hash  bMMqeiemOYJmvnd7h2J526S0f0ipzids0y

T
005t

Metadata ~ Department store

Publish to only User A

oKL

vp1 Purchase data itp://192.168.20.22:8443/v1/image3.jpg clal Purch:

ayioad

Timestamp  09:24:46

Cur_Hash emOY g7
cwsKDSWi

Prev_Hash

Metadata

Payload
Timestamp
Cur_Has
Prev_Hash

Metadata

‘Trade show operator JetAPIDOC

210080216

Metadata  Department store

0Q2IHIPKCSWWICZTYVpLH
HKABCEnpAZIPI3tE

nAZIPISIEYQTIPH

g apisPub vp1 Purchase data itp://192.168.20.22:84431/image9 jpg clalclbl P

Payload

Timestamp 09:19:37

PHRIAIIBIOIIOWLTBDKX A

ALL

APIESH APIRTS

Network oper... Trade show operator 2017710104

Train company  Trade show operator 201771004

Trade show o... SNS 2017710104

API—%

FIRTRAAPE—WERLET.

AL

APIEEE APIRTS

82E483885D743C1FOD6... E-commerce ... Manufacturer 2017710004

C9FEGEEAFF7F225885... Search engine Manufacturer 201711004
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Google Chrome foEmty ) 0924 3%

Train company
Neworkoparer @ User A gets the Data
Qe - o
Department storee \ .Loca\pub\icemity User A gets the API document

\

Publish to only User A
[ — .—A—@ Manufacturer N Y

!

\

O S Publislh data
to only User A
6 . ® .

Search engine ® Trade show operator

Parking management

©

APl name

Loading... s wonne o aran

Enroll ID(default: clal)

82E4B3885D743C1FODG... E-commerce ... Manufacturer 201711004

Destination of publication
Hotel

COFEGEEAFFTF225885... Search engine  Manufacturer 201711004

Building maintenance
SNs

Keyword
Location Media Social
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VPX traces on the blockchain FUjiTSU

O The log of each VPX API call is stored on the blockchain

O Participants can trace data exchange transactions

Trace information via trailsGet()
: = - The log of dataGet()

The log of metadataPublish()
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Application : data exchange for Al FUjiTsu

O High quality of Al requires high quality of Data
O Data exchange is to “find data and transfer”, which is needed for Al training, validation, and testing phases

O However, data providers sometime do not want to provide actual data

& Al
Ea? He L.
o — >

data Output
Preparation .data

vely
:%: “ VPX Gateway n
Ng Ledge ﬁ

Data

Provudern l
VPX Gateway
Set a'es ?

Data
Da:L - User
l Proxy
Match exact data that a user R N
requires (eliminate noisy data) Secure traan the data
L 4 A J

How to train AT models without transferring actual
data from data providers?
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Federated learning FUJITSU

O Federated learning (FL) is a distributed Al/ML, which trains Al/ML models locally at clients with data
O FL usually involves a central server and a group of clients

O FL can have hundreds of training rounds when converged
Each training round includes three steps, as shown below

O FL server aggregates received local models from clients, e.g., weighted avg.

local model: x1 local model: x2 Clients get the global model and
#training samples: p1  #training samples: p2 train it with local data, then
" EH: E“: & L provide local model to the server
Client S (o Client
len Data Data

&

FL Server A FL server sends a The server gets local
Aggregated global model: x0 global ML model to a models and
x0 = (x1 " pl+x2 * p2)/(pl+p2) group of clients aggregates them to a
global model
FL server and clients Three steps in a single training round
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Federated learning on VPX FUjiTSU

O VPX seamlessly provides a secure, distributed platform for FL tasks

@ Clients get the global model and train it with local data,
then provide local model to the server

FL metadataGet(global model metadata)
i dataGet(global model) FL
Client 1" Local training a_ Client

tadataPublish(local model metadat
gﬂﬁq{ g __metadataPu ls(ocamoemeaayg «@hg

Data Local Local Local model Local model Local Local Data
training  model metadata B8 VPX 8 metadata model training
I
%x\ @5' Al/ML model = VPX data
%//\ Metadata [/ Al/ML model metadata = VPX metadata
A\ S/ FL server = data provider and data user
% 8 S
B FL client = data provider and data user

@ The server gets local models and

aggregates them to a global model p- () -~y
metadataGet(local model metadata) \‘ l/ AFL server provides a global A/ML
dataGet(local model) @ model to a group of clients

h @ w 8 metadataPublish(global model metadata)

Local model ~ Global Global model
FL Server aggregation ~ model  metadata

A single training round in FL

Qiong Zhang, et.al
Demo: A Blockchain Based Protocol for Federated Learning

presented at ICNP2020
(© FUJITSU-RESTRICTED ) © 2022 Fujitsu Limited
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Traffic Prediction Use Case FUJITSU

5G Core
AMF VNFs

L FL Server —
) == 5G Core
B AMF VNFs

BEB
Blotkcham network ' B-E'E

Wy

FL Clientl FL Client2 FL Client3

Presented at Netsoft 2021
Demo: A Blockchain Based Protocol for Secure Aggregation in Federated Learning

Qiong Zhang, Paparao Palacharla Fujitsu Network Communications, Richardson, Texas, USA
Motoyoshi Sekiya, Junichi Suga, Toru Katagiri Fujitsu Laboratories Limited, Kawasaki, Japan
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O
Summary : our approach for “Level C” problem FUJITSU

QjUE} r;g g " IFL ..SjUE} r)a
Secure Al exchange I e S ke
FL on VPX o
Ll
C. Effectiveness h server
problem Secure Data exchange . e
B. Semantic ' r N2 3 ,i,-‘
problem Data exchange NW o =, e
A. Technical
problem

Virtua network {

Packet network Data Exchange NW is bases
Wi /Ph [
S wggss o i @ AI will help to solve Level B /C problem

QD I.'P > by analisys

Real
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Future direction FUjiTSU

Data are securely exchanged between App, Things then transform to information

< =

Data are transform to info during data exchange through network
Top to Bottom in trust be important

* Working with Data and Information

DC [ Service processing and

e rocessing and [13>@>0 B>@>0 0>@0
d | :
| ; o )P0 =
. : couplin :
Data Centric ; :
Data/Information | B i i
Processing i Split 0 |
+ Conversion | :

+ Transmission [ Unstructured data = “Express objective facts in numerical values,

characters, graphics, images, sounds, etc."

[ Structured data = “Enable software to collect and interpret information
Gateway efficiently, including the relationship between

unstructured data"

O Information = “Data useful for a particular purpose or data that has
been processed from the data" — Meaningful data

Terminal, Sensor
Device
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Thank you

Sekiya.motoyosh@jp.fujitsu.com




