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Digital Forensics

Fundamentals



  

Goal

Reconstruction of events



  

1) Forensic Readiness

2) Extraction

3) Analysis

4) Interpretation

5) Reporting



  

“Any action of an individual, and obviously the violent action 
constituting a crime, cannot occur without leaving a trace.”

- Dr. Edmond Locard (1934)
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Automotive Digital Forensics 

Fundamentals



  

“ADF is the implementation of technologies, processes, and 
methodologies from DF science to the automotive domain. It 

includes in-vehicle components and components connected 
to the vehicle (ecosystem) such as Smartphones, OBD-Dongles 

as well as the supporting infrastructure.”
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Challenges

 Data interpretation

 Data collection

 Data correlation

 Data privacy and security

 Data integrity



  

The Case



  

www.tesla.com



  

Airbag ECU

What could we do?

Analysis of the ECU

Install into another Tesla

www.ebay.de
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What could we do?

● Analysis of the ECU

● Install into another Tesla
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Airbag ECU
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Airbag ECU
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What could we do?



  

● Try Telsa EDR Tool

Desoldering of storage devices

Read flash with external adapter

Build into working Airbag ECU
www.crashdatagroup.com
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www.quarkslab.com
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What could be the issue?



  

Check VIN

Validate Checksum



  

We forgot something at the beginning!

Forensic question from stakeholder
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Q1 Can you reconstruct events?

Q2 Can you get the report?

Q3 Did the vehicle accelerate by itself?
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before the event

Time of event



  



  



  

Break was not pressed?



  



  



  



  

Increasing vehicle speed
Accelerator pedal was pressed harder and harder



  

● Break was not pressed
● Vehicle speed was increased
● Accelerator pedal was pressed harder and harder

What could have happened?
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Q1 Can you reconstruct events?

Q2 Can you get the report?

Q3 Did the vehicle accelerate by itself? ?

Autopilot enabled? No access to autopilot logs
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Open Questions

● EDR Data trustworthy?

Access to evidence not given

No correlation of different data-sources

No validation of data-sources possible
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We need changes and new proposals!

● Generalized approaches

● Correlation of events

● Normalized data

● New and better tools

● View vehicle + ecosystem as a whole
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