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f(x) mod p

COPPERSMITH
METHOD

Coppersmith method can convert
the modular equations with large

norm into integer equations with
small norm by lattice-based
algorithm such as LLL algorithm,
and the roots of the original
equations can be solved over the
integers.

g(x) over Z




COPPERSMITH METHOD

® g1(x) mod p™

g2(x) mod p™
f(x) = 0 (mod p) with
root Xy bound by X Je(x) mod p™

@

g1(xX)

gz (:XX) = lattice L =

by
bz]
b

o (xX)
v(x) over Z 3

v(x) = 0 mod p™




COPPERSMITH METHOD

f(x) = 0 (mod p) with
root xo bound by X

v(x) over Z

Construct @ new polynomials, which have
the same small root as f(x).

Use the coefficient vectors of g;(xX) to
construct the lattice basis.

Apply LLL to the lattice basis, and we can get
a short vector v, corresponding a polynomial

v(x).

If ||v||is small enough (det(£) < p™®), the
modular equation can be converted to an
integer equation



RSA WITH MODULI
N =p'q

The encryption and decryption of
RSA are based on the modular
operation of large numbers, so it
may be slow in the environment
with limited resources. For
efficiency, RSA fast variant with
moduli N =p'q has been
produced.

Takagi RSA
ed=1mod(p—1)(q—1)

Prime Power RSA
ed=1modp™ 1(p—-1)(q—-1)




Factor N

FACTOR RSA
MODULI

Based on RSA equations, the
problem of factoring N can be
transformed to the problem of
solving modular equation. Then we
can use the Coppersmith method
to find roots.

Solve modular
equations

Coppersmith method




SMALL EXPONENT ATTACKS

TAKAGI RSA
Factor N | ===eeeee » ed=1+k(p—1D@-1
Solve modular | =======- » f(x,y,2) =x(y—1)(z—1)+1 =0 (mod e)

equations

[IKKO8] showed that N can be factored in polynomial time,

Coppersmith 2-v2
when d < N r+1 using seometric progressive matrices. [TKI16
method N g8 prog [ ]

proved the same result based on Coppersmith method.




SMALL EXPONENT ATTACKS

PP-RSA
Factor N =reoeeee P ed=1+kp"'(p-D(@q-1)
Solve modular | =======- > f(x,y,2) =xy" Y (y—1)(z—1)+1 =0 (mod e)
equations
r(r-1)
; [LZPLI5] proved that one can factor N when d < N@+D?,
Conl?]z:;f)nglth [Sarl6] studied the small exponent attack of PP-RSA in the

caseof 2 <r < 8.




PARTIAL KEY EXPOSURE
ATTACKS

TAKAGI RSA
Factor N cennnnp (M4 dy) =1+k(—-1)(q—-1)
Known MSBs: f (x4, X2, X3, X4) =
x1(x —1)(x3—1)+ 1+ ex, =0 (mod ed,)
Solve mf)dular e Known LSBs: f (x4, X2, X3) =
equations
x1(x; — D(x3—1)+1—edy =0 (mod eM)
HHX+14] showed that N can be factored in polynomial time,
poly
Coppersmith giving about (1 — %)-fraction ofd (e = N% d = Nf) when
7 1 [24(a+p) 39
method d < rEreTa Z\/ 1 G € (for known MSBs )

5 2 [3(a+p) 5
6 < 3r+1) 5\/ 1 GiDE € (for known LSBs)



PARTIAL KEY EXPOSURE

ATTACKS

Factor N

Solve modular
equations

Coppersmith
method

PP-RSA

........ > e(d,M+dy)=1+kp™t(p—1(g—1)

Known MSBs: f(x) = ex + ed; —1 =0 (mod p" 1)
Known LSBs: f(x) = eMx + edy — 1 = 0 (mod p" 1)

[EKUI5][TK16] proposed the attacks on PP-RSA when the

LSBs are known. [Sar|6] gave the partial private key exposure
_1  3r-2V3r¥3+3

attack whenr < 8and d < N1 30+1)



FACTORING RSA MODULI WITH
PARTIAL KNOWN

N =p'q
Factor N = =rreeee > N=({P+D)q
Solve modular | =======- » f(x) = (P +x) modp”
equations
[BDH99] showed that N can be factored in polynomial time,
1
. hen —-fraction of the MSBs bits of p are known. [LZL 3]
Coppersmith W e
PP extend it to the case of n unknown bit blocks rather than a

method consecutive block.




CONCLUSION AND
FUTURE RESEARCH

The selection of parameters needs
to be more careful to avoid the
above attacks.

Next, we will research the security
of RSA with moduli N =p"qg®
based on Coppersmith method.
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