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Internet of Things - Things

 ‘‘A global infrastructure for the information 
society, enabling advanced services by 
interconnecting (physical and virtual) things 
based on existing and evolving 
interoperable information and  
communication technologies’’ 

- ITU-T

 The Internet of Things (IoT) is the 
network of physical objects or 
"things" embedded with electronics, 
software, sensors, and network connectivity, 
which enables these objects to collect and 
exchange data.

 Physical Object  + 
Controller, Sensors, and Actuators + 
Internet =  Internet of Things

Human to Human

Human to Machine

Machine to Machine

Any Thing Any Time

Any Place
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Digital Twin

 a digital replica of potential or actual 
entities (i.e., physical twin). 

 It provides rich representations of 
the corresponding physical entity and 
enables sophisticated control for 
various purposes. 

 A key characteristic of a digital twin is 
that it is connected to a physical entity 
which is typically established by the use 
of real-time data using sensors. 

 Digital twins are made possible through 
the integration of various 
technologies such as Internet of 
Things, artificial intelligence, machine 
learning, and data science, 

 which enable living digital simulation 
models to be created that reflect the 
changes of the physical counterparts. 
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Systems Engineering

 Systems engineering, 

a systems thinking approach, 

an interdisciplinary field of 

engineering 

 that focuses on how complex 

engineering projects should be 

designed and managed;

 holistic view on system

 Designing, implementing, deploying 

and operating systems which include 

hardware, software and people

I. Sommerville, Software Engineering, 2000

http://upload.wikimedia.org/wikipedia/commons/8/85/Systems_engineering_application_projects_collage.jpg
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Model-Based System Engineering

“Model-based systems engineering (MBSE) is the formalized 

application of modeling to support system requirements, 

design, analysis, verification and validation activities beginning 

in the conceptual design phase and continuing throughout 

development and later life cycle phases.” 

INCOSE SE Vision 2020 (INCOSE-TP-2004-004-02, Sep 2007)

Document Based Model Based 
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Systems Engineering Lifecycle

Concept Stage
Development 

Stage
Production

Stage

Utilization
Stage

Support Stage

Retirement
Stage
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System Architecture

 System architecture is the 

fundamental organization of a 

system, embodied in its 

components, their relationships to 

each other and the environment, 

and the principles governing its 

design and evolution.

 An architecture description is 

a formal description and 

representation of a system, 

organized in a way that supports 

reasoning about the structures and 

behaviors of the system.

[ISO/IEC 42010:2007] Recommended practice for architectural 

description of software-intensive systems (ISO/IEC 42010) July 2007. 
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Design Patterns

 Design Patterns are reusable 

abstraction mechanisms that apply 

design principles:

 abstraction 

 decomposition

 encapsulation

 information hiding

 separation of concerns

 for recurring generic problems 

 proving the best possible solution 

given the constraints (forces)

Context

Problem

Solution
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Describing Patterns

 Name

 meaningful name 

 Problem

 statement of the intent/goal

 Context

 preconditions and the pattern’s applicability

 Forces

 description of relevant forces and constraints

 Solution

 a structure

 Example

 sample application of the pattern

 Consequences

 state of the system after applying the pattern

 Rationale

 Related Patterns

 static and dynamic relations to other patterns

This is the 

pattern
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System Architecture 
Digital Twin Pattern
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Adopted Research Method

Domain Analysis
Multi-Case Study 

Design and Analysis 
Identification and 

design of DT Patterns

Domain Model 
Digital Twins

Digital Twin 
Pattern Catalog

Case Study Design 
and Implementation

Case Study 
Requirements

Digital Twin
Literature

Existing Software/System
Design Patterns
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Domain Analysis Process

 Domain analysis can be defined as 

the process of identifying, capturing, 

and organizing domain knowledge 

about the problem domain with the 

purpose of making it reusable when 

creating new systems. 

 The term domain is defined as an 

area of knowledge or activity 

characterized by a set of concepts 

and terminology understood by 

practitioners in that area.

 Conventional domain analysis 

methods consist generally of the 

activities Domain Scoping and 

Domain Modeling.

Select/Identify Concerns

Select Knowledge Sources

Collect the relevant 
information from the domains

Commonality and Variability 
Analysis 

Provide Feature Model

Evaluate Feature Model

Domain Scoping Domain Modeling
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Relationships between digital object and 

physical object

Physical Object

Digital Object

Physical Object

Digital Object

Physical Object

Digital Object

Digital Generator Digital Shadow Digital Twin

automatic dataflowmanual dataflow

Physical Object

Digital Object

Digital Model
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Terms

Term Description

Physical Object
A “real-world” artefact, e.g., a vehicle, component, product, system, 
model.

Virtual Object A computer generated representation of the physical object.

Physical Environment
The measurable “real-world” environment within which the physical 
object exists.

Virtual Environment
Any number of virtual “worlds” or simulations that replicate the state 
of the physical environment and designed for specific use-case (s).

State
The current value of all parameters of either the physical or virtual 
object/environment.

Realization The act of changing the state of the physical/virtual object/twin.
Metrology The act of measuring the state of the physical/virtual object/twin.

Twinning
The act of synchronizing the states of the physical and virtual 
object/twin.

Twinning Rate The rate at which twinning occurs.
Physical-to-Virtual 
Connection/Twinning

The connection from the physical to the virtual environment. Comprises 
of physical metrology and virtual realization stages.

Virtual-to-Physical 
Connection/Twinning;

The connection from the virtual to the physical environment. 
Comprises of virtual metrology and physical realization stages.

Jones, D.; Snider, C.; Nassehi, A.; Yon, J.; Hicks, B. Characterising the Digital Twin: A systematic literature review. 

CIRP J. Manuf. Sci. Technol. 2020, 29, 36–52, doi:10.1016/j.cirpj.2020.02.002., 2020.
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Conceptual Model – Control System

Sensor

Physical Object

Actuator

Comparitor Decision

get state
update state

command

provide 
delta

get state
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Conceptual model for 

Control-based digital twin

Digital Object Space

Physical Object Space

Digital Object

Digital Object
Adaptor

Comparitor

Sensor

Physical 
Object

Decider

adapt digital 
object state

get physical 
object state

measure

Actuator

get digital 
object state

delta

command

adapt



Digital Twin Pattern Catalog
Digital Model Pattern

Digital Generator Pattern

Digital Shadow Pattern

Digital Matching Pattern

Digital Proxy Pattern

Digital Restoration Pattern

Digital Monitor Pattern

Digital Control Pattern

Digital Autonomy Pattern
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Documentation Template

Documentation 
Item Description

Name
A descriptive and unique name that helps in identifying and referring to 

the pattern.

Lifecycle Stage The lifecycle stage(s) in which the pattern can be applied.

Context The situations in which the pattern may apply.

Problem
The problem the pattern addresses, including a discussion of its associated 

forces.

Solution The fundamental solution principle underlying the pattern.

Structure A detailed specification of the structural aspects of the pattern.

Dynamics Scenarios describing the run-time behavior of the pattern.
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Digital Model Pattern

 Name—Digital Model.

 Lifecycle Stage—Concept, Development, and 

Production stages.

 Context—A physical object needs to be 

manually developed based on a digital object.

 Problem—Based on a digital model a physical 

object needs to be created.

 Solution—The digital twin object is used as a 

blueprint by the human client to develop the 

physical object or allocate an existing digital 

twin. The abstract digital twin (in italic font) 

defines a common reusable interface that can 

be enhanced by concrete digital twins. Various 

concrete digital twin objects can be used, 

which can result in similar but different 

physical objects.

PhysicalObject

DigitalTwin

blueprint

Client

ConcreteDigitalTwin1

blueprint

ConcreteDigitalTwin2

blueprint

develop

blueprint

based on

:Client :DigitalTwin

getBlueprint()

:PhysicalObject
develop(blueprint)

blueprint
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Digital Generator Pattern

 Name—Digital Generator.

 Lifecycle Stage—Concept, 

Development, and Production stages.

 Context—A physical object needs to 

be automatically developed based on a 

digital object.

 Problem—Based on a digital model a 

physical object needs to be 

automatically created.

 Solution—The digital twin object is 

used as a blueprint to automatically 

create the physical object. The client 

can be a human or an external object 

that asks the DigitalTwin object to 

automatically generate a 

PhysicalObject

PhysicalObject
DigitalTwin

blueprint

Client

ConcreteDigitalTwin1

blueprint

ConcreteDigitalTwin2

blueprint

generate

generatePhysicalObject

:Client :DigitalTwin

generatePhysicalObject()

:PhysicalObject
generate(blueprint)

getBlueprint()
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Digital Shadow Pattern

 Name—Digital Shadow.

 Lifecycle Stage—Concept, Development, and 

Production stages.

 Context—A digital twin needs to be 

developed for a physical object.

 Problem—For a given physical object a digital 

twin needs to be developed. Various 

motivations may be given for the need for 

digital twin but it is essential to provide a 

digital object that reflects the physical object.

 Solution—The physical object is used as a 

basis to create the Digital Twin. The digital 

twinning is based on sensor measurements by 

a client (external object) of one or various 

different physical objects.

DigitalObject

state

PhysicalObject

state

Client

ConcreteDigitalTwin1

state

ConcreteDigitalTwin2

state

digitaltwin

physicaltwin

resembles

:Client :PhysicalObject

getState()

:DigitalObject
setState(state)

state
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Digital Matching Pattern

 Name—Digital Matching.

 Lifecycle Stage—Utilization, Support.

 Context—A physical object needs to 

be found that matches the digital 

twin.

 Problem—Based on a digital model a 

physical object needs to be found.

 Solution—The digital twin object is 

used by an external client object to 

find and match the physical object(s) 

that have similar properties as 

defined by the digital twin.

PhysicalObject

DigitalTwin

blueprint

Client

ConcreteDigitalTwin1

blueprint

ConcreteDigitalTwin2

blueprint

search/
match

blueprint

matches

search(blueprint)

:Client :DigitalTwin

search(blueprint)

:PhysicalObject
match()

physicalObject

:PhysicalEnvironment
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Digital Proxy Pattern

 Name—Digital Proxy

 Lifecycle Stage—Utilization, Support and Retirement 

stages.

 Context—A digital twin needs to act in case of a 

physical object.

 Problem—It is often inappropriate to access a 

physical object directly.

 Solution—The design pattern makes the clients of a 

component communicate with a representative 

rather than to the component Itself. Introducing such 

a placeholder can serve many purposes, including 

enhanced efficiency, easier access and protection 

from unauthorized access. Before executing the 

requested service a pre-processing function can be 

performed by the Digital Twin. Similarly after 

processing the service, a post-processing function can 

be performed. Once the function has been 

performed the synchronization of the data (twinning) 

will be carried out. Alternatively, this could be also 

done in the pre-processing or post-processing 

functions.

InterfaceObject

Service()
   

Client

DigitalTwin

Service()
...

PhysicalObject

Service()
...

similar with

service()

:Client :DigitalTwin

service()

:PhysicalObject

pre-processing

post-processing

synchronize()
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Digital Restoration Pattern

 Name—Digital Restoration.

 Lifecycle Stage—Utilization and 

Support stages.

 Context—A physical object needs to 

be restored to its earlier state.

 Problem—How can a physical 

object’s state be captured and 

externalized so that the object can 

be restored to this state later.

 Solution—A digital twin of the 

physical object is created at given 

checkpoints. In case of failure the 

digital twin is checked and the state 

of the physical object is restored

PhysicalObject

state

getState()
setState(State)

Client

DigitalTwin

state

saveState()
restoreState()

getState()

:Client :DigitalObject

saveState()

:PhysicalObject

restoreState() setState(state)
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Digital Monitor Pattern

 Name—Digital Monitor.

 Lifecycle Stage—Utilization and 

Support stages.

 Context—A physical object needs 

to be monitored by a human being 

or external entity.

 Problem—How can a physical 

object’s state be perceived and 

viewed to support external actions. 

 Solution—A digital twin is 

connected to the physical object. 

The digital twin monitors the 

physical object continuously or at 

given time intervals.

DigitalTwin

DigitalView

state

Client

PhysicalObject

getState

setState

showView

ConcreteDigitalView1 ConcreteDigitalView2

:DigitalView

getState()

:Client :DigitalObject :PhysicalObject

setState()

showView

state
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Digital Control Pattern

 Name—Digital Control.

 Lifecycle Stage—Utilization and 

Support stages.

 Context—A physical object needs 

to be controlled.

 Problem—How can a physical 

object’s state be perceived and 

changed.

 Solution—A digital twin is 

connected to the physical object. 

The digital twin monitors the 

physical object continuously or at 

given time intervals, and adapts 

the state of the physical object.

DigitalTwinAdaptor Decider

Comparitor

PhysicalObject

getState

setState

delta

DigitalTwin
state

Actuator

action

adapt

setState

ControlParameterClient  
setValues

setState(state)

:Comparitor

getState()

:PhysicalObject :DigitalTwinAdaptor :DigitalTwin :Decider :Actuator

provideState(state)

provideDelta(delta)

provideAction(action)

perform action()

:Client :ControlParameter:ControlParameters

setControlValues()

state
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Digital Autonomy Pattern

 Name—Digital Autonomy.

 Lifecycle Stage—Utilization and 

Support stages.

 Context—A physical object needs 

to be automatically controlled 

without human intervention.

 Problem—How can a physical 

object’s state be perceived and 

automatically changed without 

human intervention.

 Solution—A digital twin is 

connected to the physical object. 

The digital twin monitors the 

physical object continuously or at 

given time intervals, and 

automatically adapts the state of 

the physical object.

DigitalTwinAdaptor Decider

Comparitor

PhysicalObject

getState

setState

delta

DigitalTwin
state

Actuator

action

adapt

setState

ControlParameter
setValues

setState(state)

:Comparitor

getState()

:PhysicalObject :DigitalTwinAdaptor :DigitalTwin :Decider :Actuator

provideState(state)

provideDelta(delta)

provideAction(action)

perform action()

state

setControlValues()
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Pattern Selection Approach



Case Study
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Case Study Design

Case Study Design 

Activity
Case Study

Goal
Assessing the effectiveness of the method

Assessing the practicality of the method

Research Questions

RQ1. To which extent do the defined digital twin patterns support the 

system architecture design?
RQ2. How practical is the method for applying the digital twin patterns?

Background and 

source

Official requirements documents

Project managers and system architects

Data Collection
Indirect data collection and direct data collection through document 

analysis and unstructured interviews
Data Analysis Qualitative data analysis
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Adopted Use Cases
Trial/Sector Use Case Description

Arable
Within-field 
management 
zoning

This case study focuses on within field management zoning and precision farming in 
arable farming. Hereby with the use of sensors, connectivity, decision support tools and 
smart control equipment are used to capture and transmit geo-localized real-time 
information at low cost. The collected data from the sensors will be processed and 
analyzed to measure and monitor the state of the agro-environment, e.g., soil, crop and 
climate. Further, the data and the decision models will be combined with agro-climatic 
and economic models, forecasts and advices for supporting tactical decisions and 
operational management of technical interventions.

Dairy Happy Cow

The case study aims to improve dairy farm productivity using 3D cow activity sensing 
and machine learning techniques. Using advanced sensor technology within farm 
management it is aimed to monitor the cow behaviors and provide predictive analytics 
to provide insight on heat detection and health, and thereby support in the decision-
making process and recommend feasible solutions to farmers. Data is gathered at both 
the cow level and herd level, to understand both individual animal and herd 
characteristics. For different problems, different types of sensors are used which are 
located, for example, in the neck of the cows (more comfortable position) during daily 
activity. The collected data during the day is transmitted through a high-efficient, long-
range wireless communication network and stored on the cloud for the data analytics 
and decision-making process.

Vegs

Chain-
integrated 
greenhouse 
production

The focus of this case study is on developing IoT-based greenhouses involving a large 
amount of data, physical and virtual sensors, models, and algorithms focusing on 
important aspects such as water and energy use efficiency, safety, and transparency, for 
both conventional and organic supply chain traceability systems of tomato. In this 
context, the chain-integrated greenhouse production use case aims to develop a 
decision support system (DSS) for the greenhouse tomato supply chain based on IoT 
technology and the digital twin concept. With an integrated approach based on 
standardized information, interoperability along the production chain will be increased. 
This in turn will support quality and safety management, improved products and 
processes, and a lower environmental impact.



Use Case 

Digital 

Twin 

Pattern 

Within Field Management 

Zoning 
Happy Cow 

Chain-Integrated Greenhouse 

Production  

Digital 

Model 
- - 

Each greenhouse production 

system can be developed 

based on a digital model 

(design) 

Digital 

Generator 
- - 

Digital twin could be used to 

(automatically) generate 

greenhouse production 

systems. 

Digital 

Shadow 

Initially, a digital model is 

developed for the fields 

that are monitored. Later 

on these digital shadows 

can become digital twins 

and the other patterns are 

applied (e.g., digital 

monitor, digital control) 

Initially, a digital model of a 

cow is developed that 

captures the relevant states. 

Later on these digital 

shadows can become digital 

twins and the other patterns 

are applied (e.g., digital 

monitor, digital control) 

Initially, a digital model of a 

greenhouse production 

system is developed that 

captures the relevant states. 

Later on these digital shadows 

can become digital twins and 

the other patterns are applied 

(e.g., digital monitor, digital 

control) 

Digital 

Matching 

The pattern can be used to 

support the analysis and 

classification of the fields 

based on defined 

properties in the digital 

twin 

Properties as defined in the 

digital twin (e.g., for disease 

detection) can be used to 

match with cows. 

The pattern can be used to 

support the analysis and 

classification of the products 

in a greenhouse, based on 

defined properties in the 

digital twin 

Digital 

Proxy 

A digital twin can be used 

as a proxy to provide 

information about the 

fields. 

A digital twin can be used as 

a proxy to provide 

information about a cow. 

A digital twin cane be used as 

a proxy to provide 

information about greenhouse 

production. 

Digital 

Restoration 
- - 

Digital model includes 

undo/redo facilities to 

restore/update the state of 

greenhouse production 

Digital 

Monitor 

Fields can be monitored by 

digital twin. 

Cows can be monitored by 

digital twin for various 

physiological data 

(temperature, rumen and 

body activity, pH level). 

Greenhouse production 

systems can be monitored by 

digital twins. 

Digital 

Control 

Based on a sophisticated 

data analytics decision 

support, yields are 

predicted, management 

zones defined and task 

maps prepared for farm 

equipment (e.g., variable 

application of herbicides, 

water and fertilizers). 

Based on a sophisticated data 

analytics decision support, 

monitoring various 

physiological data 

(temperature, rumen and 

body activity, pH level), and 

a cloud-based server 

application to provide 

accurate information for 

daily operations. 

Based on a sophisticated data 

analytics decision support, 

yields are predicted and task 

instructions prepared for 

greenhouse equipment (e.g., 

climate, lighting, and 

irrigation). 

Digital 

Autonomy 
- - - 
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Conclusion
• Developing digital twin-based systems requires a systems engineering approach 

due to its multidisciplinary nature. 

• One of the essential concepts in systems design is the notion of design patterns 

• We have proposed a design patterns catalog that can be used to leverage the 
development of high quality digital twin-based systems. 

• The design patterns catalog is based on a conceptual model of control systems and 
includes a total of nine different design patterns that address different problems 
and that can be applied to different systems engineering life cycle stages. 

• The identified patterns focus on the usage stage of the systems engineering life 
cycle. 

• The application of patterns in the concept, realization, and retirement stages was 
still in an early stage of development. 

• In our future work we will focus on the implementation of the presented digital 
twins, and also consider multiple different case studies from multiple different 
systems engineering domains. 

• The exploration of other domains will help to discover additional digital twin 
patterns and thus extend the pattern catalog


