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Taro Ogawa
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1. Research Background HITACHI

Inspire the Next

Systems engineering has been becoming significantly complex process.
A Vertical industries: Network requirements are diversifying company by company
A ICT infrastructure: Radical changes are ongoing in architecture and technologies

anufacturing Transportation

[ TTTTTTTTIT11]

Analytics
Security

Connectedl€ar

&‘:\‘. - Automotive Medical ~ B
S‘“ ":i'a iTelehealth =

Conventional requirements engineering cannot manage
the explosively increasing network configuration patterns.
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2-1. Network Requirements Design Inspire the Next
Network requirements design is not just a connectivity design.
AFunctional : Bandwi dt h, PoPs, net wor Ki
A Nonf unctional: Availability, security,
ABusiness operational: BCP, soci al resfg

Fun-ctlonal Applicatiop service requirements Non-functional
requirements ‘gj =¥ ‘==j requirements

Availability

Access o =
e Ne_twork’z’
Requirements:

k

Scalability

Network
requirements

Multi-dimensional requirements space optimization
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2-2. Autonomous requirements design ,,',;'ﬂ‘%ﬂ.’!,!i

Network requirements design needs domain expert knowledge in each sector.
AExtract the service requirements from
A Analyse the service requirements with expert knowledge in relevant industry

User Service reception _ _
Service requirements Network requirement design
=" Extractor ! ¢ ¥ Restriction
e [ Model-based GUI ] L !
gser Intents — ' fg Precedent
oT service . . !
oot il A0 | Requirements validation _|\__________ )\ use cases
Aonnecting A, B, & [N | _________._ . Domain expert
R24X365 availability o: | . :’ Analyzer knowledge
U !
\'Betc' / - _ _ —— ! Resource
Network design offering T | availability
<+ = 1 1
U:
T —————— " 4y Opex
S » estimation
[ User confirmation ] R
Network configuration development

Al-based network requirements design workflow

A Appropriate ML method for network requirement analysis

A Bootstrapping the system without sufficient data of each domain

© Hitachi, Ltd. 2021. All rights reserved. 7
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3-1. Model-based user intents entry

HITACHI
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Reducing ambiguities for efficient translation of user intents to requirements
A Functional and non-functional requirements

A User requirements validation

A Classification to relevant industry category

Example use case: Connecting 1,000 smart meters to make power inspection more efficient.

Model input

Topology input (application-level view)

Service name

Category

Ilcon

Smart sensor data collection service

System critical level

Failure impact (life threatening)

A Yes

V None

Service scale (economic loss or

number of affected people)

A Less than 100 million or less
than 100,000

V 100 million to 1 billion or 100
to 1 million people

A Over 1 billion or over 1 million

Service name
System critical level

Smart meter

BaseA

Server

BaseC

(Serer )

- Component category
- Logical connectivity

© Hitachi, Ltd. 2021. All rights reserved. 9



3-2. Requirements structure extraction HITACHI
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User inputs transformed into hierarchical structured service requirements
A Break down to functional and non-functional requirements

A Non-functional requirements not rightly grasped by users

A Accumulated domain expert knowledge can be utilized

Service requirement input config input example
Service name Category Icon Topology
H H Selection
ase ;
System critical level A Termlna_l
Failure impact (life threatening) SERIE T eter I (i 2
OVes _J| BaseC Terminal name Remote
v None : ] terminal
Service scale (economic loss or = E Terminal Chiyoda ward,
number of affected people) address Tokyo
OLess than 100 million or less [ Number of 100 units
than 100,000 BaseB ] terminals
v 100 million to 1 billion or 100 Base
to 1 million people _%5 (e
OOver 1 billion or over 1 million —— Base name Chiyoda Ward
area

Base address Chiyoda ward,

Extraction and classification ‘_V Tokyo
| # | goauiremen | Detalls
ts

1 Connection .
£ Client-server type
orm
2 Functional B Client: Osaka: 500 / Tokyo: 500
- ase
requirements Server: Tokyo 1
3 Line Type WAN : IP-VPN
4 Bandwidth BaseA/B : ~128Kbps/BaseC : ~1Gbps/WAN : ~100Mbps
. ApplicationA
EEUENAT B Bandwidth guarantee:BestEffort/Delay:300ms
&) Guarantee li .
Non-functional Delay ApplicationB
- X X X X
requirements . g B
7 Security wWith Firewall
s Reliability Redundancy: Route

Backup: Database only

© Hitachi, Ltd. 2021. All rights reserved. 10



3-3. Two-step requirements conversion

Service Referenc
requirements e source

<Functional / non-functional requirements>

HITACHI
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Model-based GUI [ Functional and non-functional requirements breakdown

<Output parameters>
| oese [ orancier i | Fosmeter2 | set e I e
- eiiieo.._..._Functi_, Base name Tokyo/Osaka Base A Base name Tokyo
Base name Config on
e o RN - . » Number of 500/Base Number of units 500
Number of units  Config -~ units used used
= | Bandwidth LAN_A ~128Kbps / Line type LTE
Icon Topology S T ~
polagy L = LAN_B 128Kbps ¥ Bandwidth ~1Mbps
. LAN_C ~1Gbps i
System model GUI .‘ N L y RETR A = ERP
] S * WAN ~100Mbps PP PP typ
i g . Bandwidth BE
| S Line type WAN IP-VPN 4 / guarantee
] s A [}
Non~ ~ App A App type ERP Allowable 300ms
\ fynchic Bandwidth  BE \ e
Non-functional‘/ﬁa| guarantee \ '/' App B . XXX
template . | ¥
S Allowable 300ms L / Base B Base name Osaka
Mot delay time AN 4
T RS XXX
Security Firewall /," .
S Route WAN Bandwidth ~1Gbps
configuration redundancy / \ Line type IP-VPN
<Input parameters> / Security Firewall
Service Referenc Redundant Route
requirements | e source . configuration redundancy
Connection Topology Connecti “ Connection1 BaseA~C
f 5
Sl i * Connection2 BaseB~C
Re'ay Concentrator
--------- » System conversion
————————— -

© Hitachi, Ltd. 2021. All rights reserved.
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3-4. Requirements analysis as classifier

HITACHI
Inspire the Next
Selection of a set of network requirements close to the matter in question
A Feature variables: Network requirements
A Target variables: Service template

Classifier Applicable network = LTE
»’/, &

A

~

Device type = LPWA

: b 2 Security = Yes
Yy W Wi'W Y-
Template Template Template Template 10

Decision tree for network template selection

A Classifier evaluation for prediction performance
A Data preparation strategy

© Hitachi, Ltd. 2021. All rights reserved.
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3-5. ML method comparison HITACHI
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Decision tree classifier for network requirements analysis
A Computational complexity and prediction accuracy

Al (classifier) method comparison

Functional requirements Computational | Accuracy
complexity

Service {ugl COS Degree low & low <

» NW functional requirements

requirements (e base, bandwidth, etc)  ©F Similarity
(%) ;

+ NW non-functional SVM high mEdI.um
requirements to high
Reliability, security, etc. .
(Reliability, security, etc.) Random medium medium

- Device information Forest to high
(Device type, number,

connection configuration, etc.) . somewhat .

[Output] Stacking Fres high

» Service template

(3%¢) Support Vector Machine

A Random Forest as a basic classifier

A Ensemble learning (stacking) for more accurate classification

© Hitachi, Ltd. 2021. All rights reserved. 14



3-6. Analyser architecture ,,',;'ﬂﬁ?ﬂ!i

Network requirements analyser architecture

A Stacking of RandomForest, GBDT, LightGBM

AEach classifier predicts with its "co
A Human intervention based on the confidence comparison

Simple classifier Netwo} Stacking and comparison
> 3
Template t Manual ‘
NetW(_)I’k Classifier application Network acg:)laiscsgtiiiz i\__(%jef_l_g_r}_ i
Requiremerjts — — & Requiremefnts @ Decision
Feedback
Stackifig Network

Template
Manual

Classifier learning

RandomForest

Data form selection
Independent variable |2ePepdent ‘

Fn".-( ] e nmon- | Device | Service Data form DeCISIon
r:nqul.?lns': functional |Informa | template] ”
ents Requirem tion Ealt 9 Independent variable ?gﬁgmc'“ Feed baCk

A B < 1 [ W non- | Device | Service

o o o o g—"it'a"a' functional | Informa |template|

x Y z 100 m?tﬂ;'m"" rniftqsurcm tion

Iy B c 1
One-size fits all classifier not suitable for —— T

diversified network requirements from

various industries Select an appropriate classifier with case-by-case basis

Human intervention based on ea
Decision feedback can improve the prediction performance

© Hitachi, Ltd. 2021. All rights reserved. 15
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3-7. Network modeling ,,';'ﬂ‘%,?{.’e',!f

Network model to formulate network template with three categories

A Connectivity: Access, WAN
A Middle box: Aggregator, road balancer, etc.
A Security: Firewall, etc.

Derived from
industry use-cases

ML-based analyser output
as a network template
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