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2020, an exceptional year in history

IARIA

Coronavirus
COVID-19

Covid-19 has forced radical changes in our lives

More than 180m people worldwide have been infected by the
virus, causing more than 4m deaths.

Covid-19 has had a huge impact on the health sector, on the
economy and on the society as a whole

Differently from previous pandemics, health authorities and
regulators have had access to an unprecedented volume of
data that has allowed them to take informed decisions in a
timely manner.
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Given the initial uncertainty about transmission and the lack of a pharmaceutical remedy against
the virus, health authorities and regulators have implemented two main non-pharmaceutical
counter-measures:
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Contact tracing was traditionally a time-consuming task and time during an emergency situation
such as a pandemic is precious. The widespread adoption of mobile devices has made it
possible to automate contact tracing using mobile applications that can track a user’s location

and their potential interaction with others (Zastrow, 2020)

Mobile cellular subscriptions, 2017

Mobile phone subscriptions, measured as the number per 100 people.
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APP-BASED CONTACT TRACING

Smartphone-based contact-tracing apps come in two flavours. In both
cases, the phones broadcast transient pseudonyms, which other phones
can record. But once a person is diagnosed with COVID-19, the apps
diverge. Decentralized apps retain the list of contacts on the phone
itself, whereas centralized apps store those data on a central server.
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While contact tracing apps generate clear benefits for users and the society more generally, they
also track personal data such as users’ locations and interactions and can be seen as a form of

government surveillance. As such they may raise significant privacy concerns (Yasaka et al.
2020)

« The more users download and use a contact tracing app, the
more effective it will be in fighting the spread of the virus.

 Privacy concerns may lead to low acceptance and adoption Network
(Krishen et al., 2017) and therefore limit the value of these Effect
apps for the society.
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Our research comprises of two discrete longitudinal studies exploring the determinants of
citizen acceptance of a contact tracing app launched in Ireland on the 6t of July 2020
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The first study combines privacy calculus theory and social exchange theory to examine the
role of positive beliefs and privacy concerns on citizens’ acceptance of the mobile app.

Time 1: Pre- : Time 2: Post-
Launch Launch

« PCT posits that individuals compare costs and
benefits associated with adopting a new technology o | Wl
or disclosing personal information before they \ I
engage in such a behaviour (Li, 2012) | mttonc [ ] s i |15 e
< |
| |  Perceived health & J ‘ Hé6d
« SET seeks to explain human behaviour with an benefts e
emphasis on social structures and norms, and T AT .
posits that individuals expect reciprocal benefits

when being required to adhere to social norms
(Church, 2017)
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The second study focuses on the role of trust as an antecedent of intention to adopt and use the
app. This study combines PCT with Procedural Fairness Theory

Propensity to
trust technology

* PFT posits that an individual's perception

that a particular activity is conducted fairly

Need for
Surveillance

is an important driver of risk appraisal (Li,

2012)

Government
Motive

Perceived
intrusion

H2c (+)

Perceived control

H5a(+)
Adoption Adoption H5b(+)
Intentions (T1)  [H2¢| Intentions (T2) [
(+)
Hac Héc
y vy & (+)
Disclosure Disclosure |4 J|H6a(*)

Perceived privacy
of the app

Intentions (T1)

Intentions (T2)

T

H5a(+)

DCU ) [
DC/J dqtﬂ

nnnnnnnnnnnnnnnnnn

IARIA
SCHOOL



Sample

 Online panel of Irish residents provided by Qualtrics
« Stratified sampling based on:
» Gender
* Age
* Region
* 1,109 complete responses in T1 — 405 complete responses in T2

qualtrics

W/

Analysis
 Factor analysis and Partial least squares structural equation modelling o
pLSSEN SPSS
 AMOS
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Results - Study 1
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Results - Study 2
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Practical implications

« Policymakers should consider whether there are long-term benefits in normalising the use of contact
tracing apps beyond Covid-19. This requires careful consideration and a discussion with all relevant

stakeholders.

« Qur findings confirm that social influence, perceived health benefits and reciprocity are important
considerations. Governments must communicate these benefits effectively prior and after the launch.

« Governments should focus on transparency of their public health surveillance efforts including the
involvement of data protection authorities throughout the project lifecycle.

« Ethical and technical considerations also play an important role. Designers/developers should inform
the government of any potential privacy concerns.
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