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Homeland Security.
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the National Tech Innovation Hub launched by the U.S. Department of State to defeat foreign based propaganda. 

His work has been covered by local, national, and international media including Bloomberg, US News, KUAR, Arkansas 
Business, Arkansas Times, Arkansas Democrat Gazette, and many others. 

Dr. Agarwal has spoken at over 100 public and professional, national and international forums such as the NATO’s 
StratCom COE (Riga, Latvia), DARPA, US Department of State, US Naval Space and Warfare (SPAWAR), US Pentagon’s 
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He has received University-wide Faculty Excellence Award in Research and Creative Endeavors in 2015 and 2021. 
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COSMOS
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Collaboratorium for Social Media 
and Online Behavioral Studies

COSMOS is developing big data 
analytical tools to understand digital 
behaviors and forecast trends to achieve 
social good. With multi-year multi-million 
dollar funding from various federal and 
state agencies, COSMOS is able to 
bring together several international 
academic, industry, and government 
institutions as partners in this venture.

@cosmographers

https://cosmos.ualr.edu/
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Research Projects

26 grants (total funding over $45 million 
and $10 million to COSMOS-UALR):

• Army Research Office
• Office of Naval Research
• Air Force Research Lab
• DARPA
• Department of State 
• Department of Homeland Security
• National Science Foundation
• NATO
• Arkansas Research Alliance
• Jerry L. Maulden/Entergy Endowment
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Cosmographers

• Over 30 members
• Undergraduate students, 
• Graduate students (MS, PHD)
• Postdoctoral fellows
• Administrative staff

• Over 20 graduated 
• Industry (Walmart, Acxiom, FirstOrion, 

Windstream, Dillard, Amazon, LinkedIn, HP, Cisco)

• Academia 
• Pursuing higher education

Agarwal, Nitin 5
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HUSO 2021



Collaborators
Academics

• Arizona State University, Carnegie Mellon University, Creighton University, Emory 

University, University of Central Oklahoma, University of North Carolina-Chapel Hill, 

George Mason University, George Washington University, University of Pittsburgh, 

Penn State, University of Memphis, University of New Haven, University of Hawaii, 

University of Michigan, University of Southern California, West Virginia University, 

Vilnius University, National University of Singapore, University of Sydney

Industry
• Atlantic Council (DFRLab), Wal-Mart Inc., LinkedIn, Intelligent Automation Inc., Charles 

River Analytics, Galisteo Consulting Inc., CarleyTech, Netanomics, Kairos Inc., Bond.AI

(fintech)

Government
• AR Attorney General’s Office, US Defense Agencies, US ARCENT, EUCOM, US Cyber 

Command, Naval Postgraduate School, US SPAWAR, US Joint Information Operations 

Warfare Center, III-Marine Expeditionary Force (III-MEF), Army Research Lab, Office of 

Naval Research (Global), Air Force Research Lab, Singapore Government, Canadian 

PMO, NATO, StratCom COE, European Defense Agencies, FVEYS – intelligence coalition
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Research Thrusts

• Smart Health and AI

• Campaigns and Movements

• Deviant Behaviors

• Social Cybersecurity

Privacy and Security
Sociology
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Campaigns and Movements

NSF and DoD funded projects (over $1,000,000) on advancing 
understanding of cyber-collective actions
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Flash Mobs in 
Public Places

2011 Arab 
Spring Social 
Movement

Saudi Women’s 
Right to Drive 

protest

Autism 
Awareness 
Campaign

Starbucks Racial  
Controversy
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Mobilization and Collective Action

Flash Mob Dance in a Shopping Mall Hashtag activism: #NotInMyName
Campaign by Young British Muslims to 
Counter ISIS’ Extremism and anti-
Muslim sentiment

2011 Arab Spring Social Movement

Collective action: defined as all activity of common or shared interest among two or more individuals (Olson, 
1977)

An influential individual may not be effective at organizing a campaign or social movement. Often a key set of 
actors coordinate such an act.

Forms of Collective Action

Agarwal, Nitin 9HUSO 2021



Saudi Arabian Women’s Right to Drive

!

Oct26Driving

October 2013
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“Efforts to publicise the issue by the "October 26 driving 
for women" group have been described as the best-
organised social campaign ever seen in Saudi Arabia, 
where Twitter has millions of users and is used to 
circulate information about the monarchy and official 
corruption.”

Oct26Driving Campaign

“Organizers tell the AP that at least 60 
women took part in Saturday's protest. More 
than 20 women posted videos of themselves 
driving in Saudi Arabia today.”

NPR, October 26, 2013

“Several Saudi supporters of the October 
26th Women's Driving Campaign told CNN 
that at least 25 women drove Saturday.”

CNN, October 26, 2013

11Agarwal, Nitin HUSO 2021



Sexual Harassment Movement

• Sexual Harassment is global in nature 
demonstrating the universality of this crime 
against women. 

• These forms of collective action are not isolated 
events.

• There are shared goals of collective awareness 
and aspirations of addressing gender inequality 
promoting women's rights. 
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Interconnected Movements

!

Network of bloggers for ‘Women to Drive’ and ‘Sexual 
Harassment’ online collective actions 
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Cooperative Network

!

Bloggers participating in ‘Women To Drive’ and ‘Sexual Harassment’ movements

Interactions in the cooperative network between 
the members common to both collective actions 
with-in the larger blogger network

14

 

LIWC

34%

66%

posemo

negemo

 

Scores of Assent Verbs

86%

14%

Score >0.64

Score < 0.64

Serenity’s comment on Monaeltahawy’s entry:
“Thank you so much for writing this, Mona! Thank you for 
speaking up for those of us who are too cowardly to do so (at 
least yet!), Mona! God bless you and give you more courage 
and strength!”

GTFrenzy’s comment on OrganicMuslimah’s entry:
“Just read it and I love it! I couldn't agree with you more….”

Mezba’s comment on OrganicMuslimah’s entry:
“I fully agree. I say leave the judgement to God…”

Marahm’s comment on Hala:
“Good question, Hala, and good answer”

Gazelledusahara’s comment on OrganicMuslimah:
“I am in Egypt in now and my classmates and I can totally 
relate to Everything that you wrote about”

Laylah’s comment on Saudiwoman:
“I linked your post to my blog, thanks for the translation J ” 
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Evolution of Collective Action
• Track formation of collective action
• Given the definitive nature of hashtags, we investigate the co-evolution of 

hashtag usage and campaign network growth 
• Methodological approach for Twitter data: 

• Data classification
• Overlap detection, and
• Network construction and visualization 

• Create tweet-retweet networks for each day

15Agarwal, Nitin HUSO 2021



Saudi Women ‘Right to Drive’

Best Information System Publication of the Year by the Senior Scholars Consortium of the Association for Information Systems. 
Given to one publication selected from among all the IS publications worldwide for the year. 

Twitter Campaign Network 3-D Visualization - https://www.youtube.com/watch?v=FVKCgYYPHWA

Agarwal, Nitin HUSO 2021 16
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Spillover of Movements

• Spillover of supporters, activists, and resources
• Social Movement Spillover Theory (Meyer and Whittier 1994)
• Resource Mobilization Theory (McCarthy and Zald 1977)

17Agarwal, Nitin HUSO 2021



Starbucks Racial Controversy

Agarwal, Nitin 18

12-April-2018
Philadelphia

April 17, 2018
While protests continue, Starbucks CEO 
Kevin Johnson comes to Philadelphia to 
meet with Nelson and Robinson.
Starbucks announces it will shut down its 
8,000 U.S. stores on May 29 to conduct 
racial-bias education for 175,000 
employees. 
Experts call the move unprecedented.HUSO 2021

https://www.philly.com/philly/news/starbucks-closing-stores-racial-bias-training-philadelphia-arrests-20180417.html


Deviant Behaviors

Agarwal, Nitin 19

Weaponizing 
Narratives

Several multi-year 
DoD funded studies 

totaling over $10 
million

ISIS 
Recruitment 

Radicalization 
Propaganda

Anti NATO Propaganda
Anti-West Narrative Fake News

Deviant Hackers 
Networks (DHNs)
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Ongoing Efforts
• Tracking anti-West, anti-EU, anti-NATO propaganda and influence campaigns
• Participated in various NATO exercises to assist public affairs in social media 

monitoring

• Study terrorist and hacker groups
• Study 2019 Canadian Elections
• Monitor disinformation campaigns in the Asia Pacific region (Singapore Ministry of 

Communication and Information, Australian DoD, Univ. of Sydney)
• Monitor COVID-19 disinformation campaigns (FVEYS intelligence coalition, AR AG 

office)

Dragoon Ride 
2015

Trident Juncture 
2015

Trident Juncture 
2018

Anakonda
2016

Brilliant Jump 
2016

Baltic Operations
2019

Agarwal, Nitin 20HUSO 2021



Social Media and Influence Operations

• Key coordinating pro-Russian actors 
during Ukraine-Russia conflict 
(Crimean annexation)

• A sample of blog network for Russia-
Ukraine conflict containing 18,000 
blog posts from 26 blogs.

• Nodes represent blogs and Edges
represent link between blogs (out-
links).

• The structure with blue nodes is 
identified as a focal/coordinating 
structure.

• Although RT.COM is the most central 
node, the triad “Graham Phillips –
Russian News Agency – Voice of 
Russia ” is a more influential 
coordinating structure for information 
dissemination.

Published in SNAM 2016
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Social Media and Influence Operations

• Graham W. Phillips is a British journalist and 
blogger.

• He went to Ukraine to cover the voice of 
Ukrainians during Euromaidan. 

• He reported that Ukrainians are “happy” with 
the previous pro-Russian government of 
Ukraine. 

• He used Vlogging to cover the events.
• His Vlogs made him an influential blogger & 

an enemy to the current Ukrainian 
government so they banned him from 
entering Ukraine for three years.

• Once he was banned from entering Ukraine 
he went to Russia instead of going back to 
England.

Agarwal, Nitin 22HUSO 2021



Multi criteria optimization formulation 
to identify disinformation spreaders. 
(Alassad, Agarwal, et al., 2021) 
Central European Journal of 
Operations Research, Springer

YouTube COVID-19 misinformation video-user 
network

Identifying 
disinformation 
spreaders

Sorted on effectiveness

Influence Operations and Focal Structures

Agarwal, Nitin HUSO 2021 23



ISIS Recruitment Network

Terrorist and Hacker Networks

Black Hat Hacker Network

Agarwal, Nitin 24HUSO 2021



Terrorist and Hacker Networks
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Terrorist Networks and Focal Structures

Algebraic transformation of the model to identify key network 
groups coordinating deviant acts grounded in Collective 
Action theory. (Alassad, Agarwal et al., 2020) Journal of 
Information Processing and Management, Elsevier
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After
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disintegrates

Removing key 
network groups 

coordinating 
recruitment
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Computational Propaganda Tactics

27

• Cross platform orchestration
• Growing use of niche platforms

• Communities and coordination
• Flash mob style coordination
• Blogger communities
• Coordinated clickbait (a.k.a. blog 

farms, information laundering)
• Computational (AI) propaganda  –

coordinated deepfakes

• Algorithmic manipulation
• Machine driven communications 

(MADCOMs) (bots, botnets, social 
bots, etc.)

DIGITAL HYDRA:
SECURITY IMPLICATIONS OF 
FALSE INFORMATION ONLINE

ISBN: 978-9934-564-19-2

Asia-Pacific Bloggers

GlobalResearch Bloggers

Mondalisation Bloggers

Agarwal, Nitin HUSO 2021



Algorithmic Manipulation

28

One such fake website 
“weresorryindia.com” amplified anti-
Trudeau narrative suggesting he is not a 
friend of the Canadian-Indian 
community. The website tops the results 
in search engines. 

The Canadian Special
Operations Forces
Command
(CANSOFCOM)

Canadian Federal Elections 2019

Coordinated deepfakes

Agarwal, Nitin HUSO 2021



Algorithmic Manipulation – TRJE 2018

Agarwal, Nitin HUSO 2021 29

Environmental Impact Disturbs Local Economy

Threatening Stability

Mocking/ridiculing 
NATO

‘Stop NATO’ 
Protests/Astroturfing

Mistreatment by NATO 
Troops

NATO is a joke – Not a 
real threat

NATO poking ‘Russian 
Bear’

NATO is aggressive *published in NATO SPS 2019



Dragoon Ride 2015 Trident Juncture 2015Crimean Invasion 2014 ISIS Propaganda 2016

COORDINATION/BEHAVIOR COMPLEXITY

URL
User

Mutual reciprocity. 
IFYFM & FMIFY

No mutual reciprocity. 
Coordination in information network

Organizational hierarchy. 
Core and peripheral bots

Evolution of Botnets

30Agarwal, Nitin HUSO 2021

Published by NATO StratCom COEFrom bots à botnets à social bots



Assessing Botnet Coordination

Detecting coordination among Twitter social bots (Khaund
& Agarwal, 2020) SBP-BRiMS

IRA Twitter bot data released by US 
Intelligence Agencies

Bot coordinated misinformation during 
Hurricanes

Agarwal, Nitin HUSO 2021 31



Platform Vulnerability/Bias

• AI-based recommendation algorithms 
that predict our shopping behaviors, 
books and articles to read, videos to 
watch lack transparency. 

• Recommendation algorithm learns from 
behavioral data and perpetuates the 
underlying bias in its recommendations. 
• YouTube’s recommendation algorithm 

is known to push its viewers down the 
conspiratorial rabbit hole by suggesting 
related videos.

• On Facebook, ads to recruit delivery 
drivers for Domino’s Pizza Inc. were 
disproportionately shown to men, 
while women were more likely to re-
ceive notices in recruiting shoppers for 
grocery-delivery service Instacart Inc.

• Explainable model could help in 
identifying causes of biased 
recommendations thereby enhancing 
the model's transparency. 

Agarwal, Nitin 32HUSO 2021



Platform Vulnerability/Bias

33

Virality over veracity!
Agarwal, Nitin HUSO 2021



Platform Vulnerability/Bias Characterization

34

How to observe, identify, and measure algorithmic 
bias?

Top PageRank videos were removed weeks or months after 
their appearance in the recommendation network. Reason for 
content removal is violation of platform terms and services. Topic drift and decrease in relevance was observed.

Agarwal, Nitin HUSO 2021



From Cyber to Real-world Mobs

Human and Social Analytics 2020 – Best Paper

Agarwal, Nitin 35HUSO 2021



Mining Parler Data

Over 70 Terabytes of data
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Mining Parler Data

Content communities
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Mining Parler Data

Content communities
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Tracking COVID-19 Misinformation

39

https://cosmos.ualr.edu/covid-19

Agarwal, Nitin HUSO 2021
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Theory of diffusion of innovations

Tracking COVID-19 Misinformation

#BillGatesVirus

#Nofacemask vs. #Wearafacemask

#Lockdownskill vs. #Lockdownswork

#NoVaccineForMe vs. #Vaccinesaveslives

Agarwal, Nitin 40HUSO 2021



Modeling Misinfodemic

How misinformation spreads? Leveraging epidemiological model.
(Maleki, Agarwal, et al. 2021) European Conference of Operations Research (EURO) 
2021

SEIZ model
• S: Susceptible
• E: Exposed
• I: Infected
• Z: Skeptic

Misinformation regarding the unrest in 
Washington, D.C. in March 2020 
propagated using the #DCblackout
hashtag

Error = 0.019

Agarwal, Nitin 41HUSO 2021



Networks and Toxicity

42Agarwal, Nitin HUSO 2021

Working with LinkedIn and Arkansas Office of the Attorney General



43

• Michigan lockdown protest Twitter data 

(hashtags: #LetMiPeopleGo, #MiLeg, 

#Endthelockdown, #MichiganProtest)
• April 1 to May 20
• 16,383 Tweets

• Anti-lockdown communication network in 

Michigan
• 3,632 nodes
• 382 groups (focused on 5 most powerful groups)

• FSA/DCFM model showed powerful 

coordination among far-right twitter groups 

including QAnon calling for protest and actions 

against Gov. Whitmer as compared to far-left 

groups. FBI later unraveled a far-right wing 

plot to kidnap Gov. Whitmer. 

Tracking COVID-19 Misinformation

Michigan anti-lockdown protests 
communication network

Agarwal, Nitin HUSO 2021



Data Collection & Processing

44

Methodology

Dashboard

Multi-threaded, distributed, resilient, and scalable data collection 
framework has been developed, evaluated, and deployed. 

Over 150 GB of data every day consisting of text, images, audio, video, networks, and metadata

Agarwal, Nitin HUSO 2021
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• Anti-Vaccination discourse
• COVID-19 misinformation
• Indo-Pacific influence campaigns
• NATO’s 2015 – 2019 Military 

Exercises (Trident Juncture, Brilliant 
Jump, Anakonda, Baltic Operations)

• Canadian 2019 Prime Ministerial 
Elections 

• US 2016 Presidential Elections (e.g., 
IRA social bot data)

• Migrant crisis (European Union)
• Ukraine and Russia conflict 

(Euromaidan, Crimean annexation)
• Ukrainian political affairs
• Balkan political affairs 
• Venezuelan socio-political crisis

Data Collection & Processing

Agarwal, Nitin HUSO 2021

• Blogs
• 27 attributes
• 14,854 blog sites, 3,243,408 posts, 

and 13,794,757 comments

• Twitter
• 24 attributes
• 281,546,290 tweets and  

42,624,095 users

• YouTube
• 60 attributes
• 9,778 channels, 440,950 videos, 

160,638,256 comments, 
107,551,703 likes/dislikes/views, 
and 11,563,003 related videos

• Alternate platforms
• BitChute, Parler, Rumble, Gab, etc.
• 24 attributes
• 2,723,790 posts and 38,490,624 

views/likes



Technologies Developed

46

btracker.host.ualr.edu/ vtracker.host.ualr.edu/

Browser 
Plugin

Agarwal, Nitin

Selected in US Department of State Global Engagement Center’s 
Tech Innovation program

HUSO 2021

http://blogtrackers.host.ualr.edu/
http://youtubetracker.host.ualr.edu/


Social Media Training 
Course

- III-Marines Expeditionary Force Information 
Group (III-MIG). July 2020

- NATO Strategic Communications Center of 
Excellence. 25-29 March 2019. Latvia

- Marine Expeditionary Forces (2MEF). 28-31 
August 2018 at CMU, Pittsburgh.

- NATO Strategic Communications Center of 
Excellence. 20-25 March 2017. Latvia.

- US CyberCommand’s CyberSchool, 3-6 August 
2016. Ft. McNair
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Social Cyber Security Working Group

● Supported by NSF Big Data program

● Over 50 member institutions 
worldwide including researchers, 
policy makers, journalists, cyber 
security professionals

● Outcomes of the working group 
include

○ Policy briefs laying out the 
research agenda

○ Collective catalog of resources to 
spark innovation among 
researchers
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Social Computing Conference, Washington D.C.

• Social Computing, Behavioral-Cultural 
Modeling and Prediction Conference, 
Washington D.C., July 6-9, 2021. (over 200 
participants)

• Supported by several federal funding 
agencies.

• http://sbp-brims.org/
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Looking Ahead

• Develop publicly available technologies and 
solutions

• Social media companies need to be more 
proactive, Algotransparency.org

• Emerging technologies like blockchain for content 
validation, decentralized social media platforms

• Build collaborative networks of practitioners, 
researchers, policy makers to address this 
problem together

• Strengthen media literacy programs
• Need to advance the dialog on cyber diplomacy
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Follow cosmographers on

COSMOS Tools Developed: 
• COVID-19 - https://cosmos.ualr.edu/covid-19
• Blogtrackers - https://btracker.host.ualr.edu/

• YouTubeTracker - https://vtracker.host.ualr.edu/
• Focal Structure Analysis - http://fsa.host.ualr.edu/

FOCAL
STRUCTURE
ANALYSIS

FOCAL
STRUCTURE
ANALYSIS
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Thank you!
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