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ioN Authentication Required

Authentication ensures that only authorised persons may use computers or machines.
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Introduction Tracking Individual Employees

Microsoft productivity score feature RS Bl S s L e
criticised as workplace surveillance | i el e | s T

Tool allows managers to use Microsoft 365 to track their to sin g I & Sl l OyeeS can vio I el
employees’ activity their P riva Cy.

Source: \\ " /,///// Hamburg Commissioner, Ed., “35.3 Million Euro Fine for Data
A. Hern, "Microsoft productivity score feature criticised as \ /////'/ Protection Violations in H&M's Service Center”, Datenschutz-
workplace surveillance”, The Guardian, [Online], 2020-11-26. \ /////// Hamburg GDPR fine for GDPR employee data breach, Press
— Release [Online], 2020.
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Introduction

Goal: Find a solution to this problem, to be capable of
tracking down individuals without violating their privacy.

Single Facility

Multiple Faciliti
Logging System ultiple Facilities
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Logging Strategies

e Logging is carried out to provide an audit trail of all activities involved in running the
system. In the event of a disaster, the audit trail may be used to restore the records.

e Logging system is a high-value target for attackers.

e Ensure that logging data cannot be manipulated or deleted!
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Immutable Storage

Basic idea is to ensure that we can only ever add new records to the database.

Database entries are permanent records which store any information related to the
authentication of employees.

Goal: retain permanency of all such transactions = audit trail of all transactions

e Data is encrypted to fulfil the demanded privacy constraints.
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Secret Sharing

SageMath Demo!
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Proposed Logging System
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Proposed Logging System Adaptability (1)
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Proposed Logging System Adaptability (2)

Logging System fpubhc key (encryption)

fprivate key (decryption)
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Conclusion and Future Work

Proposed logging approach is highly secure and provides privacy.

Works for companies with only one, but also for those with multiple facilities
iz Cloud-ready solution

Next step: proof-of-concept implementation as a collaboration between the two
universities

Performance? Immutable database? Secret Sharing Scheme?

Key-related issues: distribution, revocation, etc.
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