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The Chair and Coordinator

Dr Alexander Mikroyannidis is a Research Fellow in 
the Knowledge Media Institute of The Open 
University. He has more than 10 years of research 
experience in the field of Technology-Enhanced 
Learning and specifically in personalised learning, 
self-regulated learning, lifelong learning, open 
educational resources and rich interactive learning 
materials, as well as applications of blockchain 
technology in education.
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The Special Track

This special track investigates the creation, piloting and evaluation of 
decentralised solutions for storing, sharing and verifying education 
and employment qualifications.
The special track is focused on the potential of blockchain technology 
for disrupting the domain of public education, as well as its interfaces 
with private education, the labour market, public sector administrative 
procedures and the wider socio-economic developments. 
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The QualiChain Project
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The QualiChain Pilots
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Submission #1

• Title: Exploring Blockchain for Public 
Sector Recruitment.
• Authors: K. Siassiakos, F. Bompoti, T. 

Papaioannou, K. Stagka, P. Zarafidis
and A. Pavli.

The authors present a pilot case study 
of the QualiChain project, aiming to 
enhance the management of human 
capital resources in the Greek public 
sector.
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Submission #2

• Title: Blockchain Applications in 
Education: A Case Study in 
Lifelong Learning.
• Authors: A. Mikroyannidis.
The paper presents a pilot case 
study of the QualiChain project, 
aiming at supporting lifelong 
learning through the combined 
use of Smart Badges and 
personalised recommendations.
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Submission #3

• Title: Using Blockchain, Semantics and Data 
Analytics to Οptimise Qualification 
Certification, Recruitment and Competency 
Management: a Landscape Review.
• Authors: C. Kontzinos, O. Markaki, P. 

Kokkinakos, V. Karakolis, S. Skalidakis and J. 
Psarras.

The authors perform a state-of-play analysis 
on tools, applications and frameworks used in 
the domains of Qualification Certification or 
Recruitment/Competency Management.

preferred orientation (e.g., job profile or education
profile) and provides comparisons between user created
profiles and established ICT professional profiles to
support skill gap identification. The tool also supports
multiple languages.

13. CEPIS e-Competence Benchmark [16] (tool): CEPIS is
a free online tool that helps assess ICT professionals’
skills, based on the e-CF. This tool provides ICT
professionals with a personal competence gap analysis
that compares their competences against those required
for a range of European ICT professional profiles. This
enables individuals to plan their career development
and make informed decisions about further education.

14. e-Competences assessment and certification assessment
[17] (tool): This tool lets users compose their own
professional profile, find the best matching ICT profiles
and choose the certificates that could help them meet
their aspirations. It provides users with three distinct
functionalities: a self-assessment tool, comparison of e-
competence related certificates and an e-competence
demand and supply calculator.

15. IT Staffing Nederland [18] (tool): IT Staffing is
embedding the European Competence Framework in
their recruiting and matching systems, for the sake of
better transparency and quality on this process. The tool
takes advantage of semantics for translation of ICT
texts into digital e-competences and provides
transparency to better interpret job descriptions,
vacancy texts, incoming CVs and training materials.

16. Blockcerts [19] (tool): Blockcerts is an open standard
for creating, issuing, viewing, and verifying
blockchain-based certificates. These digital records are
registered on a blockchain, cryptographically signed,
tamper-proof, and shareable. The goal is to give to
individuals the capacity to possess and share their own
official records.

17. Diplome [20] (tool): Diplome is a blockchain-powered
credential evaluation service that generates a
“certificate wallet”, in which it is possible to upload
one’s qualifications, making it easier for a student,
graduate or professional to enrol in a foreign university
or enter the labour market in a foreign country.
Diplome is a global ecosystem, which can be used by
authorities and institutions to securely and
unchangeably register education/training documents,
guaranteeing their transferability and authenticity.

18. LinkChain [21] (tool): LinkChain is a Blockchain-
enabled Linked Data Platform catered to data
publishers and consumers that provides certificate
equivalence verification, credential auditing &
verification while supporting multi-lingual capabilities
as well.

19. Blockchain for Education [22] (tool): The available
blockchain tool (part of a platform that is in
development) enables learners to present their digital
certificates while also supporting certification
authorities in the management and archiving of digital
certificates. The tool relies on blockchain to enable
tamper-proof archiving of certificates and their correct
and permanent allocation to the learners. The existing
in-use tool relies on Open Badges and uses
JSON/JSON-LD for metadata and as a basis for
querying (verification purposes).
For the analysis of the tools and frameworks that are

presented above, the following tables (see TABLE I) were
used to describe the general functionality of each tool, the
technologies implemented in it and the added value that they
provide to users.

TABLE I. ANALYSIS TABLE

Tool/method name Recognition Finder[5]
Category (tool,
product,
framework)

Tool and
framework

Current
version

Released

Description
Recognition Finder is a tool for the recognition of foreign professional
qualifications in Germany. Moreover, those seeking advice only need a
few clicks and this online tool will name the competent authority for their
application. In addition, it presents important information about the legal
foundations, the recognition procedures for individual occupations and
available counselling services in a concise form. Recognition Finder does
not automatically verify the user’s qualifications but finds the competent
authority that the user needs to contact for the respective occupation.
Implemented technologies and functionalities
x Recognition check allows users to see whether their professional

qualifications are recognised in Germany
x The portal is available in German and English, as well as Arabic,

French, Greek, Italian, Polish, Romanian, Russian, Spanish and
Turkish.

x For mobile use, there is also the "Recognition in Germany" app,
which offers the information in seven languages

x The database currently contains more than 1,500 different contact
addresses for the recognition procedures of occupations

Added Value
x In the "Recognition Finder", the user can enter his or her profession

and use the occupational profile displayed to determine the German
vocational certificate that matches the qualifications acquired
abroad.

x Just a few clicks are sufficient to get the address where an
application for an assessment of equivalence can be submitted.

x All the information that is important for submitting an application is
summarised – for example the documents required for an
application.

Following that, a comparison table was created that
analyses each tool based on the criteria described in Section
III.A. An indicative section of the comparison table can be
seen in TABLE II.
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Submission #4

• Title: Decentralised Qualifications' Verification and 
Management for Learner Empowerment, Education 
Reengineering and Public Sector Transformation: 
The QualiChain Project.
• Authors: C. Kontzinos, O. Markaki, P. Kokkinakos, V. 

Karakolis, S. Skalidakis and J. Psarras.
The paper presents the overall approach and 
potential impact of the QualiChain project, which is 
developing a decentralised platform for storing, 
sharing and verifying academic and employment 
qualifications. 

Figure 3. QualiChain Value Adding Services

The second pillar (see Figure 3) will build upon
QualiChain baseline services to offer with the help of the
computational intelligence, embodied in data analytics and
decision support algorithms, as well as gamification
techniques, a set of more advanced services, including career
counselling, intelligent profiling, and competency
management and within the context of the latter recruitment
and evaluation support, and consulting.

III. ARCHITECTURE AND PILOT CASES

A. QualiChain High-Level Architecture
QualiChain will deliver an open source solution,

comprising of stand-alone components and an integrated
environment to facilitate its adoption by the different
stakeholders according to their needs. To deliver the
services and functionalities prescribed in the QualiChain
concept in the previous section, the envisaged QualiChain
platform logic layer consists of 3 main components, namely
a Validation and Verification Engine, a Profiling and
Career Management Engine and a Recruitment and
Competency Management Engine, composed in turn by 11
modules (see Figure 4).
The Validation and Verification Engine will be

responsible for registering from scratch newly awarded
certificates and achievements as well as for ratifying claims
around the possession of certain awards and qualifications.

Thus, it will feature an Awards’ Registration Interface that
will enable issuing and accrediting organisations to register
new verified qualifications’ records in blockchain’s
distributed ledger, as well as a Validation Query Builder,
through which all issuing institutions, public and private
organisations, as well as individual users can set up
appropriate validation queries. In greater detail, the
Validation and Verification Engine is made up of the
following sub-components: i. an Equivalence Verification
Module that supports the identification and verification of
equivalent degrees (or even skills, achievements and
training courses), issued by different institutions, ii. a
Translation Module, capable of translating certificates from
one language to another, in case a both validated and
translated version of a certificate is required, and iii. a
Credentials’ Auditing and Verification Module, responsible
for accommodating new awards’ registrations and thus
adding new blocks to the blockchain database, as well as for
receiving users’ queries on the validation of awards and
other qualifications.
The Profiling and Career Management Engine will be

responsible for the functionalities required for the
management of individual users’ digital portfolio, aka
digital learning ledger where the latter can archive and
access their achievements, qualifications and work
experience with the purpose of showcasing them to third
parties. The specific component’s functionalities are made
accessible through a Portfolio Manager Interface and are
brought to life with the help of the following modules: i. a
Verification Request Module, enabling individuals to submit
to accrediting organisations requests for the confirmation
and formal verification of their achievements, ii. a Career
Advisor Module, capable of crawling world wide web
resources and applying data mining techniques with the goal
of identifying and bringing into the individuals’ attention
job vacancies that match their profile, and iii. an Intelligent
Profiling Module, that leverages job vacancies’ elicited
requirements and synthesises accordingly individuals’ base
profile information to deliver multiple, customised versions
of their curriculum vitae.
Finally, the Recruitment and Competency Management

Engine will include functionalities for competency
management at both strategic and tactical level addressed to
corporate users, the latter including not only education
providing institutions, but also public authorities, private
companies and policy makers. The Recruitment and
Competency Management Engine exposes its functionality
through the Competency Management Advisor Interface
which makes up the entry point to the following sub-
components: i. a Recruits’ Profile Designer Module,
enabling recruiters to designate the criteria that candidates
should meet, and thereby specify the type and level
education, work experience and the rest of qualifications
that they should possess as well as any other conditions and
requirements they ought to fulfil, ii. a Qualifications’
Screening and Matching Module, capable of retrieving

45Copyright (c) IARIA, 2020.     ISBN:  978-1-61208-764-1

eLmL 2020 : The Twelfth International Conference on Mobile, Hybrid, and On-line Learning



https://qualichain-project.eu/ 10

Submission #5

• Title: Towards A Blockchain-based 
Decentralised Educational Landscape.
• Authors: N. Chowdhury, M. 

Ramachandran, A. Third, A. Mikroyannidis, 
M. Bachler and J. Domingue.

The authors discuss how institutions could 
potentially manage record-keeping, 
credential verifications, and continued 
career support in a decentralised 
environment. 

access the data. There are two possible ways Solid can be
used, standalone or in combination with a Blockchain.

1) Solid-only Decentralisation (M3-A): The use of Solid
is sufficient to introduce decentralisation. The ability of users
while using Solid to store various types of data, such as
personal, financial, educational, health, and so on, in different
Solid pods makes way for creating customised privacy control.
Users may give certain entities access to their personal and
educational data but restrict access to financial and health data
while using Solid. A significant shortcoming of Solid-only
decentralisation is trust. Because of users having full control
over their data, they can modify them anytime. Third parties
having to rely on user data can find this model less prudent.

2) Solid and Blockchain (M3-B): The use of a Blockchain
with Solid pods is a type of decentralisation where Solid holds
the data while a hash of it goes to the Blockchain, ensuring
the integrity and trust of the user-controlled stored data. This
strategy brings all the benefits that a Solid-only model can
offer and solves the trust issues. Because a hash of the data
goes to the Blockchain, third parties can quickly check the
integrity by hashing the data stored on the pods and matching
it with its Blockchain counterpart [22].

V. PROPOSED EDUCATIONAL LANDSCAPE

In decentralising the educational landscape, we propose a
four-layer architecture where Blockchain forms the first layer
from the bottom. The design embraces three other layers on
top of the Blockchain layer, namely data layer, verification
layer and support layer – Figure 3, shows the architecture and
the arrangement of the layers in the design.

Three problems, P1, P2 and P3, that we identified in Sec-
tion 2 represent three broad areas of the educational landscape
and form the top three layers in our design. P1 represents data
management and governance and creates the data layer, P2
focuses on the credential verifications and forms verification
layer, and finally, P3 states the continued career support for
the students and produces the support layer.

A. Blockchain Layer

The Blockchain layer forms the foundation of our proposed
architecture. We recommend using a consortium Blockchain
due to its ability to mimic the best of both private and public
ledgers. In our architecture, participating institutions will join
and govern this consortium Blockchain. The remaining three
layers will operate over the Blockchain and will have the
ability to access it directly or through other layers.

B. Data Layer

The second layer in our architecture is the data layer
responsible for data governance. It manages students data in
a decentralised style. Institutions generally maintain a cen-
tral database to hold all kinds of data, including students
records and information. Data layer disintegrate this database
and distribute its contents to various stakeholders, such as
students, teachers and administrators. Amongst the suitable
decentralised models, M1-C, M2-B and M3-B from Section
IV look useful for developing this layer. However, due to
lack of privacy, M1-C does not fit for sensitive data like
personal information, students record and results; therefore, we
prefer M2-B and M3-B, which means storing data on either
IPFS or Solid with their hashes on the Blockchain. Between

Institution 1 Institution 2

Institution 3 Institution n

Solid Pods IPFS

Credential-veriÀcation modules

Career-support modules

Support
Layer

VeriÀcation
Layer

D
ata 

Layer
Blockchain

Layer

Figure 3. The layered architecture of the Blockchain-based proposed
decentralised educational landscape

these two models, Solid offers added benefits in the form of
advanced access control; hence, we use Solid while describing
the remaining architecture.

The data layer consists of Solid pods managed by students,
teachers and administrators. Students will have their personal
information on their pod that they grant access to only their
institutions. Administrators of the institutions can have some
student data on their pods too, such as results and qualifica-
tions. In this case, they grant at least read access to students
so that they can be aware of what data institutions hold on
their behalf. This access may be time-dependent; for instance,
results data will be made visible to students only when the
results are announced. Teachers can have their pods to store
and share students marks and initial results. They may only
grant access to this data to administrators before the results
are finalised. Institutions should have specific policies tailored
to their practice concerning when to share data and how.

In a decentralised architecture, multiple sources can hold
the data making it difficult to run queries using traditional
methods. Linked Data and federated query can help to solve
this problem. It works as follows: Each and every entity in
a Solid pod are represented in the form of URIs. If the data
stored in the Solid pods are expressed in RDF format, it can
be queried using SPARQL, which is a query language for
accessing linked data [11]. SPARQL can also be used to query
data from multiple Solid pods as long as the query engine is
granted access to the Solid pods [20].

The data layer solves P1. It gives students control over their
data and allows them to see what their educational institution
holds on their behalf. By employing Blockchain, data layer
also ensures the integrity of the information contained by
students and administrators.
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Submission #6

• Title: Digital Transformation of Education 
Credential Processes and Life Cycles – A 
Structured Overview on Main Challenges and 
Research Questions.
• Authors: I. R. Keck, M.-E. Vidal and L. Heller.
The authors propose a methodology to capture 
qualitative descriptions and measurable 
quantitative results that allow to estimate the 
effectiveness of a digital credential management 
system in solving these challenges.
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Abstract—In this article, we look at the challenges that arise
in the use and management of education credentials, and from
the switch from analogue, paper-based education credentials to
digital education credentials. We propose a general methodology
to capture qualitative descriptions and measurable quantitative
results that allow to estimate the effectiveness of a digital
credential management system in solving these challenges. This
methodology is applied to the EU H2020 project QualiChain use
case, where five pilots have been selected to study a broad field
of digital credential workflows and credential management.

Keywords–Credentials; Education credentials; Digitisation;
Challenges in digitisation.

I. INTRODUCTION

Education credentials are an important part of our modern
life. Pupils exit schools with a set of marks certified on their
final school report, then, based on these results, they are able
to apply for acceptance at higher education institutes or for
apprenticeship. Students and employees continue to collect cre-
dentials at university, at work or via other ways of education.
Even today, when digitisation has entered into almost every
part of our lives, these education credentials often still are
printed and written on paper. These paper-based credentials
present several problems in practice. For example, managing
of these credentials applying for a job position is tiresome for
the applicant and even more so for the company that offers
the position. Indeed, most companies nowadays require scans
of the paper credentials and will only check the validity of
the originals once the candidate for the position has been
selected, to avoid the manual labour involved. Additionally,
surveys show that lying about education and employment
credentials is a common problem. According to a survey by
CareerBuilder [1], 58% of employers have caught a lie on
a resume. Similar findings arise from another recent survey
by StatisticBrain [2], which reports that over half of resumes
and job applications (53%) contain falsifications and over
three quarters (78%) are misleading. Digitisation of education
credentials has the potential to make credential handling both
easier and more secure. Nevertheless, it is important to ask the
correct questions to be able to investigate how well a solution
performs in the implementation and management of digital
education credentials.

The main contribution in this work in progress article
is to present the main challenges encountered in education

credential management and usage, and in the changes from
analogue to digital credential workflows. We propose specific
questions that will allow an qualitative and quantitative assess-
ment of the performance of a credential management system
and infrastructure in regard of these challenges (given in Table
I). Finally, we introduce the use case of the EU Horizon 2020
project QualiChain [3], where these research questions will
be evaluated with the help of the participants in the project’s
pilots.

The article is organised as follows: In Section II, we elabor-
ate the different challenges we encountered while analysing the
reports and questionnaires provided by the QualiChain pilots.
In Section III, we propose a set of questions for every challenge
presented in the previous section. In Section IV, we present
the use case of QualiChain. The article closes with Section V
where our conclusions and future work are outlined.

II. CHALLENGES IN EDUCATION CREDENTIAL
MANAGEMENT

How can the performance of a solution offering the issuing,
management and verification of digital education credentials be
evaluated? Based on the results acquired in [4], we propose
to segment the questions of interest into three subtopics, that
follow the process of changing from an analogue to a digital
setting:

A. Challenges of paper-based credentials;
B. Challenges of transition to digital credentials; and
C. Challenges of digital credentials.

In the following sections, we present these experienced diffi-
culties and propose ways how to measure the performance of
a presented solution for the implementation and management
of digital education credentials.

A. Challenges of Paper-Based Credentials

Paper-based credentials are the state of the art and have a
history dating back to medieval times. Their use over centuries
makes it obvious that, before digitisation, they were widely
seen as the best solution. However, the developments in the
last decades and the move to digital workflows increased
the pressure on analogue, paper-based credentials and lead to
increasing problems, especially in the field of fraud prevention.
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Conclusions & Next Steps 

• The QualiChain special track explores how Blockchain technology can 
realise the vision of decentralised qualifications and how it can help 
transform the education landscape. 
• The special track submissions cover a wide range of educational and 

employment use cases and applications of Blockchain technology.
• In the context of the QualiChain project, the authors will be 

addressing the requirements and challenges set out in their papers, in 
order to deploy and evaluate decentralisation solutions for 
education and employment qualifications within various stakeholder 
communities.
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Thank you for your attention!
Dr Alexander Mikroyannidis
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