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THE CROWD

A Study of the
pcpn]dayr Mind | The Crowd

e Gustav Le Bon (1895), The Crowd: A Study of the Popular
Mind

* Expressed skepticism about the shift from an agrarian
society to city living. Le Bon wrote, the urban crowd is
marked by “impulsiveness, irritability, incapacity to reason”
and “the exaggeration of the sentiments.” A man on his
own “may be a cultivated individual,” but “in a crowd, he is
a barbarian.”

* Now, we have “Twitter mobs”




Vicious “Online” Mobs

HOW WHATSAPP FUELS FARE
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SHARE
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BY THE TIME police arrived in the

: Where Countries Are .7'z'n:lér:boxes
n hamlet of Rainpada on July 1, 2018, and Facebook Is a Match

the village council office was the
scene of a massacre.




Online Deviant Groups

Anti-NATO Propagandist Internet Trolls



Worst start to the year for measles in a quarter century ., :

Confirmed measles cases in January and February of each year S MeaSIeS IS Stormmg baCk In
=== Europe

200

2011 2012 2013 2014 2015 2016 2017 2018

0

1993 2000 It is shocking that people are still dying of measles
in Europe in 2019.

Note: Monthly data for 2004 is not available.
Source: Centers for Disease Control — N THE WASHINGTON POST
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trend worldwide.”



Health & Wellness Misinformation

€he New AJork Times

Dr. Google [s a Liar

Fake news threatens our democracy. Fake medical news threatens
our lives.

By Haider Warraich

Dr. Warraich is a cardiologist.

Dec. 16, 2018 f v » |

“Statins cause Cancer!”

©  Instagram ® O

PINK SALT VS. TABLE SALTE@I™ &=

‘ve been using pink salt
for nearly 3 years and it's been such an
upgrade. Fasting Tip: If you get hungry,
put a pinch of pink salt under your tongue
WDo You Get Himalayan Pink Salt?
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Pink salt will “regulate your blood sugar and sleep cycle.”




Misinformation in Agriculture

= THE WALL STREET JOURNAL Q00

Russian Trolls Tweeted ... .
Disinformation Long :
Before U.S. Election

Tweets about contaminated water, tainted turkey look
to security experts like practice for the political season

By Rob Barry | Graphics by Shane Shifflett
Numerous fake reports of contaminated turkey in Walmart
before Thanksgiving 2015. Within hours several hundred
claims were reported on Twitter. Walmart ignored it as a
hoax. Many of the claims came from accounts linked to a pro-
Kremlin propaganda agency charged by Special Counsel
Robert Mueller’s office.

Anti-GMO articles tied to Russian sites, ISU research
shows

Donnelle Eller, deller@dmreg.com
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Misinformation in Disasters

Believe it or not, this is a shark on the freeway
in Houston, Texas. #HurricaneHarvy

Andrew Kaczynski i~ m

Wow, amazing photo of Sandy meeting the
Statue of Liberty via Jason Otts.
pic.twitter.com/0oskVKIUR

@ Roply T3 Retweet W Favorte ©F Pociet

b : SEORBACOF

During Hurricane Sandy in 2012, the following rumors were floating on social media. During Hurricane Harvey in 2017, again the “shark on highway” hoax
o Sharks swimming through waterlogged suburban neighborhoods, went viral.

. Statue of Liberty engulfed in ominous clouds, and Source: https://www.washingtonpost.com/news/the-

. Floor of the New York Stock Exchange flooded. intersect/wp/2017/08/28/no-the-shark-picture-isnt-real-a-running-list-of-

harveys-viral-hoaxes/

Source: http://www.nytimes.com/2012/11/01/technology/on-twitter-sifting-through-
falsehoods-in-critical-times.html



http://www.nytimes.com/2012/11/01/technology/on-twitter-sifting-through-falsehoods-in-critical-times.html
https://www.washingtonpost.com/news/the-intersect/wp/2017/08/28/no-the-shark-picture-isnt-real-a-running-list-of-harveys-viral-hoaxes/

“Shark on Highway” Hoax during Disasters

During crises events, misinformation is rampant. One of the most commonly spread hoaxes is “shark on highways”.
Timeline below illustrates this hoax as it is propagated during various hurricanes in the U.S.

Image of Shark Published Following Hurricane Following Hurricane

by Africa Geographi Sandy in New Jer Harvey In Houston igi i i i i i
kHaseTS = e bt oyl Original image was published in Africa Geographic
Following Heawy . .
Flooding in Houston magazine in September 2005.
(05/29/2015)

Used as hoax during Hurricane Irene in 2011, Hurricane
N | S | W Sandy in 2012, Houston Flood in 2015, Hurricane
108 2009 a0l0 2 | ol2 2013 20l 20s aae pow 2018 Matthew in 2016, and finally in our collected datasets for

Hurricane Harvey, Hurricane Irma, and Hurricane Maria

Following Hurricane Following Hurricane in 2017

Irene in Puerto Rico Matthew in Daytona Beach
(08/11/2011) (10/07/2016)

A simple analysis about “shark on highways” using Google Trends shows the
following... (next slide)



Shark Hoax over Time

Interest in the hoax, “shark on highways” has grown significantly over time. lllustrated
below is the interest volume in the shark hoax over 2004 - 2017 period. Interestingly,

spikes align with weather events, starting from Ernesto (2006) to Harvey (2017). Bigger

spikes in the trend are observed in the recent years.
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Computational (Al) Propaganda

New Al fake text generator may be too
dangerous to release, say creators

The Elon Musk-backed nonprofit company OpenAl declines to
release research publicly for fear of misuse

The creators of a revolutionary Al system that can write news stories and

works of fiction - dubbed “decpfakes for text” - have taken the unusual step

of not releasing their research publicly, for fear of potential misuse,

OpenAl, an nonprofit research company backed by Elon Musk, Reid
Hoffman, Sam Altman, and others, says its new Al model, called GPT2 is s0

good and the risk of malicious use so high that it is breaking from its normal

practice of releasing the full research to the public in order to allow more
time to discuss the ramifications of the technological breakthrough.

Fake text:

https://www.youtube.com/watch?v=XMJ8VxgUzTc

ThisPersonDoesNotExist.com uses
Al to generate endless fake faces

Hit refresh to lock eyes with another imaginary stranger

A fow sample faces — all completely fake — creaned by ThisPersonDoesNotE xist com

Fake images:

https://thispersondoesnotexist.com/

“ue

Buzzfeed Created a ‘Deepfake’ Obama
PSA Video

f ¥ 6o Y F

We've seon techngiogy talke o in recent yoars a3 companies ke Google
and IBM Create everamarter machines. Computers can beet humans at o and spot
COPIANETS NOw. DU there's & POtentialy Sarker SO0 10 THS LOCINOIORY. Several months
290, 3 Group of Cevelopers 1eased & POWer faCe-Swapping newral network, which was,
of course, used to make porm. Now, Buzzieed has created & video that shows & mone
Poubiing side of By technoiogy. The video shows former President Bacack Obama

L 000 N I00ks surpringly Dehevabie.

The 1004 15 known a5 FakoADD, Dut The videos are uswally caled “Deepfokes” bocause
™ar's the handie wsed by he origingl developer on Reddt. You can downioad the code
Seoly all over the infemet, But 'y Not cany 10 st Lp — you need 10 configure Nvicda's
CUDA framework 10 run the Fakedop TermarFiow code, 30 The app requites a GeForce
GPUL The video you want 10 aftler has 10 De spit imo indvidual frames, and you need &
Wpe number of hgh-resolution photos of the face you want 10 Insert. In the case of
Obama, there are plenty of photos online that can be used 1o generate 4 moded

Fake videos:
https://www.youtube.com/watch?v=cQ54GDm1lel0
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https://thispersondoesnotexist.com/
https://www.youtube.com/watch?v=cQ54GDm1eL0
https://www.youtube.com/watch?v=XMJ8VxgUzTc

Manipulation & Monetization

* Many people trust news that
comes from their friend circle on
social media channels

o 34% Americans trust the
information from social
media (Pew Research
Center, 2016).

o 14% Americans consider
social media as the most
important source of
information (the National
Bureau of Economic
Research (NBER), 2017).

Reputable Sources

Percentage of Americans who trust the information they get from,

LOCAL
NEWS

FRIENDS
AND FAMILY

NATIONAL
NEWS

sOciaL
MEDIA

82%
77%
76%
34%




Manipulation & Monetization

* Running a fake-news campaign is cheap:

o For $55,000 you could discredit a journalist;

o For $200,000 you might instigate a street protest.

o For $30 an 800-word fake news article, written by
Chinese content marketer Xiezuobang

o For $621 a video appears in YouTube’s main page for
two minutes, created by Russian firm SMOService

o For S25 to have 2,500 Twitter followers all retweet a
link for you

Source : Cyber security firm Trend Micro, 2017
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THE SHIFT

, , YouTube Unleashed a Conspiracy
H ySte ria Pro Pad gat |ION  Theory Boom. Can It Be Contained?

e Shawn Dawson, a prominent YouTuber released a
104-min documentary with bizarre hypotheses

* Popular children’s TV shows contain subliminal
messages urging children to commit suicide

* Recent string of deadly wildfires in California was
set on purpose —to collect insurance or to test
“directed energy weapon” by the military

* Chuck E. Cheese recycles customers’ uneaten pizza
slices into new pizzas

e Over 30 million views in just one month




Radicalization and Recruitment

antonio

usrah
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Trends in

Disinformation
Campaigns

e Cross platform orchestration
* Growing use of niche platforms

 Communities and coordination
* Flash mob style coordination
* Blogger communities

* Blog farms (a.k.a. coordinated
clickbait)

* Computational (Al) propaganda —
coordinated deep fakes

e Algorithmic manipulation

16



Ongoing Efforts

Actively tracking anti-West, anti-EU, anti-NATO propaganda

Participated in various NATO exercises to assist public affairs and social media monitoring

77,0510

Dragoon Ride Trident Juncture Brilliant Jump Anakonda Trident Juncture Baltic Operations
2015 2015 2016 2016 2018 2019

Monitored groups like ISIS, deviant hacker networks
Monitoring disinformation campaigns in the Asia Pacific region

Monitoring 2019 Canadian Elections

17



Cross-Media Dissemination

NAYO Yo Sano Yroopo Vo ?400«1 1818 From Ressis

A YouTube channel with several A blog using YouTube video to spread anti-NATO A blog using YouTube video to spread anti-
Anti-NATO propaganda videos. The propaganda suggesting NATO’s troops NATO propaganda by suggesting NATO is
channel is called, “ANTI NATO”. obstructing Russian operations in Syria thereby waging war against Syrian refugees.
helping ISIS.

You([T) ﬁ W © Keuoy
A9Y ™™ Q&=

&
dchan reddit



Why Blogs?

* Afford power and freedom to How do you use Twitter?
express opinion, frame
narratives more effectively

than any other social media
platform

* No character limit
* No censorship

* Provide digital town halls TR W R TR R

S irtreprrves & Corpor e B vofescnal 1l Time & Pogdesvonl Pat Time ® Motbyar




Cross Media Dissemination of Content

© Public Posts

Alex Jones @
June 22,2015 at 11:43am - @

0

Global (Centre for on
June 23, 201 30pm - @

US push to defeat separatists in #Ukraine
http://www.infowars.com/us-will-provide-wea... See more il -
iy
US Will Provide Weapons for NATO Commandos to >
Attack Ukrainian Separatists » Alex Jones"...
www.infowars.com
27 Comments 327 Shares

The Pentagon has yet to reveal the number of troops

that will participate in the battle against...See more A 1
i

US Will Provide Weapons For NATO Commandos to i {

“US will provide weapons to
NATO Commandos to attack

Ukrainian separatists.”

kilokeal @kilokeal - 22 Jun 2015
US Will Provide Weapons for NATO Commandos to
Separatists: Effort to bol... bitly/1Lwoo2k #infowars #al

New Right Media @NewRightMedia - 22 Jun 2015
US Will Provide Weapons for NATO Commandos to Attack Ukrainian
Separatists dlvr.it/BHq049 Infowars #News

for NATO Commandos to Attack Ukrainian

apons for NATO Commandos to Attack Ukrainian

ISBN: 978-9934-564-19-2

DIGITAL HYDRA:

SECURITY IMPLICATIONS OF
FALSE INFORMATION ONLINE

DEFENCE
STRATEGIC
COMMUNICATIONS

Blogs, Fake News, and Influence
Operations. Digital Hydra: False
Information Online as a
Weapon, NATO StratCom COE,
November 2017.
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Examining Strategic
Integration of Social Media
Platforms in Disinformation
Campaign Coordination.

2018 P ,grf"f'if;i
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Cross Media Campaign Network

Tweets Tweets & replies Photos & videos

Maikel Nabil Sanad & romtserdoncom

- R Joined Apeil 2012
Liberal and Atheist Blogger, Peace N SRV iy
Activist, Founder of @NoMiService Suppont Conscientious Objection Movements!... Ib.me/'SQ13YRVEE
¥ Washington, DC 1 View mumemary
maiopinatil com
) Joined Juy 2008 Maikel Nabil Sanad

) “Police and army officers who abused
people were not put on trial. | was put on

wh--u-n“ _——

8 vy ADEX affiliated to | =~

RO~
@warresistant

R Founder of iy s s s
326 18.9K P Taw Bemincme rocesus
N | = -~ o

taking sides, refusing all violence. #COsymposius

N P
71BN Germany executed mors than 10,000 deserters
'COsymposium GVicdaniRetDER

@nomilservice

—

e R _@.

At

At 10 10¢ Computnary MItLary Barviee Movemast ; fnl s 1 4 a

Founaed in 2000

ot

ALl i s 3 A Sal] Anln Aa o 45
WIS COM A 8

AN ars Tetane DacAN Toverert AgaNI TardrTny
Mty Mervice. aEAtC 1 Wir Fesitens Inemasonat

No Military Service Facebook page
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Social Cyber Forensics

Cyber forensic analysis helps ® @ 2

extracting metadata, such as, e a"“-Ofg = o - y e : o

- Web traffic tracker codes ' ,
(Google Analytics IDs) i e =

- Email addresses -9t [ o £S o o > _-o

- |P address

o
- Contact details e.g., phone / :
number 58 "°"°'“ X
-9 ~
o o -9

- Names under which the
domain is registered

" Deviance in Sodia

- Other digital/social presence = o /@ , Cona D Media and Sodial
e.g., Twitter handles, YouTube ° - 2 o (yber Forensics
. : o o ¢ ¥ Uncovering Hidden
links, Facebook profile, other e @ Tt X e Relatons UGBS
blogs, etc. 2 > Source Information
o ° VS (OSINE)



Helge Ingstad Collision — Cross Media Integration

‘, Jérvém.f‘ Follow

#TridentJuncture/ The situation is going bad
to worse for Norwegian frigate
#Helgelngstad.

Picture at 11h35 from NRK live.

Propulsion system is now under waters...

Twitter

EXRUSSO
November 8 at 4:08 PM - Q

B YouTube Servitutt El mejor selfie del dia &

¢ Spoofing Attack -- Vlad Putin jamming the GPS of NATO ships [ | ¢ "
Ingstad (F313) = ~ a

O1pap 6oesnix BegoMm

Jlyywiee cengu aHs.

180 0 0 +90
TLAtN 60° 17877 Thon € 4 SOBIA AR  Of § Rng: $40m Ins Nav MégUncert=0.29 0s0 v 9 Shares
N 60" 17064 Lonct 4 50256 A 455 B 204" 08Nov-201806:425 e I

YouTube VKontakte
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Helge Ingstad Collision — Cross Media Integration

e ORIVE m THE WAR ZONE [ MOTORCYCLES Q
SRIEFING

Finland and Norway are telling airline pilots to
be ready to fly without GPS, and some think

* WA ZONE Russia is up to something
THE R

Badly Damaged Norwegian Frigate
Intentionally Ran Aground After
Tanker Collision (Updated)

U5 Marone Corps peots By & MV 278 Osgrey during F sercie Traend h Suse mnas e thern Morwoy Nowemder 6, 2018

BY TYLER ROGOWAY | N

jorway and Finland have both reported problems with GPS signals in their
northern regions this month.
{ | | | ¢ Both countries have been taking part in NATO's exercise Trident Juncture, which
THE WAR ZONE AEGIS COLLISION FRIDTJOF NANSEN CLASS FRIGATE HELGE INGSTAD has irked Russia
) * Reports of GPS interference related to Russian military activities have been

reported in the past

NORWAY NORWEGIAN SEA OIL TANKER RAN AGROUND ROYAL NORWEGIAN NAVY SINKING

TRIDENT JUNCTURE

Other News Media
Blog



Cyber Forensic Analysis - The Drive Blog

® 2 O - | R

. Location IP address
v 9 9 L United States 72.52.10.14
Phone Numbers Location

= +442032062220 UK
K S g 8 g +1 208 389 5740 USA
' ' : +1 800 745 9229 USA
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Social Media Footprint—Th

Social Media

Twitter

Facebook

Google

Instagram

Pinterest

URL/Account handle

@thewarzonewire [https://twitter.com/thewarzonewire]
@thedrive [https://twitter.com/TheDrive]

https://www.facebook.com/thedrive
https://www.facebook.com/thewarzonewire

https://plus.google.com/+Thedrive-online

https://instagram.com/thedrive
https://instagram.com/thewarzonewire

https://www.pinterest.com/thedrive0042

e Warzone Blog
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Communities and Coordination

20
ML“:;:;',E ;,s:d ” Group Based Algorithms
Degree Centrality Modularity Method

Nodes Similarity K-means clustering,

K-cut, Cliques

Focal Structure Analysis

27



Bi-level Optimization
Node-level optimization Network-level optimization

made‘ (M
=1

Subject to

8 = (dé, < dé, < déy < - < dé}—dc’  Vi] (2) " m .
M -
L}
/ ~
. Subject to
df 22 4 .
1 v ) e ={evezen 0} V) (14)
Dk = ;Zd;’ (5) 8 = (G5, G2 Cop s C) — 88, vj (15)
f= dd” .
. , _ = Ay == , 6
D} < df < D{ Vi (6) B A.,_ Im Vi, | (16)
. (# of Triangles) x 3 Vi, j,z (7) § =8, 4|6, » &) v (17)
= Ty s o0 »
B o["ConnuudTraphs of Nodes 0 = 1 Tr(f,!i{,') vj (18)
1 (8) ' 2Zm '
Ack =2 ai ¢' <5 vj  (19)
=1
ACt < af < AC! vi (9)
G =(6.6.6. .5} = Vi, j (10)
és, = G, vi (11)

F:{(,,CJ_O,C:':,,...,C—S} vj.x (12)



Power of Key Coordination Structures

P1. - *Published in SBP, SNAM
Importance(lm) = Interest(l) pjpz @ AAAI, CASON
Interest(l) = Importance(Im) | )
~ Importance(Im) <> Interest(l) Control (C) [e=P5—+ Power(P) [a- - o merest ) |
L) L
P4 P1
.

Utility(U) = Interest(l)

Model showing all the factors that help in determining the

P3. outcome of a collective action, i.e., Success or Failure.
Utility(U) > Power(P)

P4. ) )
Power(P) - Importance(Im) < Power(P) = f(C,Im)

Importance(Im) -> Power(P) + Importance(Im) = f(Interest)
= Power(P) <> Importance(Im) ** Interest(l) = | Uoutcomel — UoutcomeO |
~Power(P)=f(C, | Uoutcome1 —Uoutcome0|)
P5. Or

Power(P) = Control(C)
Control(C) - Power(P)
-~ Power(P) € Control(C)

= Power(P) = f(C,)



Focal Structure Analysis

* Web-based application
* No installation needed
e Upload network in csv format

e |dentifies focal structures and
extract/export

FOCAL
STRUCTURE 1 o (v e e Yoy N 4 ¢
@ ANALVSIE Visualize and Analyze Your Network Data
Show Labct Show Weighe Hide FSA Colon Lk Wickh Proportional to Weight Node Siae Proportional to lkptu'
Nodies of the sane color repeesent 8 focal structuse. ey sodes soon| past of & Focal Seactare.

http://blogtrackers.host.ualr.edu/fsa/

Wekoome, fsa Logont

Network

Ot 9 Sl Wamen Dviwer

Boiry F 38 Uit
Apory F 54 wagrres

Network Data
nemNodes 413
numbdges 472
Dasaload 154
Asalysa CSY
Network View
© All Nodes ISA
Cooepn Ouly
Upload CSV
(1) CSV Format Info

Broare o She selecred
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Key Coordinating Group of Actors
during Ukraine-Russia Conflict

e Graham W. Phillips is a British journalist and
blogger.

* He went to Ukraine to cover the voice of
Ukrainians during Euromaidan.

* He reported that Ukrainians are “happy” with the
previous pro-Russian government of Ukraine.

* He used Vlogging to cover the events.

* His Vlogs made him an influential blogger & an
enemy to the current Ukrainian government so
they banned him from entering Ukraine for three
years.

* Once he was banned from entering Ukraine he
went to Russia instead of going back to England.

> ©

How A British Blogger Became An
Unlikely Star Of The Ukraine Conflict
— And Russia Today

Geaham Philips has become a fixture on Kremlis television and a micro-celebeity on
he streets of Ukraine.

Max Seddon
’

G wra= P gn et amn et wr wty Y S el a Y d e n Yo ewder s e w Ve
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Blogger Communities

Green — AsiaPacific Blog (357 Bloggers)
Blue — Mondalisation Blog (4320 Bloggers)
Red — GlobalResearch Blog (9219 Bloggers)

Common Bloggers from 3 communities - 98

Some of the APAC bloggers are also
members of the GlobalResearch and
Mondalisation blogging communities.
These communities are known to
espouse anti-West, anti-EU, anti-NATO
viewpoints.

Asia-Pacific Bloggers 4

s 3
N\
’

Mondalisation Bloggers

\& 3

GlobalResearch Bloggers
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Pro-Duterte blogging community

b b e Sy -

Coordination among bloggers detected

Communities & Coordination

nedevy Twguardan com
Gy ;” pwong | "ThCO™ vi.o-o
. v >
Npendent.co.d e
. mocvw'unm-:an ot cofn 1bdqx<.m-.a~;
ecowarch.com 200NN Ch.Com
g M 0Re com Fobabecrty 49 contepurchong

*® » ‘ s en v peda o) "_,.--m
[ Ao tom A\ M}”mﬂ W gobakesearch.ca
Po o Gt swchedgncom theecckogstalg
MJ@E g coman ’ Wy com <

~ s | ! Dgudertvoce g

tbccom sothbontog WP QY by iceonpon com gt mal ydhoo com
- \[F 7 0N .com N
KITp.Lom <'ur?nag Hrwn atias . Laceboot .com
-9 4 4 50\!
opubica on =
et com e . m oy

VEONeS It TS £Om -
o mdcufm o9 ) - "

mgna: M-o'.gwn ’w‘ao nl(ul'mn com
M.Alo “.“: 4 com r W". "0\9 rb:_cm

m-av\.uwm.coh .I e Lom NM-:NA.-«CO. com

LR P R : . smh.comau SCONRONR.Com
) g bcom ’ Cornooaberoilncs com
iet.00 youtube com . i
N Twitter.Com

Pt el oM reutens Com
. -

Suspicious sources referenced
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Coordinated Clickbait (a.k.a. Blog Farms)

- Blog farms identified based on web traffic tracker

codes

- Fabricate perception of a viral content

- Hypertargeting

- Search engine manipulation by traffic

amplification
- Financing the operation

The Global Machine Behind the
l\m of Far-Right Nationalism

15 |orgg seen & & peogressive wtopia. Then camne w sves <
‘-n! — and the forces of poprdiam at home and abroa

“At least six Swedish sites have received financial backing through
advertising revenue from a Russian- and Ukrainian-owned auto-parts
business based in Berlin, whose online sales network oddly contains buried
digital links to a range of far-right and other socially divisive content.”

NYTimes, August 10, 2019
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Coordinated ‘Fake’ Websites

Canadian elections 2019 - 291 fake websites created using “Built with API” service

with anti-Trudeau narrative.

=

One such fake website “weresorryindia.com” amplifies
anti-Trudeau narrative suggesting he is not a friend of

the Canadian-Indian community. The website tops the
results in search engines.
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Coordinated YouTube Campaigns

Hot News

* These channels have
similar/same video
content

* Have similar/same robotic
voice narration

* Appear in each others
subscribed lists

e Suggested by YouTube as
related channels

Ultimate US

‘ ‘. 1 Military

36



Coordinated YouTube Campaigns

#china fputin Armp ) . )

Chine v US The War In the South Chine Sea sieady Start China vs US The War in the South China Sea already Start China vs. America: How a W.a.r in the South China Sea Could Start

14564 views - e 571,751 views 2 295 4 SR . SAVE  eee 727 views W7 1 e sHARE v SAVE ...
[ e @ T, R BT

https://www.youtube.com/watch?v=GsCmudyXY20 https://www.youtube.com/watch?v=e5WvJHG6aB4

https://www.youtube.com/watch?v=0M5vaF2kzPA

Videos belong to different channels

. Similar/Same titles
. Same/Similar audio
. Same/Similar Robotic narration

37



Color Theory Based Detection

Channels coordinate content amplification by repurposing portions of a video and

producing multiple videos

Video ID: OM5vaF2kzPA

Title: China vs US The War in the
South China Sea already Start
Channel: Breaking News TV

Video ID: GsCmudyXY2o0

Title: China vs US The War in the
South China Sea already Start
Channel: DOT COM US

\

)
|
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YouTube ‘Commenter’ Flash Mobs

SBP-BRiMS 2019

e

Ut S A o, @ AP Wy
e e
£ rvmtaa e A B, b
i Qpn ot ) § MO Reas
) 8 SN D v
N Y N e

- ik e @ veng @ N e i e

Comment mobs were
observed indicating signs of
algorithmic manipulation

Exploiting biases of the
recommendation algorithms




Commenter Mobs
Across Channels

Hot news — 8,477

commenters

US Military — 11,817
commenters

DOT COM US - 2,340
commenters

PHTV - 14,263 commenters

Ultimate US Military — 5,369
commenters

104 core commenters




Youtubers Conducting Botnet Operated Twitter
Campaigns

P CLUA NPAMO CBBI-AM POCCHIO B NPOBEREH
AQEPHX NCTRTANAL. rmomaTmsecsnd wop.
’ Nocon PO 8 Ceerane. #CLIA Poccun FAemmoeit

1
Dves Poccme. SUAXAN #83008marrarsepes # o

Golden Tengu

@GoldenTenguTV . Golden Tengu 0
SCLUA_Poccwn #Raepnoeiicnadt are #MlocarPOCemer an — CUlA w6 wr -
CLWA NPAMO O6BUHUNU POCCUIO B NPOBEAEHUU AAEPHbBIX ii¥) Joined November 2017 > CVTM-SK:TCW;BM-:::N Inana
UCNBITAHWUIA. lunnomaTuyeckui mop. Nocon PO e Cenerane. o Towee tYpase CUABPR T
2,828 views i 9§11 4 SHARE + SAVE ...

Golden Tengu Gotdon Tongu GokdTangiTV
' Tengu TV SUBSCRIBE 26K ‘
’ Liowa 12 medTs yneTw sy x $40-30 38 Sapperm....

o Liwed 1 seadTe, yremuer means k $40-30 33 Gappens.

CLIA NPAMO OBBHHINM POCCHIO B NPOBEAEHMMA AAEPHBIX MCNBITAHWA oy O o reenshot

Aunnomarecxuit mop. Nocon PO 8 Cenerane.

Pro-Russian YouTube channel named “Golden People who like these tweets (such as @Blackdo52395065,
Tengu TV” also has a Twitter account. @nLgLGPh8F7JiHG9) are also robots.

Tweets from its Twitter account are merely links to

its YouTube videos, posted in a robotic style. It is a small botnet.
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Botnets — Evolution and Dissemination =iy
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No mutual reciprocity. Organizational hierarchy.
Coordination in information network Core and peripheral bots

COORDINATION/BEHAVIOR COMPLEXITY

Crimean Invasion 2014
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South China Sea

figg navy ships naglagyag sa South China Sea kasama ang US Navy

a South China S
J US AND PHILIPPINES DEPLOYING ROCKETS TO DETER BEUING'S
‘MILITA&ISAIION N SOUIN CHINA SEA

ol s South China Sea

- 1
US MILITARY BREAKING ! 73 75

south china sea : Duterte just threatened 10 9o on a "suicide mission”

o

Proud. Philippine Navy ships sall alongside US warship in South China Sea
(photo)

-

(SHTF) China Has Confirmed That it is Preparing For The War in The South
China Sea

Algorithmic Manipulation

“Hot News” a prominent channel disseminating videos related “South China Sea” conflict.

e

- <~<:
Y Hotews ==

voren "
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¢ = -
Phivones U s e sodhchmaso ot Ot ok ams A e o

Clie SRS et

ulll m. -ﬂ
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rayboer o Lo Myt vioe el ety g

Videos have robotic voice/narration
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Top Content

1 SIS l«<——— Top 10 most watched videos contain more adversarial content

2 E .“_fi..j_ .‘y-.‘.-'T‘-Dr.qhvv.nw'.N\-\
' Comments on most watched video contain anti-NATO sentiments
3 K LT, e ==
2 Boy | hope the Russians don't have any of those advanced Oil Tankers in their navy, or we're doomed.
S S D P =TT e 73 &'  REPLY
o ..
R ATl The Russians did it. That will be the chorus in the west. LOL
[ e s neme . e B " U
It was so stealth the tanker never saw it
1 AN AST Wt N WA e eDny 11 NATLT) Lt bt |. 190 .I REPLY

4
‘o Neme

This is not funny at all. In my expert opinion, this is a very cunning norwegian plot to kill as many Russians as possible... by making them laugh to their deaths.

i 80 & REPLY
Ba® e = Wil o W
Competent NATO.

i 29 & REPLY
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Influential Posts

Stop NATO NATO Exercise Trident hancture and the Environment Military exercises do not make peace

Aprrat otmisgion, 1ohaaliatim srd Moo prts spatir o WATD'S irwiel wor - 18 B heaxs L o | Leave B comme ™ Septemie & h5333 33 10 comerent & Lesve s
0 © Fal
" .t A Lartse °a N N o
In these days, poitical parties, peace orgamizations and individuals are in full swing W ! ’ ! .
o Mame o y ot AT < Ma 4 to focus on the forthceming NATO Trident Juacture axoercise (TRI18), 1t will find t J
town In the period from 15 October to 7 November and will cover large parts of the ! t ! o
Resdstanoe o Trident unctiare on My It Noedic region with main weight in Norway. A total of 400 woldiars from all NATO b e "“ J Ya are ty seeds ol b
- e g countries and close Allles will participate s ¢ - it . . . v vt
’ 4 a 3 —— L e a . rind of 1hat be the hackt Norwa r3ry
' L 4 ] ! '] 1ea
) ) 4 3 ! r '
, - ¢ at v L {

.- z E ‘ z 'l :
Pa 1gTee ' vat L the !
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Leading Anti-NATO Narratives

Mi NAT
Environmental Impact Disturbs Local Economy Istreatment by 0
Troops
. e s NATO is a joke — Not a real ‘Stop NATO’
A gy e i [T threat Protests/Astroturfing
Threatening Stability NATO poking ‘Russian Bear’ NATO is aggressive
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Anti-NATO Imagery

STOPP
NATOS

KOMMENDE
KRIGS—
OVELSE
| NORGE!

N e

NATO

MANIFESTATION
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Technologies Used

Track YouTube Data

Why YouTubeTracker?

Why Blogtrackers?

a 2 3 A 2 N

s . - — i . st
2

What Can You Do With t? What Can You Do With it? (
\J
Posting Keyword nNuence ’ Cwtedt ca-c--” - Patters
Frequency Trends Analyws ~ Cortert Wm st

Blogtrackers © YouTubeTracker



YouTube Content — Location Analysis

- Category
 Most of the Location o Earrd
CO nte nt wWas Location = B Hostile
. United States . Owned
published from
the United States Germany

e Russian hosted
content was
mostly hostile.

10 20 30 40

Number of Videos

49



YouTube Content — Target Audience

Target audience

* English

* Norwegian
* Russian

* Spanish

* German

speaking populations

Dislikes

Comments

Engagement broken down by Language of Videos

® English

Germman

Greek = ltalian

Norwegian = Polish ®Russian ® Spanish

® Turkish



Blog Analysis — Posting Trend
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Blog Analysis — Keyword Trend
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Resources

Botnet research published by Army
University Press, in 7 volume book
set on Large-Scale Combat
Operations, in the book titled
“Perceptions are Reality: Information

Operations” (2018)

ais ARMY UNIVERSITY PRESS

WEAVING
THE TANGLED
wis

T =
-y o ——

o ‘l’

L\ S

Large-Scale Combat Operations Book Set
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Resources

o

— 1\

Volume 2 | Spring 2017

STRATEGIC
COMMUNICATIONS
L:::::z?::oﬁmmlm Centre of Excellence

A\

r

{7

.
el ﬂ"&'

Samer Al-khateeb, Nitin
Agarwal, Rick Galeano, and
Rebecca Goolsby. Examining the
Use of Botnets and their
Evolution in Propaganda
Dissemination. Journal of NATO

| Defence Strategic

Communications, Vol. 2, pp. 87-
112. 2017.

ISBN: 978-9934-564-19-2

Nitin Agarwal and Kiran Kumar
Bandeli. Blogs, Fake News, and
Influence Operations. Digital
Hydra: False Information Online
as a Weapon, NATO StratCom
COE, November 2017.

DIGITAL HYDRA:

SECURITY IMPLICATIONS OF
FALSE INFORMATION ONLINE
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Resources

Samer Al-khateeb and Nitin
Agarwal. Deviance in Social
Media and Social Cyber
Al Forensics. Springer Briefs in
ediaan a : :
Cyber Forensics - Computer Science. Spring

Uncovering Hidden 20109.

Relations Using Opens

Source Information
(OSINE)

Deviance in Socia

Nitin Agarwal - Nima Dokoohaki
Serpil Tokdemir Editors

Emerging Research
Challenges and
Opportunities in

Computational Social
Network Analysis and
Mining

Nitin Agarwal, Nima
Dokoohaki, Serpil Tokdemir.
Emerging Research
Challenges and
Opportunities in
Computational Social
Network Analysis and
Mining. Lecture Notes in
Social Networks. Fall 2018.
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Social Media Training
Course

NATO Strategic Communications Center
of Excellence. 25-29 March 20109. L

Marine Expeditionary Forces (2MEF). 28-
31 August 2018 in CMU, Pittsburgh.

NATO Strategic Communications Center
(L)f Excellence. 20-25 March 2017 in Riga,
atvia.

US CyberCommand’s CyberSchool, 3-6
August 2016.




Social Cyber Security Research Infrastructure

Development

* US Dept. of State (Global Engagement Center — GO2Tech Fighting Foreign

Disinformation)
 American Cyber Alliance (AR-based)

Senator John Boozman & Jul 19
PUALR is an cutstanding partner in the
USNavy's efforts to track and counter

our adversanes’ use of social media 10

bring harm to American interests at home

and overseas. This award will expand its
capabilties and create new opportunities
for students. Congratulations!

£ Nitin Agarwal @agarwahi... - Jul 19
Thrilled 1o announce that
@USNavyResearch awarded 3-year
$2.4 million grant to @cosmographers!
This will help us lead research to fight
| cyber influence operations and improve
social cybersecurity infrastructure.
1 Special thanks to @JohnBoozman for
AR Gov. Asa Hutchinson pec °
your support. twitter.com/UALR/status
m

US Senator John Boozman

Frank Scott, Jr. @ @Frank Jul 20
This is great news! #Unitel R

@ VA Little Rock @ @UALR - Jul 19
UA Little Rock researcher
®agarwainitin receives $2.4 milkon for
cybersecurity research
ualr.edu/news/2019/07N...

Little Rock Mayor Frank Scott
Jr.
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Social Computing Conference,
Washington D.C.

e Social Computing, Behavioral-Cultural
Modeling and Prediction Conference,
Washington D.C.,, July 9-12, 2019.

* Supported by several other federal
agencies.

* http://sbp-brims.org/



http://sbp-brims.org/

Social Cyber Security
Working Group

e Supported by NSF Big Data program

e Over 30 member institutions worldwide
including researchers, policy makers,
journalists, cyber security professionals

e Outcomes of the working group include

o Policy briefs laying out the research
agenda

o Collective catalog of resources to spark
innovation among researchers
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Looking Ahead

* Develop publicly available technologies and solutions

* Social media companies need to be more proactive,
Algotransparency.org

* Emerging technologies like blockchain for content validation,
decentralized social media platforms

* Build collaborative networks of practitioners, researchers, policy
makers to address this problem together

e Strengthen media literacy programs
* Need to advance the dialog on cyber security and cyber diplomacy


http://algotransparency.org/
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Thank You!

http://cosmos.ualr.edu

vE @

@cosmographers



http://cosmos.ualr.edu/

