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Information Security 
A shared concern by many application domains 
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Information Security 
Computing Stack & Privilege Levels 

Instruction Set Architecture 
[SW-HW interface] 

Physical Layer 
[Micro-arch, RTL, Gate, Transistor] 

 
 

System Software Layer 
[OS, Hypervisor] 

 
 

Application Layer 
[User Program] 
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o  Information leakage is possible even under 

safe software!  
o   Software is often encrypted by mathematically 

strong encryption techniques [RSA, AES, ECC etc.] 

o  Underlying hardware is vulnerable 
o  Micro-architectural features leak information on the 

state of program’s execution 
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Information Security 
The Side-Channel Leakage 
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Information Security 
Threat Model –Side & Covert Channels 

Rowhammer 
Rambleed 
Coldboot 
DRAMA 
Nethammer 
... 

Spectre 
Meltdown 
Zombieload 
SGXJAIL 
Fallout 
NetSpectre 
… 
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Main Memory 

Prime+Probe 
Flush+Reload 
Flush+Flush 
Cachebleed 
Prime+Abort 
Evict+Time 
Evict+Reload 
CacheBleed 
Cache Template 
… 
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State-of-the-Art on Defenses  

Side & Covert Channels 
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The Way Forward –Conclusive Remarks 

 

 

①  Security has become a first-class design constraint –computing must be 
seen beyond classics 

②  Modern security challenges emerge from the way we compute today –
radical changes at both the hardware & software levels are required 

③  No computing platform is secure today and attack surface will expand 
further–tools are required to contain existing vulnerabilities and future 
systems must be predictable! 

④   Special track on SCADD @ CYBER-2020 offers an opportunity to the 
academic researchers and industry practitioners to share their work & 
experiences around the side-channel information leakage issues. 
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Accepted Papers at SCADD 2020 

 

 

①  Efficient AES Implementation for Better Resource Usage and Performance of 
IoTs. Umer Farooq, Maria Mushtaq, M. K. Bhatti 

②  Side Channel Attacks on RISC-V Processors: Current Progress, Challenges, and 
Opportunities. Mahya Morid Ahmadi, Faiq Khalid, Muhammad Shafique 

③  Challenges of Using Performance Counters in Security Against Side-Channel 
Leakage. Maria Mushtaq, Pascal Benoit, Umer Farooq 

④  PCache: Permutation based Cache to Counter Eviction-based Cache-Side 
Channel Attacks. M. Asim Mukhtar, M. K. Bhatti, Guy Gogniat 

⑤  Exploiting Vulnerabilities in Deep Neural Networks: Adversarial and Fault-
Injection Attacks. Faiq Khalid, Muhammad Abdullah Hanif, Muhammad Shafique 


