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1. INTRODUCTION

* CONGESTION CONTROL:

CONTROLS THE E2E DATA RATE ON THE LINK THROUGH:
1- PACKET LOSSES, OR
2- ARRIVAL OF N DUPLICATE ACKNOWLEDGEMENT PACKETS

(UNORDERED ARRIVAL OF PACKETS ).

* FLOW CONTROL:
ENSURES THAT A SENDER IS NOT OVERWHELMING THE RECEIVER.

( IF IT SENDS PACKETS FASTER THAN THE RECEIVER BUFFER CAN HANDLE. )



1. INTRODUCTION (CONT.)

* E2E (END-TO-END) :

1.  ONLY TCP SOURCE AND TCP DESTINATION MANAGE THE CONNECTION. (SETTING
WINDOW SIZE OF THE TRANSMISSION).

2. INTERMEDIATE NODES (ROUTERS) DON'T CARE ABOUT LOST PACKETS OR CONGESTION
EVENTS.

3. TCP DCM+ STANDS FOR (DYNAMIC CONGESTION CONTROL PROTOCOL FOR MOBILE
AND WIRELESS NETWORKS)

4. DCM+ IS AN E2E PROTOCOL, THAT IS DESIGNED TO CONTROL THE DATA RATE IN
WIRED, WIRELESS AND MANETS.



INTRODUCTION (CONT.)

End to end communication [1]

communicalion system

C

Most A as viewed by TCP Noel®
appl. appl.
TCP 5 TCP

(L [
router
nat iface. T net iface.
| net iface. l
net 1 J L net 2

)

e TCP has no knowledge of the underlying
Internet structure
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2. ORIGINS OF TCP DCM+

TCP DCM+ [6] FOLLOWS THE PARADIGM (AIADD) LIKE TCP WESTWOOD+

AIADD : ADDITIVE INCREASE/ ADAPTIVE DECREASE

ADDITIVE INCREASE : LIKE TCP NEWRENO BEHAVIOR IN

SLOW-START (SS) REGION.

ADAPTIVE DECREASE : UNLIKE TCP NEWRENO :

NO DROP TO THE HALF OF CONGESTION WINDOWS (CWND)

NETWORK CONGESTION DETECTED: NEW CWND DEPENDS ON THE AVAILABLE
CHANNEL CAPACITY, ALSO KNOWN AS SLOW-START THRESHOLD (SSTHRESH).

NEW SSTHRESH CALCULATION USING A BANDWIDTH ESTIMATION (BWE)
ALGORITHM.



2. ORIGINS OF TCP DCM+ (CONT.)

TCP NewReno behavior (AIMD)

Additive Increase / Multiplicative Decrease

TCP Congestion Control

Congestion Avoidance (CA):

cwnd
A

- LOS'l' PGCkef %} SS:SIou_Jlstar_t
2l A Addltl‘lu‘ﬂ'l increase
-> retransmission timeout, set cwnd to 1 s i YT

20r

segment and enters SS . 18T Thveshoid=16
1‘;: 3 ACKs
- Unordered arrival of data packets ol 2
-> receiver sends 3 DUPACK packets to ol

Al

1 | 1 1 1 ] 1 |

E—— ] >
]23456?3910111213141516H0und5

sender, set cwnd to new ssthresh and enters SS.

9

Ssthresh,_ = cwnd_ / 2



2. ORIGINS OF TCP DCM+ (CONT,)

* At the discrete time (T, ):

W _: Congestion Window (cwnd),

P

B_ : Estimated BW (BWE),

n

n

New cwnd is inverse proportional to the

measured RITT :
W, «

R :round-trip-time (RTT) at time n

‘3 n ‘3 n+l
ol ]
5 ' >
R R
n ntl
TH T ntl T nt’?
BWE in the network [3]



2. ORIGINS OF TCP DCM+ (CONT.)

e TCP WELCOME [4]
(WIRELESS ENVIRONMENT, LINK LOSSES, CONGESTION MODELS)

PROPOSED (2009) FOR IMPROVING PERFORMANCE OF NETWORKS WITH
DYNAMIC TOPOLOGY.

AlM: CONGESTION CONTROL IN MOBILE ADHOC NETWORKS (MANETS)

* IDEA: RTOq,5 / RTOpew = RTTos / RTTew (RTT T & RTO 1)



2. ORIGINS OF TCP DCM+ (CONT.)

DCM: DYNAMIC CONGESTION MODEL [5]

PROPOSED: MAY 2015 (MSC. THESIS)
R. A. HAMAMREH AND M. BAWATNA.

AIM: ADDRESSES THE WEAKNESS OF TCP WELCOME TO USE CONVENTIONAL TCP
NEWRENO CONGESTION CONTROL TECHNIQUES IN MANETS.

IDEA: USE THE RESULTS OF ROUTE REQUEST (RREQ) TO DETECT CONGESTION AND
DYNAMICALLY SELECT A DIFFERENT PATH, IF AVAILABLE.

DCM REQUIRES THE COOPERATION OF L3 AND L4 IN THE OSI MODEL.



2. ORIGINS OF TCP DCM+ (CONT,)

e DCM EQUATIONS (ALGORITHM):

1- CONGESTION_THRESHOLD = 1.8 * RTT,

2- RTT > CONGESTION_THRESHOLD -->
L3 NOTIFIES L4 TO SELECT ANOTHER PATH WITH LOWER RTT.

3- IF NEW PATH FOUND -> IT IS SET AS THE NEW MAJOR PATH.

4- ESTIMATE THE CHANNEL CAPACITY (BW) TO FIND NEW SSTHRESH ACCORDING TO TCP
WESTWOOD. ALSO, SET NEW CWND.

5- EQUATIONS :

BWE = ACQS:T\I—TSE%\E/ ST SSTHRESH, gy = MAX(2, BWE * STy

SEGSIZE

€ RTNEW CWNDygy = B % mi92 * SSTHRESHyg, ,  WHERE (8 = 0.8)

RTOew = RTOg,p RTT 000 -~




2. ORIGINS OF TCP DCM+ (CONT.)

5- IF NO PATH IS FOUND WITH LOWER RTT :
f RTTpp
CWNDy, + ozx®P %09 ;  CWNDOLD < SSTHRESH
NEW

CWND,,, = +

RTT, e 1 .
(CWNDo, + ™ * Np_-  #CWNDOLD > SSTHRES




2.  ORIGINS OF TCP DCM+ (CONT.) [6]

TCP DCM+ HAS ITS ROOTS IN DIFFERENT APPROACHES, MAINLY TCP
WESTWOOD+, WHICH DELIVERS THE TECHNIQUE FOR BANDWIDTH
ESTIMATION.

J,, TCP Westwood+ ]\

TCP NewReno % TCP Westwood |]/
[ A/ | B TCP DCM+
| | ~

I }/

S

\
[ TCP WELCOME ] 15




2.  ORIGINS OF TCP DCM+ (CONT.) = SACK OPTION

* TCP DCM+ PERFORMS BEST WITH SACK OPTION ENABLED FOR LARGE FILES.

1.4x10°

1.2x10% |

1x10% |

cwnd / bytes

400000

200000 |

O

LARGE FILE

Sending 512 MEBE with and without SACK enabled

800000

600000 |

IJ

150

‘ 1
200
Time / sec

ol

512 MB, no SACK -

512 MB, SACK

|

250 300

350

400



2. ORIGINS OF TCP DCM+ (CONT.) = SACK OPTION

* THE ADVANTAGES NOTICED FOR FILES ARE THE STABILITY AND THE MINIMAL NUMBER

OF CWND DROPS, BUT THE TRANSMISSION TAKES LONGER TIME.

. ARE BEST SENT WITH DCM+ WITHOUT SACK OPTION ENABLES.
MID-SIZED FILE SMALL FILE
Sending 100 MB with and without SACK enabled Sending 10 MB with and without SACK enabled
900000 : : : 180000 : :
100 MB, no SACK —— 10 MB, no SACK
800000 | 100 MB, SACK i 160000 L 10 MB, SACK
700000 | . 140000 |
600000 | - 120000 F
wl w
[ak] @
= 500000 | S, 100000 |
£ L
E 400000 | B 80000 |
5 3
300000 | . 60000 | 1
200000 | . 40000 1
100000 | J 1 20000 as
0 . A ! A o , 0 el . . , . .
0 20 40 60 80 100 120 140 0 20 40 60 80 100 120

Time [ sec Time [ sec
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3. BANDWIDTH ESTIMATION (BWE) 19,

* WESTWOOD:

BWE SAMPLES CALCULATED AFTER EACH ACK

—> OVERESTIMATION > WRONG ESTIMATION.

* WESTWOOD+ : BWE SAMPLES CALCULATED

AFTER EACH RTT.

- MORE ACCURATE

—> REFLECTS THE AVAILABLE CHANNEL CAPACITY.

cwnd
A

ssthresh

adaptive
3DUPACKs window reduction
| Timeout

Proooreogaeceeeey AT I I ey

Jlll I:l..
Pl e




3. BANDWIDTH ESTIMATION (CONT.)

* BWE IN TCP WW+ [7][8]: USING A LOW-PASS FILTER (LP) 1°" ORDER.

ANTI-ALIASING FILTER (AAF) IS USED AS LP FILTER = LIMITING SIGNAL BW.

+ CALCULATION: SSTHRESH = MAX (2, e~ <L MmN

SEG_SIZE

« 3 DUPACKS > CWND = SSTHRESH (SEGMENTS)

* RETRANSMISSION TIMEOUT (RTO) > CWND = 1 (SEGMENT)

)

20



<)

FILTER EQUATION:

BANDWIDTH ESTIMATION (CONT.)

OUTPUT OF AAF ARE B, SAMPLES

B,: ANTI-ALIASING BW SAMPLE

D,. ACKNOWLEDGED DATA

packets

Sender —

H

Anti-
Aliasing
Filter

BW
Estimation

Algorithm

ACKs

by= axby_1+(1—a)xb;

Bk: ESTIMATED BW SAMPLE ; a = FILTER CONSTANT

|

Network

I I I l\ )

packets

ACKs

21
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4. COMPONENTS OF TCP DCM+

RTT,,p

1- RATECA = RTT,

RATECA : CONGESTION RATE

RTT,,n: MINIMUM TIME NEEDED FOR THE TCP TRANSMISSION WITH EMPTY TCP
BUFFER AT THE DESTINATION.

.+ TRANSMISSION DELAY (D)
: PROPAGATION DELAY (Dpp0p)
: PROCESSING DELAY (Dppoc)

: QUEUEING DELAY (D) [RTTM,N =

N

23
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4. COMPONENTS OF TCP DCM+ (CONT.)

rateCA > 1 — TCP buffer decreasing

NOTE: {rateCA <1 - TCP buffer increasing

RATECA > 1 : NO CONGESTION EXPECTED —=> BURST TRANSMISSION

—>ADVANCING ( > LARGE BURSTS )

RATECA < T : GRADUAL INCREASE OF RTT = CONGESTION EXPECTED

—>DANGER ( = MINI BURSTS / CONSTANT TRANSMISSION)

24



Received Data (Bytes)

1.1x108

1x108

9x107

8x107

7x107

6x107

5x107

4x107

3x107

2x107

1x107

4. COMPONENTS OF TCP DCM+ (CONT.) —

Relationship between send/receive as 'Burst Transmission'

T T T T | T | T
"DCMP_ABW 1GTxRX.data"u2:4 ——

Relationship between send/receive as 'Burst Transmission'

7 I I I T T
: 94x10°7 - "DCMP_ABW _1GTxRo Tatr o 2
9.3x107 - e —————————
enlatge
_ T —_———————— .
i}
A
1 = ——
E —
1 3 :
= -
‘@ 9.1x107 E
- _—
i -
o e
- - ------Fﬂ-
=
i 0x107 |
8.9x107 L1 | | | |
8.3x107 8.35x107 8.4x107 8.45x107 8.5x107 25

1x107 2x107 3x107 4x107 5x107 6x107 7x107 8x107 9x107 1x108
Transmitted Data (Bytes)

Transmitted Data (Bytes)




4. COMPONENTS OF TCP DCM+ (CONT.) -
DYNAMIC BEHAVIOR OF DCM+ (CWND IS TRACKING SSTHRESH)

DCM+ RTT for MTU = 1200 bytes, err. rate = 7.5e-3 dynamic behaviour and stability of cwnd size

RTT / msec

0.2 ' ' 1x108
E— I 1
RTT (msec) cwnd —
0.18 - 900000 | ssth -
0.16 7 800000 |- -
0.14 7 700000 (- s
0.12 . g 600000 |- -
0.1 4 =
: 5 500000 - -
=
0.08 - . S 400000 |- N
0.06 - . 300000 g
0.04 - - 200000 + -
0.02 | - 100000 [~ -
D D 1 I i 1 1 14
0 10 20 30 40 50 60 70 10 20 30 40 50 60 70 80 90 100

Time / sec Time / sec



4. COMPONENTS OF TCP DCM+ (CONT.)

RTTpew _ RTOM}

- - E 3
2 [RTONEW RTO, 4 RTT 4 rateCA

* RATECAT =2 RTO !
CLEAR: INCREASING OF RATECA MEANS CONGESTIONS ARE NOT EXPECTED,

—> NO NEED TO WAIT LONGER FOR THE PACKETS.

e RATECA | © RTO T (BECAUSE OF DANGER OF CONGESTION -> WAIT LONGER )

27



COMPONENTS OF TCP DCM+ (CONT.) -

NEW MEMBER FUNCTION IN C++ FOR THE CONGESTION AVOIDANCE

VOID CONGESTIONAVOIDACE (TCP_SOCKET , ACKEDSEGMENTS)

WW AND WW+ DOES NOT HAVE THIS MEMBER FUNCTION IN NS3.

THIS FUNCTION OVERRIDES THE BEHAVIOR OF THE SAME FUNCTION EXISTING IN TCP NEWRENO CLASS.
TCP DCM+ BEHAVIOR WITHIN THE MEMBER FUNCTION:

///" NUMBER OF SEGMENTS ALKED > [ \
{
IFLAST LWND < AVAILABLE CHANNEL CAPALITY
LWND +=7 "RATELA < ADVANCING
ELSF

LWND += 2/ (RATELATCWND) ;< DANGER

2 e
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5. TCP DCM+ ALGORITHM

RATECA = RTT55/RTT

RTONEW S RTTNEW

RTOoLD RTToLDp

CWNDoip + 2 * RATE¢, ; CWND < SSTHRESH
CWNDNEW —

2
CWNDorp + ; CWND > SSTHRESH
oL (RATECA « CWNDoyp )

30



5. TCP DCM+ ALGORITHM (CONT.)

Measuring BURST ratio:

rateCA , = R o

~ RTT .
RTT
rateCA _, = RTTneW data packets from sender
min —¥
Assumption : RTT . remain unchanged.
.‘—
ACKs t d
\ _ rateCA, s to sender
space ratio on the channel teCA
rateAnew Receiver buffer
_ rateCA,y _ RTT,, . RTT .

B I'¢|i'eCA11ew Bl RTTmin RTTneW

S = RTTo,d o Dw]d B old buffer capacity

RTT D, .,  new buffer capacity

new

31



5. TCP DCM+ ALGORITHM [6]

WE SEE THE DIFFERENT PHASES IN THIS ALGORITHM:
NEWRENO, WESTWOOD+ AND THE TIME PARAMETERS RTT AND RTO

Enter SS Phase

Increase ssth & cwnd

according to NewReno

YES
congestion detected?

NO

get BWE
update ssth & cwnd

get BWE

calc. rateCA
calc. ssth & cwnd
set new RTO

YES
update ssth & cwnd
cwnd < ssth ? - according to casel ™

NO

update ssth & cwnd
according to case2

32



5. TCP DCM+ ALGORITHM (CONT.)

ALL THE FOLLOWING PHASES CAN APPEAR DEPENDING ON THE FOLLOWING

PARAMETERS:

ERROR RATE, DATA SIZE, MTU SIZE AND TCP BUFFER SIZE.
TCP DCM+ - Window Dynamics

180

160

* PHASES OF DCM+

&,

140

E

120

1. INITIALIZATION (PROBING) PHASE (IP)

S S,

o
o

. ADVANCING PHASE (AP)

Window Size (Segments)
o
o

e

o
o

NEAR-CHANNEL-CAPACITY PHASE (NCCP)

20

0 50 100 150 200 250

2
3
4. LOSSES PHASE (LP) (OPTIONAL)
5. END PHASE (EP) (OPTIONAL) amision T )

33
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6. SIMULATION RESULTS -

TCP DCM+ CAN ALSO DETECT LOSSES:

o
[=]

1- SPIKES IN RTT PLOT OR
2- RESETTING OF RTO VALUES.
detecting transmission drop; err. rate = 0.01, MTU=1500 oral i ' ' ' ' RTT i
L f _
900000 — T T T g o1l | | LI ]
i cwnd —— | e 0.1z f | A .
700000 | 5 = 0.06 [ .
()] 0.04 - 7
Y 600000 . 0.02 | 5
:‘1 2 0 | | | 1 | | |
@ 500000 + . 0 10 20 30 40 50 60 70
o i | Time / sec
2 4{]Dﬂﬂ{] 1 3 T T T T T T -
= 300000 - . ! e
w 25 )
200000 - } E | \ o
- - o —
100000 | 2 - - —] /
[ S —— [ | LU | | 15k /f fff*”f
10 20 30 40 5 e 70 80 9 100 | r,,ff“” | | | |
TimE‘}l 5ac : 0 10 20 20 40 50 60
Time [ sec 35



6. SIMULATION RESULTS - THROUGHPUT

* THROUGHPUT : DCM+ SHOWS THE THROUGHPUT IN THE RANGE (1E-3 TO 5E-2).

Kbps

1.E-06

=—t—DCM+

—>¢—NR

== BIC

== Ledbat

—d— Hybla

Throughput
\ 10000
S
1000

100

100000

1.E-05 1.E-04 1.E-03 1.E-02 1.E-01 36

Packet error rate



6.  SIMULATION RESULTS — (NAI) ROBUSTNESS
NAI: NORMALIZED ADVANCING INDEX

NAI SHOWS THE ROBUSTNESS OF THE TRANSMISSION

DCM+ HAS THE HIGHEST ROBUSTNESS IN THE RANGE (1E-5 TO 4E-2)

Normalized Advancing Index
1.E+10

1.E+09

1.E+08
—8—DCM+ =—#—NR 1.E+07
1.E+06
—A—BIC —6—ledbat 1.E4+05

1.E+04

(1/sec)

S=ibla 1E+03

1.E+02

1.E+01

1.E-01 1.E+00
T1.E-01

1.E-07 1.E-06 1.E-05

1.E-04 1.E-03

packet error rate 1.E-02



6.  SIMULATION RESULTS — CTT (TRANSMISSION TIME)

CTT: COMPLETE TRANSMISSION TIME

DCM+ SHOWS THE SHORTEST TIME NEEDED FOR THE TCP TRANSMISSION

CTT
7000
6000
== DCM+
== NR 5000
—&—BIC
4000
"
O =t Ledbat
n
ok 3000
—@— Hybla
2000
1000
= I\/ 0
1.E-07 1.E-06 1.E-05 1.E-04 1.E-03 1.E-02 1.E-01 1.E+00

38

Packet error rate -1000



6. SIMULATION RESULTS — PACKET LOSSES

DCM+ HAS EQUAL OR LESS LOSSES THAN OTHER APPROACHES.
TCP BIC SHOWS HIGHEST LOSSES IN THE RANGE (1E-5 TO 1E-3)

Packet Loss Percentage

= DCM+
= NR
== BIC
= Ledbat

——Hybla

(%)

1.E-07

1.E-06

1.E-05

1.E-04

packet error rate

1.E-03

1.E-02

1.E-01



6.  SIMULATION RESULTS — AVG. E2E DELAY

DCM+ SHOWS THE LOWEST DELAY, WHILE BIC SHOWS THE HIGHEST DELAY.

Avg. E2E Delay

135

125

115

105

95

85

( msec)

75

65

55

35
1.E-06 1.E-05 1.E-04 1.E-03 1.E-02 1.E-01

Packet error rate



CWND / Bytes

CWND / Bytes

CWND / Bytes

800000
700000
600000
500000
400000
300000
200000
100000

0

700000

600000

500000

400000

300000

200000

100000

0

120000

100000

80000

60000

40000

20000

SIMULATION RESULTS —

THE SIZE OF RECEIVER BUFFER AFFECTS THE TRANSMISSION TIME,
ROBUSTNESS AND THE DROPS OF WINDOW SIZE.

| | I |
4 MB TCP Bffer:4M
| |
20 40 60 a0 100 120
Time [ sec
| | | | |
TCP Bffer:512K ——
512 KB
| | |
20 40 60 80 100 120
Time [ sec
I I T I
TCP Bffer:64K ——
64 KB 4

50

100 150

Time [ sec

200 250

CWND [ Bytes

CWND / Bytes

CWND / Bytes

800000
700000
600000
500000
400000
300000
200000
100000

0

350000

300000 |

250000

200000

150000

100000

50000

0

2 MB

I
TCP Bffer:2Mm

20

| M/
40 60 80 1

Time [ sec

00

256 KB

| I
TCP Bffer:256K ———

20 40

60

80

Time [ sec

45000

40000 |

35000
30000
25000
20000
15000
10000

5000

Time [ sec

400

CWND / Bytes

CWND / Bytes

CWND / Bytes

700000

600000 | 1 MB
500000 |-
400000 |
300000 |-
200000 |

100000 |-

0

I
TCP Bffer:1M

40

200000

60

Time [ sec

80 100

180000 |-
160000 |-
140000 |-
120000 [
100000 |
80000 |
60000
40000
20000

0

128 KB

| | |
TCP Bffer:128K

40 60

16 KB

80 100

Time [ sec

120

25000

20000

15000

10000

5000

rmw
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6. SIMULATION RESULTS —

TCP DCM+ TRANSMISSION ROBUSTNESS AS A FUNCTION OF RECEIVER
BUFFER

Robustness (NAI)

250

196.91

200

47.37 147.37
150

1/sec

100

50

13177

16 64 256 1024 4096 16384

buffer size (KB) o



6. SIMULATION RESULTS -

TCP DCM+ WITH TCP BUFFER SIZE = 1 MB REACHES ENOUGH LOW CTT.

Complete Transmission Time versus Buffer Size
900

800780

700

o
o
o

CTT (seconds)
3

115 110

110

— —e

16384 65536 262144 1048576

TCP Buffer Size (Bytes)

-9

4194304
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6. SIMULATION RESULTS -

DCM+ THROUGHPUT AS A FUNCTION OF RECEIVER BUFFER SIZE

Throughput

16.5717

13.1337

10.9315

0 1.41575
16 32 64 128 256 512 1024 2048 4096 8192

TCP Buffer Size (KB)

13.1337

16384
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6. SIMULATION RESULTS -

DCM+ LOSSES AS A FUNCTION OF RECEIVER BUFFER SIZE

Packet Losses

3000
2500 2322 2327
2000
75}
N
<}
5
& 1500
[~
1000
500
128 256 512 1024 2048 4096 8192 16384
TCP Buffer Size (KB)

64



6.

SIMULATION RESULTS —

SEGMENT SIZE OPTIMIZATION BEFORE THE TRANSMISSION CAN IMPROVE THE
PERFORMANCE OF TCP DCM+

TO0000

800000

500000

CWHND of DCM+ for diff. error rates

I I I

cwnd: ermr. rate = 1e-3
ssth: arr, rate = 1e-3

cwnd: ermr. rate = 1e-2
ssth: ermr. rate = 1e-2

&0 a0 100

120

CWMND/Bytes

1.2=10°

1%10%

800000

8600000

400000

200000

CWND of DCM+ for diff. MTU sizes

T

-

1

T T
MTLU = 1500
MTU = 1200

MTU = 800

MTLU = 600

- 'ﬂ;—ﬂ—'fff i

20

40

)

g
Time/sac

80 100



6. SIMULATION RESULTS —

MAXIMUM THROUGHPUT OF TCP DCM+ IS GUARANTEED FOR DESTINATION BW > BOTTLENECK
BW. (HERE: DESTINATION BW = 1 GBPS).

Throughput of Transmission

4.48865
45 4.32254

: ! 418666
! 4.05888 ®
4 :
1
:
1

3.4240

| 1 Gbps

0.171483

5.E-01 5.E+00 5.E+01 5.E+02 5.E+03 5.E+04

Bottleneck Bandwidth (Mbps)
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6.

SIMULATION RESULTS —

MAXIMUM THROUGHPUT OF TCP DCM+ IS GUARANTEED FOR DESTINATION BW
= BOTTLENECK BW. (HERE: BOTTLENECK BW = 100 MBPS).

( Mbps )

Throughput

7.14204

7.00971

7.51129

4.32254

0.171655

1.E+00 1.E+01 1.E+02 1.E+03 1.E+04 1.E+05

Access Bandwidth of Destination (Mbps)
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