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Valentin Plenk, Institute of Information Systems at Hof
University, Germany

 Bio: Prof. Dr.-Ing. Valentin Plenk received diploma in electrical engineering from Technical
University of Munich. In 1996 he passed his doctorate in the department of mechanical
engineering of the Technical University of Munich in the field of surface roughness
measurements. Since October 2000 Valentin Plenk teaches control engineering as a full
professor at Hof University. After various small research projects he was elected dean of
the department of engineering and managed the department from 2003 to 2007 and
2009 to 2015. In his second term he headed the reorganization process that integrated
the former textile department into the department of engineering. Since January 2016
he leads the research team for Cyber-Physical Systems at Hof University’s Institute of
Information Systems (iisys). Since January 2016 he is the scientific head of the Institute of
Information Systems (iisys).

* Title: Stories from Digital Mobility Systems / User Assistance Systems / Citizen Science



Eugen Borcoci, University POLITEHNICA Bucharest, Romania

* Bio: He is a professor at University ,,Politehnica” of Bucharest (UPB), Electronics,
Telecommunications and Information Technology Faculty. His expertise, teaching
activities and research have been oriented to specific domains of
telecommunications and computer networks architectures, protocols,
technologies and services. His current research interest is on new technologies
like Software Defined Networking (SDN), Network function virtualization (NFV),
Fog/edge computing, 4G/5G slicing, vehicular communications. He has published
5 books, 4 textbooks and over 170 scientific or technical papers and scientific
reports. He has been UPB team leader in many European research projects.

 Title: New services and use-case perspectives in the context of the 5G
technology".



Maryam Rezaeian, University of Gloucestershire, UK

* Bio: She is a committed IT specialist and researcher with experience at researching and teaching in UK
academic institutions. Her qualifications include a PhD in Computing with IT Management and a MA in
Computing with IT Management from the University of Gloucestershire. Her PhD focuses on Enterprise
Resource Planning (ERP) using implementation models at small and medium enterprises (SMEs). The
research reviewed existing implementation methods and main dimension of change (people, process,
technology) to propose a new implementation model for SMEs to ERP vendors.

Her primary research interest is in the area of Management and Information Systems
implementation and development in small and medium sized businesses in the developing world. Her
research has always been the use of information systems to manage and support business operations. Her
future research is to build on the foundation of her PhD and to investigate information management,
computing for business, big data analytics, information systems implementation, particularly in developing
worlds to support business operation in Manufacturing SMEs. She also uses theoretical analysis that allows
exploration of design parameters across wider ranges and in isolation, and helps to understand the impact of
each parameter on the observed behaviour of the system.

* Title: Cyber security and computer viruses: implications for the IT Service Desk



Nitin Agarwal

e Bio: He is the Jerry L. Maulden-Entergy Endowed Chair and Distinguished Professor of Information Science at
the University of Arkansas at Little Rock and the Director of the Collaboratorium for Social Media and Online
Behavioral Studies (COSMOS). He researches cyber information campaigns, social computing, deviant
behavior modeling, group dynamics, social-cyber forensics, data mining, and privacy. He has published 8
books and over 150 articles in top-tier peer-reviewed forums with several best paper awards and
nominations. His research is supported by grants from the National Science Foundation (NSF), Office of
Naval Research (ONR), Army Research Office (ARO), Defense Advanced Research Projects Agency (DARPA),
Air Force Research Laboratory (AFRL), Department of State (DOS), North Atlantic Treaty Organization (NATO),
and a priority partnership with the Department of Homeland Security’s (DHS) Center of Excellence for
Criminal Investigations and Network Analysis (CINA). He is IARIA fellow. Visit http://ualr.edu/nxagarwal/ for

more details.

 Title: Disinformation in Cyber Environments



Panel Outcomes

* Digital services have led to several innovative applications (Uber, Air
BNB, etc.) that are of commercial impact, support citizen
participation, and contribute to social good.

* However, security and privacy concerns persist

* To address these concerns, panel concurred there is a need for better
education and awareness, stringent policies or regulations, and

accountability.
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;8 New services and use-case perspectives in the (i“g}
context of the 5G technology

" The 5G (fifth generation) networks, in E2E architectures

Driving forces for 5G - need of enhanced and new services for
loT, smart cities, industry, governance, loV/automotive,
safety/emergency, entertainment, environment, etc.

5G- technology — aiming to
= provide a large set of services for different categories of

tenants/users
= offer flexibility, high capacity/bandwidth, low response time,

admit large number of terminals, energy saving, etc.

5G- high interest from : user communities, operators/ providers/
manufacturers, academia, and standardization/fora organizations
= 3GPP, 5GPP, ETSI, ITU-T, GSMA, ONF, NGNM, IETF, IEEE,

etc.

Softnet 2018, Nice, 14-18 October 2018
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2an - New services and use-case perspectives in the @{Q
context of the 5G technology

" Three views/sets-of-requirements for 5G

user-centric (uninterrupted connectivity and
communication services, smooth consumer experience Iin
various contexts)

service-provider-centric (connected intelligent systems, multi-
tenant, multi-domain capabilities, large area of 10T services,
critical monitoring/tracking services)

network-operator-centric (scalable, energy-efficient, low-cost,
efficiently managed, programmable, and secure -
communication infrastructure)

Softnet 2018, Nice, 14-18 October 2018
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.~ New services and use-case perspectives in the i' .....
context of the 5G technology

" Network slicing — important 5G concept : resource sharing (with logical
isolation ) among multiple tenants/users or network operators in a multi-

domain context

Each slice can be customised for a given set of services with flexible
set of Q0S/QoE guarantees for users

On demand, concurrent deployment of multiple E2E logical, self-
contained and independent shared or partitioned networks on a
common infrastructure platform

E2E concept : covers all network segments : radio, wire access, core,
transport and edge networks.

Softnet 2018, Nice, 14-18 October 2018
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2an - New services and use-case perspectives in the @{Q
context of the 5G technology

" Network slicing —in cyber environments
" Isolation - requirement for parallel slices running on a shared underlying
substrate
" Isolation aspects:
Performance:
= each slice is defined to meet particular service regs. (KPIs)
= service-specific performance reqgs. should be always met on each
slice, regardless of the congestion and performance levels of other
slices.

Security and privacy:
= Attacks/faults in one slice must not have an impact on other
slices
= mgmt issues: each slice must have independent security functions
* to prevent unauthorized entities to have r/w access to slice-specific
configuration/management/accounting information
* to record any of access attempts, whether authorized or not

Softnet 2018, Nice, 14-18 October 2018
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=4 New services and use-case perspectives in the Q‘:‘}
context of the 5G technology

" 5G slicing example- different slices are dedicated to a set of servcices

access access - Cloud

=
((( ))) WIMAX \@)26/36/46/56 Satelliite xDSL/Cable B Access node , /f\ Edge =) core
access ' Transport/Aggregation node | 3_, ;1 Cloud

access
-~ Core node

Source: J. Ordonez-Lucena, P. Ameigeiras, D. Lopez, J.J. Ramos-Munoz, J. Lorca, J. Folgueira, Network
“Slicing for 5G with SDN/NFV: Concepts, Architectures and Challenges”,
IEEE Communications Magazine, 2017, Citation information: DOI 10.1109/MCOM.2017.1600935

Softnet 2018, Nice, 14-18 October 2018
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AA New services and use-case perspectives in the i-*-*)
context of the 5G technology -

Categories of 5G fundamental scenarios
Massive machine type communication (mMTC)
Ultra reliability low latency communication (URLLC)
Enhanced mobile broadband (eMBB)

different requirements on 5G: functional (e.g. priority, charging, policies,
security, and mobility) and performance (e.g. latency, mobility, availability,
reliability and data rates) --> dedicated slices can be constructed

Characteristics
Availability Regular Very High Regular (baseline)
E2E latency Not highly sensitive Extremely sensitive Not highly sensitive
Throughput type Low Low/med/high Medium
Frequency of Xfers Low High High
Density High Medium High
Network coverage Full Localized Full

Source: End to End Network Slicing — White paper 3 Outlook 21, Wireless World , Nov 2017

Softnet 2018, Nice, 14-18 October 2018
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xi‘ﬁh New services and use-case perspectives in the
context of the 5G technology

Use-cases family and category per 3GPP and NGMN

Pervasive video
Operator cloud services
Dense urban society

— Broadband access in dense area —

Broadband access
in dense area

Smart office
Realtime video campus

{ Indoor ultr-high broadband access ]—l

=

Ultra-low cost broadband access

-I for low ARPU area H

— Mobile broadband in vehicles ]—|

- H

b

HD videalphoto sharing in stadiumiopen-air
gathering

Broadband access in crowd

S50+ Mbps everywhere 50 Mbps sverywhers

Eroadband access
everywhere

ultra-low cost networks

High speed
Mowing hot spots
Remoie computing

High user mobility

T — S T

Airplanes connectivity 30 Connectivity: Aircrafts

X = = smart wearable (clathes]
2 [Hassme Internet Massive low-costllong-rangellow- Sensor ne'lm[lcs.l:- )
i .
E. Thlngs | power MTC Broadband MTC Mobile vides survedllance
= Eﬂ’:’:m;ﬁ:ﬂl l‘"Ir11e _— Ultra-low latency el Tactile internet |
w ation | . —
=] Ultra-high reliability & Ultra low eIl trafe Conrolidriving
ﬁ Ultra-reliable L latency Remote object manipulation - Remate surgery
& Communication eHealth
Ultra-high availability and reliakility Public safety
Lifeline 3D connectivity: Drones
Communication |-| Resilience and traffic surge  —] Natural disaster |
Broadcast like - ] I Hews and information
service _[ Broadcast like services Broadcast-like services, local regional, nntlonnl]
Service integration 3GPP Service migration ]—[ IMS, location services, public warming ]
and migration Content oriented services ICH, CCN |

| Lightweight
. Communication

Active devices
0T device configuration

Configuration information & ]
initialization

Multi-RAT

Multi-connection

)

User connected with different devices [waiches,

Satellite commumnication

Source: MGMN 5G WHITE PAPER,

—[ Diversified connectivity and ac-:ess'—[I[
NGMN Alliance, white paper,

glasses, smartphones, etc.)

https://www.ngmn.org/uploads/media/NGMN_5G_White Paper_V1_0.pdf, Feb. 2015.

Softnet 2018, Nice, 14-18 October 2018



inria New services and use-case perspectives in the ~—
context of the 5G technology

" Verticals and Use cases
" Augmented Reality (AR)/ Virtual Reality (VR)
Strong-Interactive VR: Audio-visual interaction
Strong-Interactive VR: Low-delay speech and video coding
Strong-Interactive AR: Use Cases
" Automotive (CV2X)
Infotainment
Telematics
Road Safety and Efficiency:
= road warning, information sharing
Advanced Driving Service
= Cooperative driving
= Platooning
= Tele-operation
" Energy
= Smart-grids, Micro-grids
= Smart meters and aggregator gateways
= Electricity traffic scheduling

Softnet 2018, Nice, 14-18 October 2018
Slide 9



mria New services and use-case perspectives in the _3}3
Lz, ,
context of the 5G technology

" Verticals and Use cases (cont’d)
" Healthcare
Hospitals, Rehabs and care homes
Health and wellness monitoring
Remote healthcare, Remote surgery
" Industry 4.0, Manufacturing
Augmented reality, Control-to-control (C2C)
Motion control, Mobile robots and mobile platforms
Mobile Control Panels with Safety Functions, Closed-loop control
Process monitoring, Plant asset management
" Internet of Things for Low Power Wide Area Applications
Asset Tracking and monitoring, Waste management, Smart parking, Smart
manhole, Water metering, Gas Metering
" Public Safety
Mission critical : Push-To-Talk, data, video, loT
= Smart Cities
Intelligent lighting
Public safety
Emergency service management

Softnet 2018, Nice, 14-18 October 2018
Slide 10



2an - New services and use-case perspectives in the @{Q
context of the 5G technology

Conclusions

= 5G and slicing technology offer a large range of digital
services in multi-tenant, multi-domain and E2E context

= Still many R&D open issues related to
* business models, architecture, services creation and
management, network management and control, security,
virtualisation techniques, implementation and deployment,
etc.

=  Estimations exist - that commercial 5G-based networks will be
available after 2020....

= Thank you !

Softnet 2018, Nice, 14-18 October 2018
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Cyber security and
computer viruses:
implications for the IT
Service Desk

Martin Wynn and Maryam Rezaeian

University of Gloucestershire



Information security in IT services

» Information Security is a critical part of how we run the
Infrastructure

» No industry segment is immune to cyber-attacks and the public
sector tops the list for targeted security incidents (Benson,
2017). Institutions should consider important structural and
resource-related issues before establishing such a competition.

» Critical infrastructures increasingly rely on information systems
and on the Internet to provide connectivity between
systems. Maintaining and protecting these systems requires an
education in information warfare that doesn't merely theorize
and describe such concepts

Most organizations’ IT help desk serves as a clearinghouse of
information about internal and external activities, as well as
usage of technology. As such, it can be a logical first line of
defence against hackers and other criminals.



| ssues/dangers

» User Account Policy (there are staff accounts that
are still alive)

» Privileged Access (Admin rights)

» Managing the security Configuration (such as
password, unnecessary software)

» Security update (windows update on users
machine)

» System Administrators
» Mobile devices and IPad and users devices



Potential solutions/Challenges

» Secure the internet connection (use the firewall to
secure the internet connection)

» Secure University’s devices and software (choose the
most secure settings for your devices and software)

» Control access to the university data and services
(control who has access to our data and services)

» Protect from viruses and other malware (protect
ourselves from Viruses and other malware)

» Keep the university devices and software up to date



The Institute of Information Science at Hof University
Digital Mobility Systems / User Assistance Systems / Citizen Science

valentin.plenk@iisys.de
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Anfall meld

Meldungen

Kalender

Statistik

Projekt

Profil

Logout

Zeit und Ort
Beginn: 07:40
Ende: 10:00
Ort: - . :
Medikation

Medikation: O j¢

Andere id
MaRnahmen: O ]

Schmerzdaten

Intensitat:

Zeit und Ort

Beginn:

Ende:

Ort:

Medikation
Medikation:

Medikamente:

Besserung durch
Medikamente:

Andere MaRnahmen:

07:00 08.10.2015

13:00 09.10.2015

g 95028 Hof

© ja 2 nein

Triptan

[7] Ibuprofen

] Ass

[7) Paracetamol

[”] Kombinationspraparat
[C] Metamizol

[7) Tramadol oder Tilidin
[ prefferminzol

[”] sonstiges

Jja

) nein
© wenig
© ja O nein
Pause und Hinlegen
[T Kiihlen

[0 Kaffee
[”] sonstiges

Schmerzdaten

Intensitat

Schmerzort:

Schmerzart:

Wo begann der

Schmerz:

Begleiterscheinung:
(Ubelkeit etc.)

Behinderung von
Aktivitaten:

Anzahl ausgefallener
Arbeitstage:

0123456728291

Starke Schmerzen, die hartnackig,
stechend und fur den Patienten sehr
erschopfend sein konnen

links v

pulsierend / pochend / kiopfend ™

am Kopf v

© ja 2 nein

¥ Ubelkeit

[ Erbrechen

[T Lichtempfindlichkeit
Larmempfindlichkeit

[7] Geruchsempfindlichkeit
[7] Riickzugs-/Ruhebedirfnis
[7] Bewegungsdrang

[7] schwindel

[7] sonstiges
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Nahrungs- / Genussmittel

e Alkohol

e Geschmacksverstarker

e Histamin-haltige Nahrungsmittel
e Kaffee / Koffein

e Mangelerndhrung

(z.B. Magnesiummangel)
e Wassermangel

Medikamente ~
Hypothesen fur

e Haufige Einnahme von Triptanen

Umwelteinfliisse

e Feinstaub

e Fohnwinde

e Vollmond

e (extreme) Wetterbedingungen
e Wetterumschwiinge
Aktivitaten

e Autofahrten
e extreme korperliche

. Triggerfaktoren

Korper & Psyche T

e Hormonstoffwechsel

e Menstruation

e Muskelverspannungen /
Blockaden

e Psychische Faktoren

e Reize mit Lokalisation Nase

e Reizuberflutung

e Schlafmangel / Schlafmuster

e Stress

o Ubersiuerter Magen

e Unglucklichsein

e Wechsel zwischen Anspannung
und Entspannung

\ Anstrengungen
Kombinationen
e viel / wenig Nahrung +
Wetterumschwung

e Kombination von
Nahrungsmitteln

e Schlaf in Uberheizten Rdumen +
bestimmtes Nahrungsmittel oder
Wetterumschwung

e Eisenmangel + korperliche
Anstrengung

10
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= Motion profiles are

Digital Mobility = incomplete

" imprecise

= dependent on many
constraints
= Motion profiles as such do not

provide sufficient explanations for Arbeiten
movements!

= Model based predictio
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Phone
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Deception, Disinformation, Digital
Services in Cyber Environments

Nitin Agarwal (nxagarwal@ualr.edu)
Maulden-Entergy Endowed Chair and Distinguished Professor
Collaboratorium for Social Media and Online Behavioral Studies (COSMOS)
University of Arkansas — Little Rock
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NATO To Send Troops To Protect ISIS From Russia

Posted by EU Times on Oct 9th, 2015 // 33 Comment ts

ANTINATO ot 0 g
i |
fome Vdoon Pt Crants Dicussion ato-Kriegspropaganda fliegt aufl Syrische
—_— Fliichtlinge packen aus!
«  Uploads Date added (cewest) ~  Gid ~

nda fliegt auf! Syrische Fliichtiinge packeaig@®, »
Chanifb!

" JAN VAN HELSING

WHISTLE

ATO  NATOTo
ISIS From

ponse to a dlaim by Turkey a Russian warplane
violated its airspace last week

A YouTube channel with several A blog using YouTube video to A blog using YouTube video to ,
Anti-NATO propaganda videos. spread anti-NATO propaganda spread anti-NATO propaganda by QK@MQN
The channel is called, “ANTI suggesting NATO’s troops suggesting NATO is waging war g
NATO”. obstructing Russian operations in against Syrian refugees.

Syria thereby helping ISIS.

ae U widEY % CEDE

reddit
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* Whatis Cyber Forensics?
O Itis the science of collecting, analyzing, and reporting of evidence in a legal way. These
evidences can be used to detect or prevent a crime or a dispute where evidences are
stored digitally.

* What do we mean by Social Cyber Forensics?

O Itis abranch of "Cyber Forensics" and defined as the process of investigating the
relationships between "entities" (single actors, groups, organizations, nation-states, etc.)
and revealing the digital connections among them in social media space by
extracting/collecting metadata associated with their social media accounts, e.g.,

affiliations of the user, geolocation, IP address.
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‘Towards a Renewed Imperialist Intervention in Libya? Anti-
NATO Forces Retake Areas in Southern Libya

S5 Fo sty s s i 201 AATO prs — sty hom e US,
Fren St et Cots — cuid o P bt oo L

i i) 0
e sty Sy 4 25
.
pemetdlmatit
-
ettt
"
s

DJS @DJSiri - 1 Feb 2014 v

Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces
Retake Areas in Southern Libya shar.es/Q3nCy @ayashbn7

Q (o] Q1

Anonymous @OpPinkPower - 31 Jan 2014 v

Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces
Retake Areas in Southern Libya globalresearch.ca/anti-nato-forc.

9} 02 Q

Quociente Cultural® @GloriaSacer - 31 Jan 2014 v

Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces
Retake Areas in Southern Libya | @scoopit sco.lt/57VGAT

Q T Q1

L

Towards a Renewed
Imperialist Intervention
in Libya? Anti-NATO
Forces Retake Areas in
Southern Libya

Anti-NATO forces retake areas
in southern Libya

NATO planes —pariculry from
e U, France Brkain and Canad

g b W e

1+ Donate to WORKERS.ORG

Musmmae Gadati
Afee eting the U ecurty

imposingan arms embargo on Libys
and then anothr ahottag o
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STOP THE WAR IN LIBYA. WE DEMAND IT 1t Like Page
via Libyan broken heart

February 1,2014 - @

For nearly seven months in 2011, NATO planes — particularly from the
U.S., France, Britain and Canada — carried out a massive bombing
campaign in Libya intended to overthrow the goverment of Muammar
Gaddafi

After getting the U.N. Security Council to pass a resolution imposing an
arms embargo on Libya and then another authorizing a so-called “no-fly
zone in which only their planes could fly, the imperialists succeeded in
having Gaddafi captured and brutally killed, opening the way for the
establishment of a new regime that would further their interests in that oil-
ich North African country.

Now, just two and a half years later, this puppet government i losing
ground in southern and western Libya to pro-Gaddafi forces,

Towards a Renewed Imperialist
Intervention in Libya? Anti-NATO
Forces Retake Areas in Southern
Libya
f ¢ For nearly seven months in 2011, NATO planes —. 4
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Alex Jones @
June 22,2015 at 11:43am - @

US push to defeat separatists in #Ukraine.
http:/iwww.infowars.com/ us-will-provide-wea. .. See more

US Will Provi
Attack Ukrai

wwwinfowars.com

Qs 12

le Weapons for NATO Commandos to
in Separatists » Alex Jones’

Global Research (Centre for Research on Globalization)
June 23, 2015 at 2:30pm - @

The Pentagon has yet to reveal the number of troops
that wil participate in the battle against...See more

US Will Provide Weapons For NATO Commandos to N

® ©

@ ©

Agarwal, Nitin

Saved from -
. Alox Jones - Infowars Visit

Torusa Farms saved to WAKE UP AMERICAII
» US Will Provide Weapons for NATO Commandos to Attack Ukrainian
Separatists Alex Jones' Infowars: There's a war on for your mind!

Comments

QoobaResearh  E=—m
N ——|

Unris Spusis

= “US will provide weapons
== to NATO Commandos to
attack Ukrainian
L separatists.”

US Will Provide Weap
Separatists dlrit/EHpuLO

Q u Q

New Right Media @ NewRightMedia 22 Jun 2015 v
US Will Provide ini
Separatists il t/5Hq049 Infowars #News

o = v

The World Crisis ©CrisisDigest - 22 Jun 2015 v
US Wil Provi ini

P
Separatists goo.ol/fb/3EA83
© u Q
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Cyber Forensic Analysis -
Blogs

Case Study 1
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Cyber forensic analysis helps
extracting metadata, such as,

* Web traffic tracker codes (Google
Analytics IDs)

* Email addresses
* |P address
» Contact details e.g., phone number

* Names under which the domain is
registered

» Other digital presence e.g., Twitter
handles, YouTube links, Facebook
profile, other blogs, etc.

* Upcoming book on Social Cyber Forensics, Al-Khateeb & Agarwal (2018). Springer Briefs

Agarwal, Nitin IARIA SoftNet 2018, Nice, France 7
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Maikel Nabil Sanad

@maikelnabil

Liberal and Atheist Blogger, Peace
Activist, Founder of @NoMilService
¢ Washington, DC

& maikelnabil.com

(® Joined July 2008

Tweets

ﬂ& Conscientious objectors from #Turkey
#Greece #ltaly #Cyprus #l|srael #Egypt
Gt publish joint statement:
& wri-rg org
& Sanea ap 201

world winout war. Ve are a global
antmiltarist network. with eignty
member organisations in over forty

Agarwal, Nitin

Tweets & replies  Photos & videos New to Twitter?

facebook.com/warresistersin
@MuratKanatli

w War Resisters’ I Tes:
HIBN nicemme sooro ol pais: Simgapur wi g orglosinode/26174 La objocion

@warresistant

COSMOS

@nomilservice

9

F d f TWEETS  FOLLOWING  FOLLOWERS  FAVORITES

ounaer o 1,511 8 458 52
oY) Sl Y —_—

Tweets  Tweets & replies Photos & videos

oY) Akl Y

@NoMilService

[ PERC e —
TWEETS FOLLOWING FOLLOWERS FAVORITES | pmalia Aakiie B giec chiall diaalie Apadhe 3S e ‘War Resisters' Int'l Cwarresistersint - Sep 6
8,552 326 18.9K 13 £x = Follow 15.cOmM/No.Military.Se.... NO 10 sl wi sl ﬂ Peace communities in #Colombia are a collective
” Compulsory Military Service movement. taking sides, refusing all violence. #COsymposiurr
A section of GWarResistersint N g
. R V Egypt s
Tweets Tweets & replies Photos & videos & nomilservice.com wstunl 3ia3l ¥ retweeted

=
© Joined April 2012 ﬂ@ War Resisters' Int'l ©warresistersint - Sep 6

Germany executed more than 10,000 deserters in

2 Maikel Nabil Sanad retweeted

#COsymposium @VicdaniRetDER
@ NoMilService bVl 33llY - oh

3

Support Conscientious Objection Movementsl... fb.me/6Q13YRVEE

1 View summary

Maikel Nabil Sanad “ maikelnabil - 10h
g “Police and army officers who abused Founder of

people were not put on trial. | was put on

D

= Contact s | [ sk Like | [ % Messege | <ev
BB e e e
About No for Mitkary Service e ey Aam
o =r ADEX
=22 A% A =
rca=rar= odE|2L | Pagento PAGE INFO

s srs e Fotow D Founded in 2009
445 1 2

Egypt

affiliated to

ASasall Ansstl Ao 3 ApySal) Saslio Ausdlos AS,>
www.nomilservice.com asb=y1

An pacifist gains
military service, afmiliated to War Resisters’ International

22401 See More

il nanse sam 15 ] olasiall pansS 3 IV] elei]

Sl sl Jsd S sl 3 S olm VI

Abolishing humiliating and breakin See More
p//WWw.nomiservice.com/

htips /fwitter.com/NoMilService
youtube.
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Luchafjordifaunque

Sabremos que nuestro prograda de desinformaci6n se ha completado
30 todo ], Jreiaea i

Cu

falso. William Casey, director de la CIA 1981

jueves, 3 de septiembre de 2015

Llamamiento Internacional a la accion contra las maniobras de y
la OTAN «Trident Juncture 2015» v
[ Etiquetas: antimilitar, Convocatoria Internacional, OTAN, sicarios del estado Publicado por Pablo

Heraklien 22:16

La tarcoteca se suma al llamamiento internacional que desde las distintas c = "
ampaiia Anti OTAN

organizaciones antimilitares del estado espafiol e hace para manifestarse en
contra de las maniobras militares organizadas por los jéreitos dela OTAN en  Particina Gontra las Maniobras
Octubre y Noviembre de 2015. “Trident Juncture" 2015

A parte de lo icho destacar dos hechos capitales que no queremos que pasen 5

Agarwal, Nitin

Blog in Spanish

Blogger’s Google Plus Profile

Pablo Heraklio

Same Blog in English

COSMOS

TARCOTECA counterinfo

Join the Resistance, contact your local groups! tarcoteca@riseup.net

Spain: International Call to Action against "Juncture
Trident 2015" NATO maneuvers

en 17:07 Published by Pablo Heraklio

Tarcoteca adds to the international appeal Alltl "n'n camnalnu

from the various Spanish state anti-military

People

3.

Have them in circles

Basic Infor

Gender  Dechin

organizations to demonstrate against the Join against “Trident Junction”
military exercises organized by NATO armies 2015 Maneuvers

in October and November 2015. m
Anart fram tha fante hinhlinht halou: thars arm D .

rmation
e 1o State

IARIA SoftNet 2018, Nice,.Erance
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Automated Blog farms or b/og bots observed

=

o= e I e kinobot.ru

i

® Blogs mentioning Ukraine’s recent political o l
events (January 2018 onwards). UA-55552418-*

® Fabricate perception of a virtual crowd.

e B

0058.ru O2chess.ru O0i.ru 05icqg.ru
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Meta Network

y / Y \ uzsmaid
L\E\}V\Z& s —:7

* The above figure is a network of blogsites and shared hyperlinks. « The above figure is a network of blogs based on

* The network contains 21 blogs (red nodes) and 2,321 hyperlinks commonly shared hyperlinks.
(blue nodes). « The network is fully connected, i.e., a clique,

* Size of a node is proportional to the number of hyperlinks (i.e., where every blog is connected with every other
out-degree centrality). blog.

* Edge thickness is proportional to the number of times a blogsite « This depicts massively coordinated information
has a hyperlink. campaign

Agarwal, Nitin IARIA SoftNet 2018, Nice, France 12
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Homepage | Wed May 18, 2016 11:12am EOT Relaed: TECH, CYBERSECURITY Really? 'Russia destroys Swedish TV mast ... over Eurovision loss’
s a b ot a g e of te leco m S m a sts re i g n ite Swed is h Sec u rity Danielle Ryan is an Irish freelance journalist and media analyst. She has lived in the US and Germany and is currently based in
g ' Moscow. She previously worked as a digital desk reporter for the Sunday Business Post in Dublin. She studied political
fe a rs reporting at the Washington Center for Politics & Journalism in Washington, DC and also has a degree in business and
German. She focuses on US foreign policy, US-Russia relations and media bias.

STOCKHOLM | BY MARTIN LINDSTAM

Published time: 21 May, 2016 14:15

o o ° ° @ 9 Edited time: 21 May, 2016 15:34 Get short URL
PHOTOS OF THE WEEK

Deloitte.

‘The broken top of a 300-metre high telecom mast is seen outside Boras, Sweden, May 17,2016. TT @ 4014 ©
News Agency/Adam Ihse Nia
REUTERS

The broken top of a 300-metre high telecom mast is seen outside Boras, Sweden © Adam lhse / Reuters

RT.com article mocking the Reuters article. Published: 21

Reuters article on the destruction of Swedish TV mast.
May 2016. Last accessed: 03 June 2016.

Published: 18 May 18 2016. Last accessed: 03 June 2016.
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Qams
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QO artes pswans
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O russiashon

QO ricnaeiessier

Qcavd_byeriov

Qrioremeurcpss

QOpsérson

Oprssaizer
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Opseoss 1022

O foromnensront

V4
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amel[eryanj

Orerdisgrames

Oprivder__news

QrdyGarciass

COSMOS

] Y

HOPE Phil De Carolis

Skye

To Twitter Affiliation [Who said this]

To Twitter Affiliation [Who said this]

To Twitter Affiliation said this]

Kattis

oty Karim Bihi
ToSentimentalchermyAPIEnglis hOnly
To Twitie? To Twitter Affilition [Who said this]
TraveL
NEws To Twitter Affliation [Who said this]
aw To Twitter Affilation Who sald this] J
Really? ‘Russia destroys Swedish TV mast ... over Eurovision loss’

@fonseca_pinto

News Now Travel
To Twitter Affiliation [Who said this]

To Twitter Affiliation [Who said this]

To Twitter AffiNation [Who said this]

Ukrayan OK
To Twitter Affiliation [Who said this]

To Twitter Affiliation WRSRSHA FARY

@ g Michael Hessler

TeamTrumpRussia 2
cheryl shepley
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Cyber Forensic Analysis —
YouTube (vlogs)

Case Study 2
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Propaganda on

® Total number of videos: 2,449
® Total number of views: 4,743,103
® Number of subscribers: 24,830

® Most videos posted in last week, yet received over
1,000,000 views in total.

® Related channels - RT, Russia Insight

® Collected 15,401 comments from 788 videos (data collection
currently ongoing)

COSMOS

FOOlL. ELCOWF
@ FOLLOW THE MONEY
f'?:,;' 24,830 subscribers

HOME VIDEOS

SUBSCRIBE 24K

PLAYLISTS CHANNELS DISCUSSION ABOUT Q

Uploads  PLAYALL RELATED CHANNELS

@ BREAKING NEWS TOD..

fall of the & "
EUROPEAN 1~
UNHUN < ”-0‘ * 5303

SUBSCRIBE

W & LatestNews 360

SUBSCRIBE
The Fed Accelerates The The Fall of the European Hillary Clinton Large Portion Congress Just BLINDSIDED
Collapse Of The Economy,... Union Janice Atkinson and... of U S ‘Uneasy;, ‘Angry’ Abou... Democrats Clinton, Comey,...
128 views * 2 hours ago 43 views * 2 hours ago 63 views * 2 hours ago 570 views * 2 hours ago . RT
SUBSCRIBE

Popular uploads ~ PLAY ALL £ Youtupe Mania

SUBSCRIBE

0 Russia Insight
SUBSCRIBE

4% HOT NEWS TODAY 365

WW3 ALERT Putin's

Putin Issues Desperate ALERT! ALERT! ALERT! THE Putin warns America that
Warning of WWIII WORLD WAR STARTED ww3 is unavoidable NEW... Ultimatum Over Syria To... SUBSCRIBE
737K views * 4 weeks ago 527K views * 4 weeks ago 424K views + 1 month ago 275K views * 3 weeks ago

Agarwal, Nitin IARIA SoftNet 2018, Nice, France 16
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Video Posting Trend Comment Posting Trend
62 5,227
60 SK
50

4K
i .
H 3
5 8
g d

s % 3K
0 ;
H H
§ §
£ g
o o

§ § 2K
o o
8, 8

15
B 27
10
0 1 0K
Jul1,15  Octl,15 Jan1,16 Aprl, 16 Jull, 16 Oct1,16 Jan1,17 Apr1,17 Jull,17 Oct1,17 Jan1,18 Aprl,18 Nov27,17 Dec12,17 Dec27,17 Jan1l, 18 Jan26,18 Feb10,18 Feb 25,18 Mar 12,18 Mar27,18 Aprl1l,18 Apr26,18
Day of Published Date Day of Published Date

The sharp increase in number of videos posted and a similar increase in the number of comments is suspiciously interesting.
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Peripheral commenters. Either stragglers or
they posted just single comments

Red nodes are commenters

Green nodes are videos posted
on ‘Follow the Money’ channel.

. L
. L ]

Core commenters. Prolific commenters that commented on

. several videos posted on this channel. Next, we investigate

*Accepted at'A S’-O NAM these core comq]ente{s in depth. 18
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. Word cloud of comments il !sll"gléi'!'""‘%'u"m"r? -
Analyzing core commenters reveal small but dense posted by the clique in 1 _ o5 peOPledont missias. oot I‘
communities, i.e., group of commenters who have commented USMA A 0I‘|I'.| al',s,'.';;;'.'::*’;’.ﬁm* mfﬁnﬁ'l.gs‘éi?'““cfﬁ'ﬁ
i ol 2 hotier Mericans'=" @ ne = parsh Y
frequently on same set of videos. mmgk‘?“t,;-"r';’j ”s}E i S gning S m prenplelgg;\fumgstjhgn_g
msx::l’gpgmut. e want 2 e P e mnp',?.m ::%I;m:%ﬂ
. I:l.li 1 ﬁlﬂne;mnn e ok 1624
*Accepted at ASONAM g 55

Word cloud of
comments posted by
N brokersin 2, 3, and 4

73 comments out of 148

. i //

The clique (1) commented on 6 videos. Two most commented
videos by the commenter clique are shown below.

69 comments out of 148

% N %;,.
1 comments out 1
maynownnlvnemomnsawavtrmmnecanamlltvtu \ 3 L JATHSRSAN R |
strlketneUnlteuSlatBsmmmmaannedDallsﬂcms Nty 2 i ’. T
; 1 : o
‘ =
Putin Issues Desperate Warning of WWIII RUSSIA READYING STRIKE ON U S WITH TOXIC N\ B 0 7,
735Kviews ify 54k @1 11K A SHARE S ... NUCLEAR MISSILE WW3 WARNING ! PR B N \
‘ » 272Kviews fg 1.1k &1 529 & SHARE =%  «ee N ”L B * 3
— LA
@ e, @B ooy e o
Putintssues Desperste Warning of W e o The commenter clique (1)'is mainly amplifying the
4217 comments NUCLEARMISSILE. WWOWARNING A russia, putin, world war signal and the brokers (2, 3, 4)
are connecting trump and other US political narratives 19

1976 comments

(e.g., jobs, elections, hillary) to this conspiracy.
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B Network -modifed -moied
UCISHSQENFECY AeBMSGZEA
UCleGu4Q|etyaﬁ.JhU]Zngg ——

KB
KPRl
VA"L‘" A § /UCH7APkUIquSRt0Ve15anw

.............

Commenter cliques observed

e Two commenters are connected if they commented on a video.

e Large Communities of commenters exist.
Agarwal, Nitin IARIA SoftNet 2018, Nice, France 20
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o N ~ URL
Nz 2 S e User
/': 2 v

7
M

. - ;‘:‘,‘A w1 ;"7 , A \\ \ ,

Nes — ) “‘::: :A :AA y \\ 9

Mutual reciprocity. No mutual reciprocity. Organizational hierarchy.

IFYFM & FMIFY Coordination in information network

COORDINATION/BEHAVIOR COMPL

Core and peripheral bots

ol 4) a0

&

Crimean. lnvasion 2014 Dragoon Ride 20154RiA softhet 201identruncture 2015 ISIS Propaganda 2016 ;1
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Fake View Purchases Were Largely Successful I Purchase successful Ml Failed

» Youlube

BuyYouTubViews.com: 5,000 high-retention views for $40 BuyYouTubViews.com: 5,000 views for $25 BuyYouTubViews.com: 5,000 U.S. views for $45

On some orders, the view count
fluctuated before exceeding the
purchased amount.

S

500Views.com: 25,000 views for $134.99 Devumi.com: 5,000 views for $37 GetLikes.click: 5,000 views for $39.99

Purchased amount

The largest purchase was
through Martin Vassilev's site,
which was fulfilled in one day.

n » e

Interactive illustration by Adam Ferriss for The New York Times. Video footage by
Scott Dalton, William Widmer, Joshua Lott and Martin Vassilev.

UpYourViews.com: 5,000 views for $37.99 Views.guru: 5,000 views for $15 Venium.com: 2,000 views for $19.99
Some exceeded the purchased

amount at first, but didn't bounce
back from YouTube's filters.

The Flourishing Business

of Fake YouTube Views

Plays can be bought for pennies and delivered in

bulk, inflating videos’ popularity and making the By Michael H. Kellr | Source: New York Times
social media giant vulnerable to manipulation.

By MICHAEL H. KELLER  AUG. 11, 2018 )
IARIA SoftNet 2018, Nice, France 22
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e The same video appeared on YouTube in 2016, 2017, and 2018

Social Media Foo

on the following channels:

[e]

o

FOLLOW THE MONEY
. Published on Apr 18, 2018

" https://www.youtube.com/watch ?v=i9K1wYHYsak

WORLD NEWS UPDATE
. Published on Sep 20, 2017

" https://www.youtube.com/watch?v=rMQofGXhtVQ

SHOCK NEWS
. Published on Apr 26, 2017

" https://www.youtube.com/watch?v=WONxppeB3wk

Julian Assange TV
. Published on Dec 3, 2016

" https://www.youtube.com/watch?v=Ijd-FtnWFew

Doll Channel
. Published on Nov 6, 2016

" https://www.youtube.com/watch ?v=0zuWOxXHIP4

Robert Christiansen
. Published on Oct 11, 2016

" https://www.youtube.com/watch?v=JJa41eD59-|

Flat Earth Verified
. Published on Jul 4, 2017

" https://www.youtube.com/watch ?v=KT-OxdVMFsg

*Accepted at ASONAM

About 30 fltered results

WW3 RED WARNING PUTIN SURROUNDED USA NATO MILITARY DRILLS ON RU

COSMOS

@ L 9B

FOLLOW THE MONEY

820 subscrbers - 2335 videos

charles effiong
&

Saviour Jack

Clif High's Predictions
% videos

\ 4

'WW3 RED WARNING PUTIN SURROUNDED USA NATO MILITARY DRILLS ONRU .

About 975 results

WW3 RED WARNING PUTIN SURROUNDED USA NATO MILITARY
DRILLS ON RUSSIA BORDER
WORLD NEWS UPDATE » 124 views - 6 months a0

8

WW3 RED Warning: Putin Surrounded USA NATO Military Drills On Russian
Border here it is you be the judge.

WW3 RED Warning: Putin Surrounded USA NATO Military Drills On Russian
Border here it is you be the judge.

RED Warning: Putin Surrounded USA NATO Military Drills On Russian
fer "Operation Anaconda' launched in Poland this week - the largest

WW3 RED Warning: Putin Surrounded USA NATO Military Drills On Russian
Border "Operation Anaconda’ launched in Poland this week - the largest

10, Stoy Home - 913

The same video was shared 975 times by 30 YouTube channels.
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https://www.youtube.com/watch?v=i9K1wYHYsak
https://www.youtube.com/watch?v=rMQofGXhtVQ
https://www.youtube.com/watch?v=WONxppeB3wk
https://www.youtube.com/watch?v=Ijd-FtnWFew
https://www.youtube.com/watch?v=OzuWOxXHIP4
https://www.youtube.com/watch?v=JJa41eD59-I
https://www.youtube.com/watch?v=KT-OxdVMFsg
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The title of the video was tweeted by the following Twitter handles:
® Trending NATO News

®* @NATOlizer D ‘
® Faramarz Kashigari &

WW3 RED Warning Nuclear Attack P... www.whlib.ac.cn
° . .
@farazkashigari
To Website [using Search Eggma\ / // umw.bw\ms\ng SnthEnqmtl
° To Website [using Search Engine] F6 Webstte [Using/Search SI\\US\ngSﬂ‘Q\ Engine]
Rhodonbrown i g Seﬁihtng.gj’wlbszfjngi g e s e

To Website [usingA&arch [ngme / Wensmmng Search Engine]

* @rhodonbro Y \ a

WWW_express.co. uv w,wmydanymg’ ormer.com ww\w.vou(ube.com . v2.godsterz.com

The video is related to the following domains: Y \

| \
¥ Towebsie lusing Sedech Engine] ™\, A

¢ www.stanvanhoucke.blogspot.com @ @ @
o www.freewka.com

WWWR(O’"//‘ freewkq‘ L.com Ww\a\euvolunon.com \\\ thesaker.is
e www.euvolution.com o O ¥ v ¥ A
. WW3 RED Warning Nuclear Attack P...  WW3 RED Warning Nuclear Attack P...
e www.thesaker.is [ovwe] [ove] [se] [sd]
L] WWW.trendSreader,cOm www.greenspun.com ‘www.pinterest.com blogspot.com T .com

e Vv2.godsterz.com

e oriharu.net

¢ www.whlib.ac.cn

e Www.express.co.uk
e Www.pinterest.com

e Www.greenspun.com -B- e
¢ www.mydailyinformer.com S T e

http://revolutionradio.org
e http://beforeitsnews.com
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GENTUBE YOUTUBE  ViMEO Type here to

WW3 RED Warning Nuclear Attack Putin
Surrounded USA NATO Military Drills On
Russian Border F1

DR e ENEE R 3

WW3 RED Warning Nuclear Attack Putin Surrounded USA NATO Military Drills On Russian
Border F1

Social Media Footpri

Go g Ie WW3 RED Warning Nuclear Attack Putin Surrounded USA NATO site:www.my. O,

Al News Images Videos  Shopping  More Setiings  Tools

About 30 results (0.44 seconds)

Images for WW3 RED Warning Nuclear Attack Putin ...

_) More images for WW3 RED Warning Nuclear Attack Putin Surrounded USA
NATO site:www.mydailyinformer.com

Report images

RED Warnlng NuclearAttack Putln Surrounded USA NATO M|||Iary

OCI 17, 2016 - Putin informed the Wes\em world that Russia will develop a secret weapon In counter
US advances. This was said in response to the US missile defense system that was being developed at
the time (previously prohibited in onal law.) Russia's county weapon is now almost
complete.

BREAKING WW3 RED Warnlng Futln Surrounded USA NATO

BREAKING - WW3 RED Warning: Putin Surrounded USA NATO Miitary Drils On Russian Border.
Andra July 5, 2016 0 Comments ... The Alliance would be forced to "weigh its positions regarding
whether it would start a war — maybe even a nuclear war — against Russia for the Baltic states," he
said. Lithuania, Latvia and

RED WARNING Nuclear Attack RUSSIAN SURPRISE For US Mllltary

OcI 26, 2016 - RED WARNING — Nuclear Attack RUSSIAN SURPRISE For US MIII(ary “Surrounded
USA NATO Military Drills On Russian Border — Putin Issues A .... Ron Paul claims U.S. intervention in
Ukraine by the Obama administration is responsible for the World War 3 fears, and one U.S. Navy
SEAL claims an ...

vladimir putin just issued a chilling warning to the united states

. i putin-just-issued-a-chillng g-to-the-united-.

Russia Baiting and The Risk of Nuclear War - RED Warning Nuclear Attack Putin Surrounded USA
NATO Military Drills On Russian Border — Russia Has a Secret Weapon Against US ‘Could Wipe Out
The U.S. in Less Than Half An Hour - BREAKING WW3: Russia Warning America “Will Take Down
Any American Airplane .

COSMOS

The video also appeared on GenTube.co
which is a SUSPICIOUS video website

The title of the YouTube video
appeared on
www.mydailyinformer.com which
does not exist anymore.

Go gle WW3 RED Warning Nuclear Attack Putin Surrounded USA NATO site:www.pint O

Al News Images  Videos  Shopping  More Settings  Tools

About 2,050 results (0.69 seconds)

WW3 RED Warning Nuclear Attack Putin Surrounded USA NATO ...
https://www.pinterest.com/pin/433682639101459064/
WW3 RED Warning Nuclear Attack Putin Surrounded USA NATO Miltary Drills...

WW3 RED Warning Nuclear Attack Putin Surrounded USA ... - Pinterest
https://www.pinterest.com/pin/466896686353151980/

China President Warns: Prepare For War As China Prepares To 'Bail Out Russia! The President of
China, Xi Jinping, has issued a strong warning to his People’s Liberation Army, “Prepare For War!" Is
China preparing to 'take' what they feel is * theirs” here in America?

WW3 Red Warning , PUTIN Surrounded USA NATO, Military Dirills ...
https://www.pinterest.com/pin/398568635755857010/

Dollar collapse - WW3 Red Warning , PUTIN Surrounded USA NATO, Military Drills On Russian...
Dollar CollapseNuclear WarWar MachineCold WarArctic World NewsMilitaryLinkRussia ..

Ww3 Red - Warning Putin Surrounded USA Nato Military Drills On ...
https://www.pinterest.com/pin/28900450107 1600372/
Ww3 Red - Warning Putin Surrounded USA Nato Miltary Drills On Russian ...

WARNING! Viadimir Putin Warns USA of NUCLEAR WAR WW3 ...
https://www.pinterest.com/pin/509469776581716890/

PEACE THROUGH STRENGTH: How refreshing it was, for the first time in recent memory, to see
America dealing with Russia from a position of strength instead of weakness. President Donald Trump
said it was "an honor' to meet Russian President Vladimir Putin. Putin told him he was 'delighted.' And
with that, the dance ..

WW3 RED Warning Putin Surrounded USA NATO Military Drills On ...
https://www.pinterest.com/pin/506514289325456641/

WW3 RED Warning Putin Surrounded USA NATO Military Drills On Russian Border - Imminent
GenocideGenocide PlaguesWar DespiteComing War Twodaysnewstand Weebly Total WarNews
FlashDaily NewsWorld War. WW3 RED Warning Putin Surrounded USA NATO Military Drills On
Russian Border ...

The title of the YouTube video appeared;
on multiple Pinterest pages.
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* Data collection/data retention/data sharing policies
e Privacy (GDPR, etc.)

* How we can advance the debate over social cyber security leading
to policy and action in the cyber diplomacy space.
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SPRINGER BRIEFS IN COMPUTER SCIENCE Samer Al-khateeb and Nitin Lecture Notes in Sacial Networks Nitin Agarwal, Nima

Agarwal. Social Cyber Dokoohaki, Serpil Tokdemir.

. Forensics. Springer Briefs in Emerging Research

i Nitin Agarwal - Nima Dokoohaki

Computer Science. Fall Serpil Tokdemir Ediors ChaIIenge§ -anc!

2018. Opportunities in
Emerging Research : :
Challenges and Computational §OC|aI
Opportunities in Network Ana|y5|5 and
Computational Social Mining. Lecture Notes in

Network Analysis and :
Mining Social Networks. 2018.

. SpringerBriefs
in Computer

@ Springer @ Springer
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N

Volume 2 | Spring 2017

DEFENCE _
STRATEGIC
COMMUNICATIONS
The official journal of the

NATO Strategic Communications Centre of Excellence

STRATEGIC COMMUNICATIONS N INTERNATIONAL RELATIONS:
PRACTICAL TRAPS AND ETHICAL PUZZLES

AND POLITICISATION N RUSSIAN ACADEMIC, POLITICAL, AND PUBLIC DISCOURSE
'EXAMINING THE USE OF ROTNETS AND THEIR EVOLUTION IN PROPAGANDA DISSEMINATION
PUTIN, X, AND HITLER ~PROPAGANDA AND THE PATERNITY OF PSEUDO DEMOCRACY

THE SIGNIFICANCE AND LIMITATIONS OF EMPATHY IN STRATEGIC COMMUNICATIONS
BRITAIN'S PUBLIC WAR STORIES: PUNCHING ABOVE ITS WEIGHT OR VANISHING FORCE?
ACLOSER LOOK AT YEMEN

WEAPONISED HONESTY: COMMUNICATION STRATEGY AND NATO VALUES

Agarwal, Nitin

Samer Al-khateeb, Nitin
Agarwal, Rick Galeano, and
Rebecca Goolsby. Examining
the Use of Botnets and their
Evolution in Propaganda
Dissemination. Journal of NATO
Defence Strategic
Communications, Vol. 2, pp. 87-
112.2017.

ISBN: 978-9934-564-19-2

DIGITAL HYDRA:

SECURITY IMPLICATIONS OF
FALSE INFORMATION ONLINE

IARIA SoftNet 2018, Nice, France

COSMOS

Nitin Agarwal and Kiran Kumar
Bandeli. Blogs, Fake News, and
Influence Operations. Digital
Hydra: False Information Online
as a Weapon, NATO StratCom
COE, November 2017.
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« Blogtrackers - http://blogtrackers.host.ualr.edu/ B 9
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