ySomething, that is allegedly secure
is not necessarily secure,
Something, that is allegedly known

might turn out to be unknown.

Appearance can be deceptive,
our senses can deceive us.

Even though experience and knowledge
can limit errors,

reality also limits those.”

Inspired by Berthold Brecht

Author: unknown
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Digitization of society

Digitization is in full swing. It affects us all - and makes for a
profound change in every area of life. The digital
transformation offers great opportunities for a better
quality of life, revolutionary business models and more
efficient management.




"Automation will reshape entire economies,
turmoil labor markets and change the rules of the
game in many industries”

Karen Harris, Austin Kimson and Andrew Schwedel (2018)

Produktivitatssteigerung durch Automatisierung

Anstieg der Arbeitsproduktivitat von 2015 zu 2030 nach Branchen, in Prozent

| Produktion 55
Hotel- und Restaurantgewerbe 51
Handel 49

Transport und Lagerhaltung 46
Energieversorgung 39
Landwirtschaft 36

Baugewerbe mm—— 32

Verwaltung e — 27

Finanzen und Versicherungen msss——" 25
Management m—— 23

Gesundheits- und Sozialwesen e —— 18

Bildung n— _ 10
Durchschnitt 30
WeLr Quelle: Bain & Company




Digitization of society
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With the proliferation of mobile devices, the networking of our society has
grown rapidly. The loT exponentially increases this tendency.



Identititsdiebstahl
Cybermobbing

Cybercrime Phishing

Skimming Sicherheit

* Social Engineering

IT-Sicherheit DDoS
Identitit Forensik Daten
Datendiebstah] _Digitalisierung
Password

Hacking




Crime vs revolutionary business



CYBERTHREAT REAL-TIME MAP K En Download Trial

STATISTICS ~ DATA SOURCES  BUZZ  WIDGET share ¥ W &+

GERMANY

# 3 MOST-ATTACKED COUNTRY

181774
313663
14006
142598
159001
8176
1097287

More details

Share data



https://cybermap.kaspersky.com/

DATA LEAK NEWS JULY 17, 2018

Foll

MedEvolve leaked over 200,000 patient information due to server vulnerabilities

MedEvolve is a medical software company based in Arkansas, USA. According to
a press release issued on July 10, 2018, MedEvolve faced a data breach that
exposed the patient’s personal information. On May 11, 2018, when the
company’s staff found a file containing patient data on an FTP server, they
noticed the vulnerability. It is worth noting that anyone can access this file.

Although databreach[.]net clearly announced that the exact amount of data
leaked was 205,000, no such data was disclosed in MedEvolve’s press release.
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https://securityonline.info/medevolve-leaked-over-200000-patient-information-due-to-server-vulnerabilities/



DATA LEAK NEWS JULY 17, 2018

Login information for a large number of Mega accounts has been compromised

Mega, a company founded in New Zealand that provides online cloud storage
and files hosting services, is currently found to have thousands of account
credentials on its platform that have been publicly posted online. The leaked
information is provided as a text file. It is understood that this text file
contains more than 15,500 usernames, passwords, and file names, which
means that these accounts have been abnormally logged in, and the file name
in the account is also crawled.

https://securityonline.info/login-information-for-a-large-number-of-mega-accounts-has-been-compromised/



DATA LEAK NEWS JULY 13, 2018

Foll

Hackers sell US military drone documents for $150

This is interesting, mind giving a price range of how much you're expecting for a set?
expect about $ 150 or § 200

for being classified information
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https://securityonline.info/hacker-sell-us-military-drone-documents-for-150/


https://securityonline.info/hacker-sell-us-military-drone-documents-for-150/

DATA LEAK NEWS MAY 21, 2018 Fo[k

200 million Japanese netizens’ personal data offered on the underground market

In a survey released on Thursday, May 17th, the cybersecurity company FireEye stated
that the company’s security team has discovered a set of data sets being sold on
underground hacking forums. These datasets involve a large number of sensitive
information includes personal identity information (PIl) of more than 200 million
Japanese netizens.

According to the report description, these data sets were discovered in early 2017, and
a cyber hacker suspected of living in China’s Zhejiang Province is advertising for the sale
of these data sets. The contents of the data set include name, login credentials
(account number and password), email address, date of birth, phone number, and
home address.

https://securityonline.info/200-million-japanese-netizens-personal-data-offered-on-the-underground-market/



DATA LEAK NEWS MAY 3, 2018 Fo[k

Australia’s largest bank Commonwealth lost 12 million user bank data

Foreign media BuzzFeed reported that Australia’s largest commercial bank, the
Commonwealth Bank of Australia (CBA), confirmed that two storage tapes containing
customer’s name, address, account number, and transaction details record from
2004 to 2016 were identified in a data center transfer mission. Its subcontractor Fuji-
Xerox was lost. Including at least 12 million users of bank transaction data.

CommonwealthBank

https://securityonline.info/australias-largest-bank-commonwealth-lost-12-million-user-bank-data/



Crime moves to the Internet, new crime phenomena arise.

- Cybercrime -

Cybercrime covers the offenses that are directed against
the Internet, data networks, information technology
systems or their data or that are committed by means of

this information technology.



Systems forensics - Basic principle

crime scene crime scene

offender |« > victim offender | victim

Locard's exchange principle link
real und virtual
holds that the perpetrator of a world

crime will bring something into
the crime scene and leave with
something from it, and that
both can be used as forensic
evidence

MAC-, IP-Adress,
net information
Photos/pictures

Dr. Edmond Locard (1877 -
11966)




Systems forensics — traces (data)

circumstances of a crime
e Analyses

e Validation
 Evaluation

Physical or digital traces - evidence

e fingerprint —
* DNA traces
* traces of blood and pattern comparison of traces:
.+ Methods for the comparison
e Texts e Definition of similarity
« Short massages e Evaluation of the results
* Chats /

Y e N N e o e e e o neesesein??? somylll




Digital Data and Digital traces

Quesom e Sowmn (e (loms Limeme

DIGI TAL =

| ‘ ;(M FOOTPRINT

=

Human Individual Digital Footprint




Data ... Information ... Knowledge

e //’
KnowLEDGE ‘.
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System understanding

relationship

v Data, counts, numbers
the lowdown

Modeling Models <—> real System




Our identity — our data

The Identity is the unique personality structure
of a human being: who am I, who am | referring
to, who refers to me, what do | define myself
and what makes me special?

Source of information Information category

physical characteristics

remarks

actions

physical characteristics

digital Identity: Any form of
technical data that belongs to a
vecty person.

social contacts

third with special knowledge immediate

family and friends

everyone knowingly

Type of personal

reference
Personal reference

for

unknowingly

Type of disclosure

personal Data: The 5 Dimensions



Modern communication mSIL

N— —

Communication and content have changed due to the digitalization.

Digital identity and real identity




Modern communication and crime

Modern ways of
communication is not
only used in order to
perform criminal acts, yet
especially to plan criminal
activities.

Consideration of digital
communication for the modeling
and simulation of criminal
offences.

Combating crime




Cybercrime

Digitization of society

4 Dimensions of BigData

data and data
mounds of data [ Data streams ]

formats

uncertain data: reliability management and
predictability of inaccurate data types

Short Social '

Digital Texts
messages . Network &‘:

Big Data analyzation -- prediction of system states




Cybercrime - systems forensics

Hypothesis
circumstances

of a crime

Evaluation
- traces
plausibility

Forensics

modelling




Top-Down - Approach

Approaches for modern forensics from the system theory
Methods in information gathering

Measurement of overall condition

Top-down (deductive)

* Creating experimental data
Data analysis and

* Analysis of data and formulation of . .
integration

hypotheses (iterative)

* Validate hypotheses by means of Network

experiments (iterative) analysis

e @Goal: Identification and characterization of

new mechanisms leading to a better Top-down

understanding of the complex relations in a (deductive)

»populated urban structure” v

* Integrationin the resilience process

Modeling




Top-Down - Approach Fop[H

A Simulation is an approach used for the analysis of systems which are
too complex to be analyzed theoretically or with formulas. This is mostly
the case for dynamic system behavior. In a simulation, experiments are
performed with a model in order to gain knowledge about the real
system.

* Discovering of network structures on different levels

e Gathering of the temporal and spatial dynamic of ,,system“ components
using different (environmental) conditions

* Development of detailed mathematical models
* Visualization of networks and the processes taking place within those
networks

-> Understanding of the processes as a whole




Can we use the Human Individual Digital Footprint
in the modern forensics?

Digital communication and predictive policing



Communication

Communication of Criminal Groups on the Internet



Communication

e Communication
* |nformation transfer

* Feelings * Analyses

* Emotions :> * Validation HIDF in groups, sub-groups
* Sentiments e Evaluation

* Statements




Groups in the net

Experience Crisis

Result «—on —> Process

Reputation Tasks

Virtual groups, where the members mainly (but not exclusively) communicate via
computer-aided communication.

In the context of the virtual group, the spatially dispersed members collaborate
for a certain amount of time to complete defined tasks.




Communication
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Computer-mediated communication, which is proceeds via computer networks. In
the narrower sense computer-aided communication is understood to be only text
communication, as it is typical for exchanging via e-mail, mailing list, newsgroup or
chat, for example, and is theoretically modeled using various models.




Communication of Criminal Groups on the Internet

Definition of syntax of terms
and symbols in a network of
associations

An ontology is a specification
of a conceptualization.

Formalizes

7 o

Expresses

Knowledge e

Domain

= - Applications
“Things" Relationships Domain

\

Functional
Domain




Digital Data (texts)

Ontologies and Semantics

unterschligk A

S * they define terms and symbols
referring to a syntax and an

@ S association network
( \, C e can support the information
extraction process in different ways

* can support the visualization of
results

Bilanz A

balance
sheet

e oriented in the Topic Map I1SO-standard
* readable for humans and processable for
computers




Digital Data (texts)

Ontologies and Semantics

Forensische Topic Ma
P P Information Extraction

instantiation
/Template \

Treffen
f
0 Datum: |

Orts
Template
» ] \ Elemen i
— Template
Relation Named Entity
Recognition
Metadaten: / author(Franz) ﬁéte ?5 03. 201}‘\

[
Ichmlch morgen m|t




Digital Texts — Ontologies and Semantics

Ontologies and Semantics

symmetrisch A

symmetric B unterschligt A
Forensische Topic Map embezzles 8
instantiation ——
Paul A
\\ 4

Question Answering System

Association Topic Name

&)

Association Role Name Item
O
A

O Descriptor (Topic)
O Subject (Topic)
O Instance (Topic)

Occumrence Facet

O%ED

Reference Value Facet Value
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Mona
Mobile Message ANALYZER

SemanTA

Semantic Text ANALYZER

AVATAR

A Victim Analysis Toolbox for Anatomic
Reconstruction

Social Network ANALYZER




Measurement of communication

Thursday, July 26

IMMM 2: Infermation Mining and Management I
Session chair: Ayodeji Oyewale

Opinion Leaders in Star-Like Social Networks: A Simple Case?
Michael Spranger, Florian Heinke, Hanna Siewerts, Joshua Hampi, Dirk Labudde

* |Influence
* Opinions
e communication




Predictive policing







Advertising ... but

* temporal aspect

e spatial aspect

* Aspect of Data collection
* Aspect of statistical prediction
* Aspect of the intervention

REMO’S Market

Information about future crimes



Predictive policing is a “multi-disciplinary, law enforcement-
based strategy that brings together advanced technologies,
criminological theory, predictive analysis, and tactical
operations that ultimately lead to results and outcomes —
crime reduction, management efficiency, and safer
communities.” (Uchida 2014)




Predictive policing

%,

» End-to-End-Process

&
~
Situational * Increase resources in areas at greater risk |
Awvareness /

=
» Conduct crime-specific imterventions J
.

Provide tailored
information to
all levels

s Address specific locations and factors
Problem- driving crime risk
spedfic




Mathematical models and assumptions



Mathematical models and assumptions @siL

* Approaches from epidemiology (diffusion)
* Crime Sociology "Repeat Victimization”

* ,Routine-Activity-Theory“

* Rational Choice

* Lifestyle Approach

* Broken Windows-Theory

Geographic Information Systems
+

space-based algorithms and modeling

Probabilities of crime

‘ Search for patterns



BigData — Predictive Policing

First ,statistic of criminal activity” — people mark crimes on a map.
Basic idea — divide in quadrants (grid)




BigData — Predictive Policing @si

Early Warning

CRIME DATA

WHAT? WHERE? WHEN?

Q

| E:' .

>
i 5
. L)
a
— o
. =i e

Number of criminal offences and their ,,conditions”




All still awake?



Models of dispersal Foi[H

Near-repeat pattern analysis

Question:

When a criminal event takes place, how does the risk develop in
the surrounding area?

— Repeated attacks at the same or nearby places

P(A|x,t) - P(B|x + Ax, t + At)

What influence does an assault A at the place x at the time t have at
a later point in time t + At and a nearby place x + Ax.

Relations for time and space can be derived from statistics.




Ausbreitungsmodelle

Near-repeat pattern analysis

Odds Ratios
0 to 15 days 15 to 30 days 30 to 45 days 45 to 60 days 60 to 75 days

Same location 2.6803 0.9033 0.6894 0.4331 0.6208

0 to 121.92 melers 1.2824 1.1158 0.8223 0.9218 1.0476

121.92 to 243.84 meters 1.1851 0.9325 1.0807 0.9207 0.8254

243.84 to 365.76 meters 1.1203 0.9448 1.0811 0.9923 0.851

365.76 to 487.68 meters 1.065 1.0754 0.9832 0.9271 0.8171
487.68 to 609.6 meters 1.140 1.0396 0.9577 1.002 0.9482
609.6 to 731.52 meters 1.0259 1.0772 0.9504 0.9865 1.0612
731.52 to 853.44 meters 1.0309 1.0022 1.048 0.9247 1.0202
853.44 to 975.36 meters 1.0423 1.0727 1.0303 1.0683 0.9943
975.36 to 1,097.28 meters 1.0666 1.0307 1.0631 1.0236 0.9784
1,097.28 to 1,219.2 meters 1.0027 0.9971 0.9834 1.0447 1.04
> 1,219.2 meters 0.9943 0.997 0.9963 1.0004 1.0019

Near-Repeat Patterns in Philadelphia Shootings. Jerry H. Ratcliffe and George
F. Rengert, Security Journal 2008.




Kiminalitatsrate

Cyclic-load forecasting

Question:
Are there certain days in the year, certain days of the week or
certain times in the day in which more criminal incidents are
to be expected?

P(Event|Point in time) = P(Event|Month)
+ P(Event|Day) + P(Event|Day of the week)

+ P(Event|Time of day) + ...

Wochentage Monate

Kiminali_t'aitsrate

> Jan Feb Mrz Apr Mai Jun Jul Aug Sep Okt Nov Dez

Mo Di Mi Do Fr Sa So




Result

* Stadtisches Gymnasium

Schwanenteich




Definition of
neighbors by means
of a graph

Cellular Automata

Interaction with neighboring cells *°
in a fixed grid

Neighborly relations havetobe  °
determined at the beginning
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Graph Automata

Neighbor geometry can be
flexibly modified
Neighborly relations can
change at any time







09.11.16 10.11.16

Securit of a house in an urban structure with a well defined crime rate




Simulation Urban Structure




Multi-Agent-Systems

. Local fixed objects

urban system

Multi Agent System (MAS)

P e

Circular
Coupled

A i ol il il ol il

g ————]
B g

e ——

Cellular Automaton

Cellular automata and multi-agent systems can be used for the
simulation of the dynamic of spatial processes.




Cellular automata

Cellular automata model spatial elements such as streets, parcels of land,
and buildings. Those are treated as locally fixed objects, whose state can
change at a certain point in time. In a first step, these elements are
transferred to a cell of a regular grid and saved as the status of this cell.

urban system

Multi Agent System (MAS)

Circular
Coupled

i gty p— i B
B T

Cellular Automaton




Multi-Agent-Systems (MAS)

A second level includes the individual and collective urban actors,
which will be called agents. In comparison to the cells, agents are
mobile and can move freely through the cell grid, the cellular room. It is
possible to define different types of communication between the

agents and between the agents and the cell.

== o _— |

urban system . Local fixed objects eeeeemncd

Multi Agent System (MAS)

Pl N

Circular
Coupled

e =i

i e p———— p— B
B T

Cellular Automaton




FACS (Free Agents in a Cellular Space) FoJIt

urban system

1!\-9/

. Local fixed objects

T A A A ——
B
e ——

Multi Agent System (MAS)

P e

Circular
Coupled

A i ol il il ol il

Cellular Automaton

Model of an urban system. The system is separated in different levels,
which are represented either by the cells of a CA or the agents of the

MAS.




Communication as additional
iInput for predictive policing




Social networks [D)siL

Social networks -
Sentiment analyses of groups in social networks

Generation of landscapes




Social networks

Sentiment Detection:

* sub-area of text mining

* automatic analysis of texts with the aim of
identifying an expressed attitude as
positive or negative

Statistical analysis starts from a basic set of concepts (or n-grams),
which is associated positive or negative sentiments.

* Occurrences of positive or negative sentiments

* Comparison

* Designation of trends, opinions Statements

Inside the Web --- feelings, beliefs and personal opinions!




Social networks

Generation of person landscapes from Facebook

PEGIDA — Patriotische Europaer gegen die Islamisierung des Abendlandes
(Patriotic Europeans Against the Islamisation of the West)

“Slogan”

e Asylindustrie — alysum industry
e Lugenpresse — lies press

* Volksverrater — public traitor

* Der Untergang des Abendlandes
e ,the decline of the West”

* Islamisierung ... Islamic

7|
[ Wil
l

uns
E urgpdern|




Social networks

Generation of landscapes from Facebook

https://www.facebook.com/pages/PEGIDA/790669100971515

2549 shares

i Myrko Zirnstein wirklich sehr sehr schade das wir dieses Szenario nichtin
mehr Stadten haben..... schén das wir unser Dresden haben!!
See Translation
Like - Reply 9751 January 20 at 11:55pm
% View previous replies
Myrko Zirnstein Iris Frithling ich glaube nicht das das ein Problem
der Organisation ist. Selbstin Leipzig klappt das nicht so richtig. Die

PEGIDA i Medien haben eine zu grofie Macht und schaffen es das ganz klein
i bl WIS 8 = bzw. schlecht zu reden.So schlimm wie es ist es muss
Community Organization warscheinlich erst noch viel mehr passieren damit die Leute
aufwachen!!

See Translation

Timeline About Photos Likes Videos
Like - Reply - ¥y 352 - January 21 at 12:35am
Q D ~ Yiew more replies
PEGIDA
January 20.: ¢ Andy Lent wenn mann eine Linie zieht iiber die bei diesem
° " o . . .
I 1 kes 204,669 people like this #PEGIDA #AufDieStraite #MontagIstPEGIDATag #DresdenZeigtWiesGeht SEMIE R T X DX T HE U I T RIS 0C L
sehen wir hier 5940 Teilnehmer, nur sollte man bedenken das das Video
#SchliesstEuchAn X . -
schon endet nach 11 min der Zug aber nicht... WEITER S0 ! es milssen
Invite friends to like this Page Danke fur dieses Video vom Montag 18.01.2016 und danke an EUCH noch mehr werden am besten direkt vor & Kanzleramt
ALLE, diese Bilder machen vielen Menschen Mut, es uns gleich zu tun und See Translation
S geben ihnen Hoffnung! i’ Like - Reply - 7 358 - January 20 at 11:55pm
ABOUT
Wir sehen uns immer Montags in Dresden, #AufDerStraie! b View previous replies

| Birgit Klein direkt vor dem kanzleramt, damit die politiker da drinnen
das auch live miterleben kinnen- das hatte mehr wirkung. und
pegida misste sich mit der AID zusammentun. (im prinzip wollen
pegida und die afd -anhanger das gleiche: unser land wieder zu
dem machen, was es einmal war). respeki vor dresden! die berliner
sind leider immernoch im koma und zu bequem oder zu faul auf die
stralie zu gehen.
See Translation

Like - Reply r44 January 21 at 4:38am

See Translation

Comments

5K B 13K

4 Yiew more replies

(7) Askfor PEGIC

Likes, Comments and Returns




Social networks

Definition of a general Data Model — based on the Graph API

Information from FB via APl —> Data model

l “all” relevant Data (Subsets)

Search relations and correlations

and sentence




Social networks

File Help Repository

=
= = 0 . .
PEGIDA Navigation
+ Visualization Visualize your favourite information i n PEGIDA
Contact Network TEFESRS

Press T or P to switch between Transforming and Picking mode.
B0t

K

n
onstettes
Y

Visualization Properties

ol

Time Range 4]

From: [1001.2016 | To: 18012016 ~

= Only show relevant comments

o Reset relevance
Wasichi..

law Kptelins /) e 0808 < vy N Ry - AN @ 4
\ P 7 ? " ; [ / ehpe Search| Results| =8
¢ ; : * u 7 Search
W Search in:

= Users [¥] Posts [¥] Comments

Outline
Post Comments
ID: 790669100971515_1038725212832568 "Nach Charlie Hebdo hat man gesagt: Ich bin Charlie(..)" - Eddie Graf Tl
Caption: epochtimes.de “"Das sind doch alles nur Phrasen ..." - Ute Fugmann El
Message “"Polizei ging voll Hass gegen #PEGIDA vor.https://(.)" - www.unzensuriert.at
#PEGIDA #InformiertEuch #InformiertAndere “Lasst erst mal die Freibadsaison u. den Sommer kom(. Toane Xevsur
"also musste dem mit gemeinschaftlich begangenem EI(..)" - Herbert Graf ~

Ja, vom sogenannten "arabischen Friihling"” kennen wir das alle.

In Skandinavien kennt man es schon langer als #Vergewaltigungsjihad.

nigen arabischen Landern das Phal der inschaftlich
:n durch junge Méanner in der Offentlichkeit. Dies gehe bis zur Vergewaltigungen. Ein
men sei in Deutschland bislang nicht bekannt.

"Towards Predictive Policing: Knowledge-based Monitoring of Social Networks"
Autoren:
Michael Spranger, Florian Heinke, Steffen Grunert, Dirk Labudde

verdffentlicht:
IMMM2015



SoNA Presentation.mp4

Social networks — Detection of Information

All information are labeled by time and user!

Analyze der opinion in der Group

a.
b.
C.

positive
negative
neutral

Sentiment Analyze

-

Time and geographical
Monitoring




Social networks — Detection of Information

* User activities
* Topics
e Subgroups

* User-specific content
* Sentiments of the network
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Digitized traces - geographical
Monitoring

Digital traces



Digitized traces - geographical Monitoring
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Social networks — Detection of Information

Content Meta-data

User-list

All information are labeled by time, locations and user!

Sentiment Analyze
+

Posible geo-information




Digital traces Digitized traces

Digital traces Digitized traces

Digital traces Digitized traces

Digital traces Digitized traces
Digital traces Digitized traces
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BigData from communication — Predictive Policing



BigData — Predictive Policing

Towards Predictive Policing: Knowledge-based
Monitoring of Social Networks

Michael Spranger, Florian Heinke, Steffen Grunert and Dirk Labudde
University of Applied Sciences Mittweida

Mittweida, Germany
Email: {name.surname}@hs-mittweida.de

Abstract—Increasing the resilience of the society against dis-
orders, such as disasters, attacks or threatening groups, is one
of the biggest challenges. Recent events highlight the importance
of a resilient society and steps which are required to be taken in
resilience engineering. A priori the optimal way to handle such

adverse events is to prevent them, or at least provide appropriate : < Threat Specific Experience Ontology Modelling >
courses of preparation, The essential requirement for every kind Threatontoiogle (— @)
of preparation is information about relevant upcoming events. @) <Long Term Reaction > |
Such information can be gained for example from social networks 5 H ,_fj —3 « Planning and Strtegy Mocel [ ¢
and can form the basis for a long-term and short-term strategic i @ <[) <Short Tem Reaction > | |
planning by security forces. For that purpose, an application : @ ) o :E STHIORESCOAD i) :
framework for knowledge-based monitoring of social networks Tf__@ i ‘
is proposed, which is able to predict short-term activities as well i —-

as the long-term development of potentially dangerous groups, :
and discuss its basic concepts. | L
H < Monitoring >

Index Terms—{orensic; text processing; resilience engineering

< Long Term >

: < Short Term > Street Threat View H

N O ey




BigData — Predictive Policing

* Extraction of profiles for monitoring

* Extraction of post or comment content
relating to the threat ontology and a
sentiment analysis

- enables short-term reaction T |

* Simulation of temporal development of é_ =" horvr el
groups and hot-spots = gé;j e

—>enables long-term resource and strategic *Wm ~| [

planning < Monitoring > =

* Increasing resilience ] — Suen e viow |




Social networks — The Aim

Opinions and moods (Sentences)

hot phase

rights rioters in Leipzig-Connewitz

Montag, 11. Januar 2016

Entsetzen in Leipzig

Rechte Randalierer verwusten Connewitz

Waéhrend in der Leipziger Innenstadt das fremdenfeindliche Legida-Biindnis
demonstriert, nutzen rund 250 Hooligans die Gelegenheit, in Connewitz einzufallen. Sie
ziehen eine Schneise der Verwiistung durch das linksalternative Viertel, bevor die Polizei
die Lage unter Kontrolle bekommt.
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Negative Comment Sentences

- Negative Post Sentences




Social networks — Predictive Policing

statistical testing units

,energy agents”

» comprised by a set of independent statistical testing units
* the role of each unit is to test the degree of change between
sentiment statistics obtained for two points in time




Social networks — Predictive Policing

* an energy value is assigned to each unit

 for each observation (sentiment and comment frequencies), it is decided whether a given
unit conducts a statistical test on the new data depending on its energy value

* in the test, the new data is compared to the data the unit processed during the last test!
-> the network memorizes the data and underlying dynamics!




Social networks — Predictive Policing

Sentiment analyses of user comments made on officials PEGIDA’s facebook page
- per day ‘temper’ tracking

Boltzmann-stochastic Chi-Squared Tester Network

Network energy
100 200 300 400 500
L

0
l

2015 2016
1Q 2q '3Q '4Q 1. 2.0 '3.0

The networking energy is the sum of all unit energy values
- Representation of ‘network awareness’




Social networks — Predictive Policing

Sentiment analyses of user comments made on officials PEGIDA’s facebook page
- per day ‘temper’ tracking

Boltzmann-stochastic Chi-Squared Tester Network

Network energy
1 1 |

1

0 100 200 300 400 500
1

2015 2016
T T T T T T
1.Q 2.Q 3.Q 4.Q 1.Q 2.Q 3.Q

Are energy peaks correlated to major criminal incidents
with anti-Islam and anti-refugee background?

The networking energy is the sum of all unit energy values
- Representation of ‘network awareness’
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Network energy

100 200 300 400 500
1

0
L

Boltzmann-stochastic Chi-Squared Tester Network

2015 2016
1.Q 2.Q 3.Q 4Q 1. 2.Q 3.Q

Are energy peaks correlated to major criminal incidents
with anti-Islam and anti-refugee background?
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mittl. Energie

0.2 04 0.6 0.8 1.0
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The networking energy is the sum of all
unit energy values

- Representation of ‘network awareness’
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BigData — Predictive Policing 2.0

< Threat Specific Experience Ontology Modelling >
Threat Ontologie [ 0
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< Monitoring > : :

< Short Term >

)

< Long Term Reaction > ,

« Planning and Strategy Model

< Short Term Reaction > H

« Threat Scoring
e.g. PEvent ___[Time)

+

Number of criminal offences and their
,conditions”

® Stadtisches Gymnasium f
57
8
S

Combination of two statistically
approaches:

Real world and Digital world

Data from social networks: communication behavior of “virtual” groups




Is this the future of policing?

Is everything allowed?






Wednesday, July 25 - 15:45 - 17:30

How Dark is the Darknet? -- Dangers and Possibilities for the Digital Society

Time for discussions



FEEL FREE TO ASK QUESTIONS

VISIT US AT: www.bhioforscher.de/FoSIL



