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“Speak only If you have accomplished. *
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WannaCry

Friday, May 12, 20177

100+ countries, 130,000 systems

Last for 48 hours

$300 - $400 - $500 - $600 /endpoint, est. 39 million
WanaCrypt (Shadow Brokers)

Strong, Asymmetric Encryption (RSA 2048 bit)

6,000% increase from 2015-2016 (IBM X-Force)
$ 1 Billion “income” by end of 2016 (FFBI)



DoublePulsar and EternalBlue

Worming through SMB (TCP port 445, Server Message Block)
Exploit Backdoor DoublePulsar, EternalBlue

Knocking the backdoor and injecting DILLLs (NSA tool leaked by
Shadow Brokers in April 2017)

36,000 infected endpoints found in two weeks.

EnternalBlue scan server for presence of DoublePulsar

Compromise the system if none if found



DoublePulsar and EternalBlue (cont.)

Launch a TOR client, apply CTB-Locker etc.
Call tasksche.exe to encrypt files
Delete shadow copies using VMIC.exe, cssadmin.exe and cmd.exe

Display ransom note using SetForegroundWindow ()

www.iuqgerfsodp9ifjaposdfjhgosurijfaewrwergwea.com



Guard Against WannaCrypt Ransomware

; 0
Guard against WannaCrypt ransomware b d

A wide-spread ransomware attack, known as "WannaCrypt," targets out-of-date Windows
devices. Given the severty of this threat, Microsoft recommends that you immediately
update your Windows devices.

{j} Make sure you have automatic updates turned on, and your system is up to date.

On Windows 10, Go to Settings %2 > Update & security. You'll see your update
status there.

For Windows 8.1, go to Settings % > Change PC Settings > Update
and recovery.
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In Windows 7, go to Control Panel = Windows Update.
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For more information about older versions of Windows, see Customer guidance for
WannaCrypt and Microsoft Security Bulletin MS17-010.
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2! Help from Microsoft Was this helpful?



Applying update operation 13726 of 34379 (\Registry\machine)

Paul Wang
BA10/2017 3:.05 PM
10,31
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Architecture

[oT: Can all data depend on each core device?

Internet of Things Reference Model

Collaboration & Processes

People and Business Process

¢ Center  [IIIRD

]

Application
Report, Analytics, Control
Data Abstraction

Aggregation and Access
Data Accumulation @
Storage Q

Edge Computing

Data Element Analysis
Connectivity

Communication & Processing
Devices and Controllers EDGE

The “Things” in loT

OSI: All People Seem To Need Data Processing
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Architecture

Paired Firewall Architecture

Corporate Network INTERNET

|

The first firewall blocks the arbitrary
packets coming to the SCADA network

Data Historian Data Server
or servers in the DMZ.

The second firewall prevents unwanted
traffic from a compromised device from
entering into the SCADA network.

It also prevents SCADA network traffic
from impacting the shared servers in the
DMZ.

Control Server

Control Netwo rk




Architecture

Defense-in-Depth Architecture

FIELD LOCATIONS Ics

COMMUNICATION
MODULE

*Multiple layer
architecture

*Two or more security
BUSCOMMDMZ WEBDMZ  SECURITY DMZ AUTHEN DMZ DATABASE DMZ mechanisms

eImpact of a failure in
one measure cannot
cause failure of the

External Firewall

2 Be
—7 [ —

COMMUNICATION

> o o
|

o o

whole system
*Minimizes the business
services to be
interrupted.

DNS DMZ WEB DMZ EMAILDMZ  AUTHEN DMZ WIRELESS DMZ



Dual-Data Abstraction Model

Sensor
Data

Architecture

- LRS /
Serial DB

Relational
DB
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Architecture

DDM System Process

Serial Database = SQL Database

(AP Read

Read data from serial DB
Filter data
Send data to a relational DB

Data can then be further analyzed and displayed on a dashboard

Question: Why use two databases to gather data?

Dashboard




Architecture

A robust architecture can reduce the
possibility of SCADA systems from being
compromised.

A good data model makes it easy for a7

<
collecting sensor data securely R 6&1
Q‘L
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Security

Security and Privacy

* Executive Order 13010 — critical infrastructure protection

NIPP — secure critical infrastructure

* Vulnerabilities in IoT systems: S7-1200 (v2 and v3)
— S7-1200 has a web server built in
— Port 80/443 could allow cross-site scripting attacks

— Local users click the malicious links. Cookies

— NVD/CVSS score 4.3/10 f\‘gfzior‘s

* Vulnerable to DoS attacks via the web server, weak authentication.



DoD xAPI

* Vulnerability in xAPI configuration file:

Sfglobals: equal, responselext, statement, ok, deepEqual, QUnit, module, asyncTest, Util,
start, golfStatements, console
/*J3lint bitwise: true, browser: true, plusplus: true, maxerr: 50, indent: 4 */

function Config() {
use atrict™;

> }
+
o i
":'; //5/19/2015
&) Config.endpoint = "https://lrs.adlnet.gov/xapi/";
C%% Config.user = "William Eelly™;
Config.password = "wEellys377!7;

Config.actor = [ "mbox™:"william.kelly@gmail.com™, "name™:"William"

1z

* Strong authentication (such as oAuth2) is necessary.



File Edit View Go Capture Analyze 5Statistics Telephony Tools Internals Help
© @ 4 =T8¢ ae»»7 ¥ FHE o=l
Filter: http.request method == "POST" Expression Clear Save

Security

Networked Cameras

52 2.111391000 10.0.0.4

Mark Packet (toggle)

Ignore Packet

Set Time Refe oot ifu-. ; expires ‘Thi

File Edit View Go Capture Analyze Stat - -
=F Y Time Shift Location: logged.n.p

©® 4 N =W W NP Concent-Length . O
Connection: ’.lose

Content-Iyre: text/ht

Filter | hitp.request.method == "POST" Manually Res

S O Destinatior
L tre | RERITE T Apply as Filter

Prepare a Filter
B Conversation Filter

Colorize Conver:

Foliow TCP Stream

Frame 52: 621 bytes on wire (4968 bits), 621 bytes cap
Ethernet II, Src: I,
Internet Protocol Version 4, Src: 10.0.0.4 [(10.0.0.4},



r lexicon™, "wersion™: "1.8.28", "md5":
rmeta", "url®: "https //cloud.aldebaran-robotics.com/ade/api/1/d°
rmeta”, "wversion™: "1.8.8", "md5": "656c@8741ce@bBcbE4T3b86153871
"url"”:
"version™: "1.8.2",

: "0p55492148529772ee8f@el822ceeed?”,

"url”: “https://cld de oad
"wversion™: "1.8.13", "md5": "23528286f8h61?e3818c?5b2h93eeal3"
"url”: “https://cloud.aldebaran-robotics.com/ade/api/1/download
"wversion™: "1.8.21", "md5": "e6febaioafsidoveiIEIIER2T76C2eCcTR",
"url”: "https://cloud.aldebaran-robotics.com/ade/api/1/download/

"wersion™: "@.1.7", "md5": "4392b21bc8847ae3b2bf8lbebaf272ea™, ™
M: "https://cloud.aldebaran-robotics.com/ade/api/1/download/appl
'sion™: "8.8.16", "md5": "dbB89d9c77a®73dbeB7d@293fBel2fba", "siz
'fcloud.aldebaran-robotics.com/ade/api/1l/download/appli/384634/fo
1.29", "md5™: "d32398ce@78c9Bd578a58395cedfBaf2", “size™: 317}, {
aldebaran-robotics.com/ade/api/1/download/appli/3@84237/go-to-res

Refresh

! Wireshark - Follow TCP Stream (tcp.stream eq 4) - wireshark_BO4ABTBT-5026-4095-B5 FQ—AFAI3DE87931C_2|]161I]272|]5532_50318§

..GET flibs/qimessaging/1.8/qimessaging.js?v=1.1.4 HTTP/1.1

Host: 168.27.93.199 WRPILSYA %2 U
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWE @@@@A55B 81 52 35 3a 3a 3a 7b 22 61
rsCsE BBB@ASEE 22 69 64 6d 22 3a 20 38 38
Accept-Language: en-US,en;q=8.5
Accept-Encoding: gzip, deflate @@8@AS7B  6C 74 22 3a 28 22 75
DNT: 1 8ea8A588 6T 6c 75 6d 62 75 73 73 74
?eferer: http://168.27.93.199/ @eaeAs98 22 7d 2c 20 22 6e 61 6d 65
onnect i - ——————
Authorization: Basic bmFvOkShbzIwMDE= B@OBASAB  6c 79 22 7d

B@aBASAF 81 3a 35 3a 3a 3a 7b 22 61
HTTP/1.1 28@ OK @eaeASBF 22 69 64 6d 22 33 28 38 39
Server: nginx/1.3.14
Date: Fri, 28 Oct 2016 8@:55:49 GMT CLELMEER FE T 2 28 AU 7L TA T
Content-Type: application/x-javascript @a8@ASDF 65 22 3a 28 22 72 65 7@ 6c
Content-Length: 51959 BB8@ASEE 81 83 32 3a 3a
Last-Modified: Thu, 27 Aug 2@15 2@8:11:23 GMT @EEA149C =21 83 b7 76 Sb ee 85 4c
Connection: keep-alive
ETag: "S5df6eeb-caf7™ aeeel4As 81 fe @0 82 28 Be al @2
Accept-Ranges: bytes
/=
**  Copyright (C) Aldebaran Robotics
** See COPYING for the license
w
**  Author(s):
[ - Laurent LEC <llecf@aldebaran-robotics.com>
w
]

/*! Socket.IO.min.js build:@.9.11, production.
var io="undetined‘==typeof module?{}:module.exports;(function(){(function(a,b){var

"89538513&954?6?963512456958:5&889 "

==+ “Hello, I'm Cody. My Internet
address is 168.27.93.199.”

— ALDEBARA

Sofiflank Gr

En

CougarWaveOpen
Fully connected

L

72 67 73 22 3a 20 7b .R5:::{" args": {

2c 28 22 72 B85 73 75 "idm": 8 8, "resu

6d 6d 65 72 73 48 63  1t": "ws ummers@c

61 74 65 2e 65 64 75 olumbuss tate.edu

22 33 20 22 72 65 7@ "}, "nam e": "rep

72 67 73 22 3a 20 7b args": {

2c 28 22 72 65 73 75 9, "resu

7d 2c 2@ 22 Ge 61 &d e}, "nam

79 22 7d Iy}

b1 Waoall -

15 34 9b 38 5b 2c cf 63 .4.8[,.c
T e T R B T T T i PR Y EE L e ==
"result": "\tALConnectlonManager country\n\tInternal error no value"}, “"name": "error"}.~.@5:::{"args" {"idm": 53,
"result": [[["ServiceId", "wifi 6882b4e85895 436f75676172576176654T 78656 managed none"], ["Name", W],
["Type", "wifi"], ["State™, "online avorite , truej, utoconnec rue|, ecurity”, ["none™]], ["Domains”,
["ColumbusState. |38 "]] [™ Nameserver , ["168.26. 188 11", "168 26.188. 12"]] ["IPva™, [["Method", "dhcp™], ["Address",
";gs 27,93, 199"] "Netmask", "255.255,24@.8"], o111, ["IPvE", [["Method”, "auto"]1]], ["Proxy”,
[["Metho 1rect Strengt 550, [ Error > ""111%, "name™: "reply"}.~..5:::{"args": {"idm": 54, "result”:
{ pyob]ect i metaob]ect {" 51gnals {"lee": { signature™: "(m)", "uid": 18@, “"name": “signal"}, “B6": {"signature”:

c=ajc.version="0.9.11",c.protocol=1, c.transports=[],c.j=[],c.sockets={},c.connect=function(a,d){var
e=c.util.parseUri(a),f,g;b&8b.locationf&(e.protocol=e.protocol||b.location.protocol.slice(®,-1),e.host:

b.document.domain:b.location.

h={host:e.host,secure:"https”==
443+80% Anerusa aneel [T

e, protocol,portie.port| | ("https™==e.protocol?

hostname), e.port=e.port||b.location.port),f=c.util.uniquelri{e);var

Copyright(c) 2811 LearnBoost <dev@learnboost.com> MIT L:

Ler util maroalh AVeiFfihT"Farce new ronnectinn™1l ] e snckeatclF1ho=nmw r Sacked

"((IiIm(1l)<timeval,tv_sec,tv usec>11II)<EventTrace,id,kind,slotId,arguments,timestamp,userUsTime,systemUsTime,callerConte

t

scalleeContext>)", "uid": 86, "name”: "traceObject"}}, “"description”: ™", "methods™: {"@": {"description™: ™"
parameters”: [], “parametersSignature”: “(IIL)", "name": "registerEvent”, “returnDescription”: "*, “returnSignature”: "L"
“uid": @}, "1": {"description”: "", “parameters™: [], "parametersSignature”: "(IIL)", "name": "unregisterEvent”,
“returnDescription™: ", “returnSignature™: “v", “"uid": 1}, "2": {"description™: ", “parameters™: [],
“parametersSienature™: “(IY". "name”: "metaObiect”. “returnDescription”: “". “returnsienature”:




Microcontroller-based sensotrs, networked video
cameras and other IoT devices are more
vulnerable to cyber attacks.

Good security practices and approaches have to
be put into place.

Security

S— (H+S)+M (Wang, CSI 2006)
HiSPO (Wang, CISSE 2015)
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Case Study

Water Treatment Process Diagram

Water
o be Treated Pump

Value

Flow Pressure
Meter Gauge

Ozone
Generator

I

Treated Water | (

UV Reactor

Venturi “Pressure
Injector Gauge
)4—( UV Reactor

s F



Flint Water
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Case Study

Solutions?

Work on a water treatment system with 3,000+ PLCs
Build a SCADA system

Study the architecture for loT — API, databases

Look into data acquisition — various sensors

Focus on PLC/RTU — com, legacy

Assess vulnerability and security

Research can apply to other critical infrastructure sectors

such as power grids, transportation, nuclear facilities etc.



Case Study

Water Treatment SCADA Systems

 Before smatt city project was launched
— water treatment plants were linked only by cables or standalone PLC systems,
— do not connect to the Internet,

— data flow 1n a closed environment (not shared).

e With SCADA system

— the system collects data,

— it issues commands from dashboard,

— it can configure or control the PLCs remotely, VI

— 'This also, opens up vulnerabilities to intruders

|I1"|III|"

Vulnerabilities?




Case Study

SCADA System Water Treatment Implementation

Raw
Water

Flow
Meter

Clear
Well

Chemical
Injection

Online |
Analvzer I

PLC 1 (well leve
Pump & wvalwve
control)

' PLC 2
(NTU, pH, temp,
flowrate, chemical

Hw]elfL}

nline |
Analyzer |

PLC 3
{chlorine residual,
NTU, pH, pump & valve
r_-:_antrul}

SCADA COMPUTER

Hﬂhﬂﬁ_NH1Wﬂrk {ethernet}

PLL Network (ethernet)

SCADA

Operator V
Console

iew File
Server

Historian

ROUTER

—

Business
MNetwork

Computer




Ozone leak ‘="system_data" Ozd

Oxygen leak :="system_data".O|

Air temperature ‘="system_data®
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Case Study

Sensors

. Specifications
Name —
Scale Unit Data Structure

Ozone leak 0-2 ppm real
Oxyzen leak --25 % real
Air temperature -80 -- =20 °C real
Water circulation m3/h real
Ozone ,

production kg/h real
Woking pressure | 0-0.25 Mpa real
System status failure real
remote real

Y % (\“

< <

Energy harvesting sensors: on bridge, wearable, sensor networks, RFID, crystal radios




PLCs

Case Study

Manufacturer PLCs
Name Model #
SIMENS S7-200 Series CPU 224
S7-300 Series CPU 315-2DP
S7-200 SMART CPU SR30
S7-1500 Series CPU 1511-1 PN
S7-1200 Series CPU 1214C
Allen-Bradley ControlLogix 5580/5570
Schneider Modicon M221/M251

S7 Safety
PLC

Secure PLLCs — Web Servers, authentication, firewall, encryption




Case Study

PLC and Communication

o FAVAY

PC
5 |z 1
A = = Micro/WIN
= N
PC S | S
BOOTP -
max. 8x C
xput/xget read/write
Ethernet
b j r v
o - = = | OPC—Server
ST = — 2 T
= | < e s - o | OPC—Client
o < (= -3
) nc_> = S < o PC
! N
57“2()(ﬁ ke - Tata % 1NN ﬁ

Enable TCP/IP communication on legacy systems




Case Study

Web Interface

System Data Show 10 ~ entries Search:

1 Ozone leak :="system_data" Ozone_leak: Nornal A Eailure

] Oxygen leak :="system_data" Oxygen_leak:

] Air temperature ‘="system_data" Air_temperature: ="system_data" Number_of_machines_running: :="system_da
"] Water circulation :="system_data" Water_circulation: Showing 1 to 1 of 1 entries Beckiiuis 1 Next

7] Water (front injection) :="system_data" Water_front_injection:

] Water rate (front injection) - 2010-01-01 12:00:03
‘="system_data" Water_rate_front_injection:
7] Overall ozone production
‘="system_data" Overall_ozone_production:

] #1 generator ozone production
:="system_data".Generator1_ozone_production:

"] #2 generator ozone production
="system_data".Generator2_ozone_production:

7] #3 generator ozone production
‘="system_data" Generator3_ozone_production:

] Central control alarm :="system_data".Central_control_alarm:
] Central control local :="system_data".Central_control_local:

] Central control remote

="system_data".Central_control_remote: .
Confiaquration

Web-based monitoring and control in C&C Center




Case Study

Data Acquisition

itilitlyy

ilitlyy

iilitlyy

itititlyy




Case Study

Dual Data Model (cont.)

[[] Ozone leak ="system_data" Ozone leak:

[[] Oxygen leak ="system_data" Oxygen_leak:

[] Air temperature ="system_data" Air_temperature:

[C] Water circulation -="system_data" Water_circulation:

[C] water (front injection) -="system_data" Water_front_injection:

[C] Water rate (front injection) :="system_data" Water_rate_front_injection:
[C] Overall ozone production :="system_data" Overall_ozone_production:

[[] #1 generator ozone production :="system_data" Generator1_ozone_prodi
[[] #2 generator ozone production ="system_data".Generator2_ozone prod
[ #3 generator ozone production ="system_data" Generator3_ozone prodi
[[] Central control alarm :="system_data" Central_control_alarm:

[[] Central control local :="system_data" Central_control_local:

[C] Central control remote ‘="system_data" Cenfral_control_remote:

e Data are not inserted in rows.

j Sensors
Field Mame Data Type
% ID AutoMumber
Ozone leak MNumber
Oxygen leak Mumber
Air temperature Mumber
Water circulation MNumber
Water rate Mumber
Overall ozone production Mumber
Central control alarm Yes/No
Central contral local MNumber
Cental contral remote MNumber

e Each attribute represents a sensor. DB insertion based on attributes, not rows.



Case Study

Dual-Data Model (cont.)

£{ document ) .ready(function() {

ALL.

REST — Jason over HT'TP i

MIT - Robotic device for patching for
pipeline leaks

Libelium — smart sensor to monitor
water quality in rivers

Carnegie Mellon Untv. — Water Quest:
monitor using GIS

xAPI

— serial database: one attribute at a time

XAPIWrapper.changeConfig(Config) »
example') .DataTable() :
input [type="checkbcocx']"™ }.each (function() {
conteXxt = £ (this).atte{"val"):
console.log(context) ;
var statl = {"actor™:{"mbox":actorid,
"name" :actorname,
"chjectIype™: "Agent”},
"garh™: ["id"™: "http://Sadlnet.gov/expapi/verbas,
"diaplay™: {"en-US": "check"™}
]'r
"context™: {
"extensicns™: |
"http://adlnet.gov/edpapl/extenaicona s/ ch
"beacconid™: "347,
"checkboxopticn™: context

}
]'r
"object™: |
"id™: "http://adlnet.gov/expapi/activities/cl
"definitiocn™: |
"degcription™: |
"en-U5": context

e
"name": { E pEQlENCE

en-U3":context | o

1
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Case Study
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Case Study

Clean water supply and sewage water treatment are
important for cities and communities.

SCADA systems are able to monitor the processes
and take control actions when necessary.

Incidents such as Flint water crisis could have been

prevented by adopting SCADA systems.



Curriculum Development

Visualize NICE framework

Record learners’ progress

Link competencies to profiles

Assess security and privacy

Content Provider
/ LMS

NICE
Fremework

Learner Data

KSA

Competencies

Mapping

< >

Learner Profiles

Data Sharing

Services

Reusable

Content




Takeaways SlG”A L i

* SCADA/IoT/Smart city architecture

— Paired firewalls, defense in depth

— Dual-data abstraction model
» Serial database for PLCs and sensors, Relational DB for dashboard
* Security
— Strong authentication and encryption

— Smart sensor security
— HiSPO approach
Hardware + intelligence + Software + Policy + Operation (Wang 2015)


http://www.afcea.org/content/?q=Article-dual-data-defense-depth-improves-scada-security�

Shuangbao (Paul) Wang, Ph.D.

- pau ' @computer.org
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